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Abstract. In this article we present the modern trends like Explainable Machine Learning (EML)
versus classical Machine Learning (ML), the computer security is to be evaluated from the point of view
of the hashing and authentication schemes in Hyper-Text Transfer Protocol (HTTP), most of the emphasis
of this work is made towards hashing in representing the identity of data sources and making possible to
use these hashes as crypto currencies in block-chaining technology, the survey also gives the definition
of the basic hashing algorithm in the assumption that P not equals NP, where P is the polynomial class of
complexity and NP is a non-polynomial class, since this fact was proved before as equality between P and
NP, this is still remains challenging to prove that hashing function can be dual for either input or output,
thus giving the possibility of compromising the computer security system and obtain the prior hash in
hashing queue in block-chaining and, probably, partial chunks of the hashed data.
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Introduction

We present the description of HTTP-protocol authentication schemes like “basic” and “digest”
based upon encoding and hashing validation of the user identity.

Even since, the proof of equivalence of complexity classes it doesn’t mean that there could exist
the inverse function for hash as this question remains open — we give the strict proof that even since
assumption of equality of P and NP-classes (P = NP), this is still impossible to create the inverse function.
This proof is based upon definition of the universal hashing algorithmic steps which are dependent on the
input. At any time and at each point this becomes evident that data to be obtained from the inverse steps
cannot lay within the hash size which should as small as possible with respect to the average size of input
data which are hashed on the one-direction function like hash probing.

We also give the notion to the rapidly growing interest of variety of communities for Machine
Learning. We give the definition of algorithm of Explainable Machine Learning in order to define the
extensible role of the ML in the field of algorithmic approach rather than resorting to the classical
approach of neural networks.

HTTP basic authentication

Authentication schemes like basic and digest were presented in the official standard [1]. The basic
authentication scheme prerequisites are discussed in [2]. As we operate on HTTP it's necessary to study
the initial version of the protocol [3] — to the present day the version “2.0” is in active usage by many
software servers like Apache or nginx, we name our project as “Alumni”, version 1.0. The extension to
the digest authentication protocol is presented in [4]. The security issues were well studied by author in
[5]: these issues commonly are of programmatic case like buffer overflow conditions, when stack is
rewritten in the limited space and the return address is thus modified giving the possibility of
compromising the system and running arbitrary shell code [5].

According to the server statistics in World Wide Web (WWW) the most popular web servers are
I1S, Apache and nginx.

The authentication scheme of the basic authentication is provoked by the server response if
“Authorization: “-field is missing and authorization token is followed encoded using base 64 encoding
algorithm, the encoded string contains both login and password separated by “:” symbol.

In turn the server sends “WWW-Authenticate: basic[/digest], realm="..."”” response if the
authentication values are missing and authorization is required for the requested source. In this response
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the field “realm” corresponds to the arbitrary identification of secured source.

The Socket Security Layer (SSL) is used in the modern web software and, thus, avoids the
evaluation of data by reading data directly on Transfer Control Protocol (TCP) level.

The basic architecture of the web server is based upon the queues and, thus, represents the
classical example of the system of mass-servicing.

The basic authorization can be replaced with the usage of hash token after validating the user
data.

Hashing as a Modern Trend

The hashing is the term which is about to obtain the short part describing the whole part of the
input data, most of these functions are to be one-directional thus giving the protection against the
inverse determination of the hashed data.

The example of algorithm to be studied for the case of security level is presented in [6] and is
named as a Whirpool algorithm.

In other meaning the hashing functions give the time complexity and performance of O(1) for the
hash trees which are widely used in the modern Database Management Systems (DBMS) like Oracle,
etc.

The block-chaining based upon the hash algorithm which describes the crypto currency is a task
of obtaining the new hash at each transaction with the help of encryption algorithm — we divide these
algorithms as past and present, which was elaborated by the author of this work. The classical example
of hashing in block-chain is to hash the prior value to the values like additional attributes and, thus,
giving the new value for the next crypto currency transaction. We elaborate and give the simple
algorithm to obtain these hash values:

Generate random hash and encrypt using one-way algorithm with arbitrary key;
Decrypt the hash value;

Add amount of crypto currency as a big number to the hash;

Encrypt the next value;

Yield the value from step 4.

S

From the above algorithm, it follows that we don’t need the classical approach of mining in order
to obtain the hash values at each step as this process by itself compromises the security risks of data
collection by third parties and, thus, is vulnerable to the hashing attacks.

The last statement is prevalent since the MD5-hash was compromised in a distributed network in
year, circa, 2003.

Our algorithm is secure as the key-values evaluation relays on the SSL connection, where the
encryption key can be secured and stored in the local storage — this technology is widely used by the
modern browsing software like Google Chrome and Microsoft Edge.

The basic hashing algorithm is defined as the number of steps for the data-window of the fixed
size to be processed against the larger amount of data:

1. Generate window length less than input;

2. Set current position to zero;

3. For each input symbol module current position increment, set the value in the window array to the
bit-mask operation like exclusive-OR.

4. Repeat the step 3 until the end of input.

As we have stated before, the hashing function cannot be inversed — we prove it by using the
above example: since the window is less than input it’s obvious that the whole part of data cannot be
obtained even if the algorithm is known to the performer of this task.

Explainable Machine Learning

Modern trends of Machine Learning like the TensorFlow and imaginary detection is briefly
discussed in [7]. The existing algorithms are described in [8] along with a neural network method. The
use of Machine Learning in the present day within the practical experience is presented in [9] — this
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research states the question of the evaluation of Machine Learning in different types of application and
its impact on the global stage. The modern usage of ML in wireless networks as the application is
presented in [10].

After the overview of the research on the latest publications for Machine Learning and its
application with pros and cons, we present the algorithmically practical solution for ML, known as
Explainable Machine Learning, or, simply, EML.

EML relays on input data and can be represented as the matrix of sorted elements by the category
and priority at each row and column, the steps of building this matrix and evaluation of the query are
defined as follows:

1. Sort the input data matrix with given priority of each factor;

2. Query the result for each data in the sorted matrix for the short-coming range of lower and upper
row;

3. For the number values do the floor or ceil of the value and compare it same way as the word entities
in the input matrix.

Neural networks which are based upon sigmoid function can be extended for EML as the
algorithm for arbitrary function with respect to the term various probability type which is well-known
in modeling theory of mass-servicing queues.

The algorithm for arbitrary function f(x) is as follows:

1. Define the function f(x) and its range L and R;
2. Compute the minimum and maximum values of function f(X) on this range using differential
calculus;
3. Train the neural network by applying function f(x) divided by the minimum and maximum, with
subtraction of minimum.
The steps above give the novel example of the arbitrary learning without usage of sigmoid-
function for neural network training.

Conclusion

Thus, we have presented the novel block-chaining algorithm which is secure and fast and doesn’t
require expensive mining operation to be performed on the specific devices which utilize Nvidia chipset
bundle for this purpose.

The trend for computer security is also given with respect to the hash evaluation after authorizing
user using standard methods or methods which involve security token or “cookie” safety.

We have also represented the modern results on the Machine Learning, which is named in this
article as Explainable Machine Learning and, thus, is more relevant and doesn’t require the neural
network to be trained as the EML-decision tree can be expanded by online query also in the linear time
as well as the query performance time O(n), where n is the number of factors in the data matrix of the
input.

Thus, the modern trends are to be seen from other point of view with respect to the prior results
on algorithmic stage like the prior experience of the authors of these methods.
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AHHoOTanus. B 3Toii cTaTbe MBI IPECTABIISIEM COBPEMEHHBIE TEHICHITNH, TAKE KaK O0BSICHAMOE
mammaHoe oOyuenne (EML) mo cpaBHEHHIO C KJIACCHYECKMM MamHMHHBIM 00yuenuem (ML),
KOMITBIOTEpHAsT O€30MacHOCTh JOJDKHA OIIGHUMBAThCS C TOYKH 3PCHHS CXEM XJUIUPOBAHUS U
ayTeHTU(UKAIMH B TPOTOKOJIe nepeaayn rurnieprekcta (HTTP), ocHOBHOI akIeHT B 3TOH paboTe clienan
Ha X3IIUPOBAHUS JJIS PEACTABICHNS HICHTHYHOCTA HCTOYHUKOB JJAHHBIX M 00eCTIeUeHUS BO3MOKHOCTH
WCIIOJb30BaHMSI 3THUX XJIIeH B KAYeCTBE KPUIITOBAJIIOT B TEXHOJIOTUM OJIOKYCHH-IICIIOUCK, B
WCCJICJIOBAHNH TaKXKe JaeTCs OmpeeiicHue 0a30BOro aJirOPUTMa X3IIUPOBAHUS B MPEANOJIOKESHUH, YTO
P we paBao NP, rme P - mommHOMUuanpHBIN Kiacc cioxHocTH, a NP - HemonmHOMHMaNBHBINA KIlacc,
MOCKOJIBKY ATOT (hakT OBbLI JOKa3aH paHee Kak paBeHCTBO Mexay P u NP, Bce emie ocraeTcst ClI0xKHOMN
3aJiaueii JI0Ka3aTh, 4TO ()YHKIIMS XIUTUPOBAHMS MOXKET ObITh JBOWHOM KaK s BBOJIA, TaK U JIJIS BHIBOJIA,
YTO JaeT BO3MOXKHOCTH IOCTAaBHTH IMOJI YTPO3y CHUCTEMY KOMITBIOTEPHON O€30MacHOCTH M TONYYHTh
MPEIBITYIIUN X211 B 04epel XAIIMPOBAHUS B OJI0YHOHN IEMOYKe U, BO3MOXHO, YaCTUYHBIE ()parMeHTHI
X3IIUPOBAHHBIX JIAHHBIX.

KiroueBble ci1ioBa: XEIIMPOBAHUE, aJITOPUTM, OJIOUHAS ICTI0YKA, KOMIIBLIOTEpPHAs 0€30MaCHOCTD,
WCKYCCTBEHHBIH WHTEIJICKT.
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Anparna. byn wmakanmaga 013 KJIacCHKaJIbIK MallMHANBIK OKbITyMeH (ML) canbicThipranma
TycinAipMe MamuHaNbIK OKbITY (EML) cHsKTBI 3aMaHayH TeHACHUUIIAPAB! YCHIHAMBI3, KOMIIBIOTEPIIIK
Kayinci3aikTi runepmatinai 0epy nporokonsiaaarsl (HTTP) xamrey xkoHe ayTeHTHQUKAINS ChI30aIaphl
TYPFBHICbIHAH Oarajay KepeK. bys1 sKyMBICTBIH Heri3ri OarbIThl IepeKTep KO3/AEpiHiH COUKECTIriH KopceTy
JKOHE KamTaMachl3 €Ty YLIiH xomrey Oonein Tabbulaabl. bynm xsmTepai OnokueiiH Tiz0eri
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TEXHOJIOTHSICBIH/IA KPHUIITOBAIIOTA PETiHAC Maiaanany MYMKIHIIKTEpi, 3epTTey coHbiMeH Katap P NP -
re TeH eMec JereH OOJDKaMMEH HETi3rl X511 alrOpUTMiH aHbIKTaliabl. MyHOarbl P-KONMYIIeiK
KYpACTiIiK Ki1ackl, am NP-kenmMymrenik emMec kiacc, edtkeHi oy ¢gakt oypsiH P men NP apaceiHmarsl
TEHIK PeTiHIE MANIEIICHTeH, X3ITey (QYHKIHUACH €HTi3y VIIIH e, MbFapy YIIH e Kocapibl 00Tyl
MYMKIiH €KCHIH IQJNieNJiey oJli Ji¢ KHBIH MiHJAST OOJbIN TaObUIaAbl. By KOMITBIOTEpPIiK KayilcCi3mik
JKYWeciHe Kayill TeHAIpyre »oHe AaJIBIHFBICBIH allyFa MYMKIHZIK Oepemi OmokdeitHmeri Xsmrey
Ke3eTiHAeT1 X1 )KoHe MYMKIH 00IaThIH X3IITENTeH AepeKTEepAiH inmHapa hparMeHTTepi 0omabl.
Kinrrik ce3nep: xamTey, anroput™, 0J10KIelH, KOMIBIOTEPIIK Kayinci3aiK, )KacaH bl HHTEIJICKT.
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