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Abstract. The existing approaches to the construction of formal models of information attacks are
considered and analyzed. The basic requirements for information attack models are formulated. A method
is proposed for constructing models of information attacks based on control E-network transitions and
multi-agent management, taking into account the formulated requirements. The considered approaches to
modeling allow describing the process of an information attack with varying degrees of detail. The models
use different mathematical bases, but most of them are based on finite automata and represent the attack
as a sequence of automaton states. None of the models makes it possible to take into account the
vulnerability activated by such a complex, the method of its implementation and possible consequences.
The models allow us to more accurately determine the effectiveness of existing and developed means of
protection against simulated information attacks.

Keywords: attack, modeling, information attack model, managing E-network, agent, multi-agent
management.

Introduction

Currently, one of the most relevant areas of scientific research in the field of information
security is the development of methods and tools for detecting attacks and protecting against
attacks on computer systems and networks. In the process of such development, it is necessary to
constantly conduct research, including preliminary study and detailed study of possible options for
implementing information attacks. As a rule, these works are carried out using models that allow
reproducing the necessary properties and characteristics information attack, as well as to assess
the level of its danger to the computer system (CS). The models allow us to more accurately
determine the effectiveness of existing
The currently created models of information attacks can be classified according to the following
basic criteria [1]:

— the possibility of expanding the model (models with a fixed number of parameters and their
values, extensible models with the possibility of adding new parameters and their values);

— the possibility of taking into account the sequence of actions performed in an information attack
in the model;

— the level of detail of the model (models of low, medium and high level of detail). and developed
means of protection against simulated information attacks.

A formalized information attack model based on attack trees developed by B. Schneier has become
widespread [2]. Attack trees are conceptual diagrams that describe threats to the system and
possible

attacks aimed at their implementation. The underlying construction here is a hierarchical tree G
=(L,E), where

{ }i L =l is the set of tree vertices,

{}sE=e,
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2 E c L —the set of tree arcs
Each vertex of the tree G is associated with a certain action of the violator, while the root of the
tree denotes the ultimate goal of an information attack, the implementation of which can cause
significant damage to A C. Thus, it is possible to make up a set of possible paths on the graph G
{ }i Gp = gp, where each path i gp is a sequence of arcs ) (,, ..., 1 2 n e e e of the form ei = (..
Ii,1j), Ii,] j € L Inthis case, the final vertex of the arc i | is simultaneously the initial vertex of the
arc iy .

The leaves of the tree G can act as the initial vertex of the path, and the root of the tree can act
as the final vertex. The Schneier attack tree model has several important advantages and
disadvantages

Advantages

Disadvantages

— the model can be used to
describe  attacks on  any
informationor physical systems;

— due to the presence of numerical
values at the vertices and edges,
the model provides

an opportunity to introduce
estimates of each step according to
certain criteria, for example, by
execution time, number of
operations, estimated cost, etc.
The sequence of steps can be
evaluated based on the criteria of
each step;

— the expansion of the attack
model is carried out by adding
new elements to the

sets of vertices and arcs of trees
describing the attack;

This model has a number of
disadvantages, which  should
include:

— a tree is used as a fundamental
structure for modeling an attack,
which imposes some restrictions
on the structure of the graphical
representation

of the model. The presence of
cycles also creates certain
difficulties when working with
this model;

— the attack model does not
include the parameters of the AU
environment, under which the
implementation of the simulated
attack is possible;

— there are no tools in the model
that provide dynamic modeling.

— it is possible to simulate
complex information  attacks
involving several implementation
options.

In [3], a formal method of attack modeling is proposed, which is an extension and refinement of
the model based on the attack tree. Two attributes are introduced: the lifetime (reflects the time
dependencies between the stages of the attack) and the degree of confidence (characterizes the
probability of reaching the target of the attack with the achieved sub-targets). However, this model
has the same disadvantages as those based on the attack tree. The attack graph model [4] is also
based on an extension of the attack tree model. Attack graphs are a specialized tool for describing
an attack. Graph nodes do not represent conceptual actions, but network nodes, program processes,
configuration files, code sections, etc. The model is widely used because it is based on a simple
and well-researched mathematical base - finite automata, itself is quite simple and obvious.
Transitions between nodes are carried out on based on deterministic rules, the current value of
some system parameters, variables, etc. may be taken into account. Existing graph models are
wellsuited for describing the sequence of actions of an attacker and are often used to assess the
complexity of an information system security breach, rather than formodeling and investigating
attacks. The disadvantages of these models can also be attributed to the fact that they do not contain
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mechanisms for organizing controlled branching and modeling the dynamic component of the
attack.

Information attack models are also built on the basis of formal languages and ontologies [5].
Formally, the ontology is a tree, and the threat is represented by a sequence of symbols. Sequences
are considered as words of a formal language specified by means of some formal grammar. The
description of the generalized attack scenario by means of stochastic grammar has the following
form

GA=(Vn,VT,SP) 1)

where VN is a set of non—terminal symbols that denote micro—level attack steps, VT is a set of
terminal symbols that correspond to the upper and intermediate levels of representation of the
attack scenario steps, S is the initial symbol of the attack scenario, P is a set of output rules
describing the operations of detailing the attack scenario by replacing characters. Each replacement
is carried out with a given probability:

ai —Bij,=1,...,,=1,.,, 2

where aj is a nonterminal character, Bijis a string of terminal and nonterminal characters

It is characteristic that the conceptual model of information attack based on formal languages
and ontologies is in many ways similar to the model discussed above, developed by B. Schneier.
The model is also represented as a graph structure and can be expanded by adding new elements
to the sets of terminal and non-terminal symbols, as well as by expanding the output rules. The
model can be presented both in text and graphical form. The main disadvantage of such an
information attack model is the absence of a parameter that characterizes the vulnerability of the
CS, on the basis of which the violator's action is performed.

Requirements for information attack models
For effective use in order to study the likely actions of the violator

in relation to the CS, the information attack model being developed must meet the following
minimum set of requirements:

Versatility [ Extensibility [ Formalizability ] Simplicity [ Multifactoriality
provides the ability to D?lallllslsf?tcgz,r;:il];té to
allows the model to add new attack simplicity — allows take into account
be used to represent characteristics to the formalizability is a the expert to easily three main
various model based on the property that perceive the structure parameters of the
types of attacks, i.e. model parameters. indicates the and methods of simulated
the model must be This property allows possibility of using implementing the information attack:
constructed in such a the researcher to a mathematical simulated attack. the vulnerability
way that it can be change the apparatus when How effective it is activated by the
used in the process of characteristics of the describing the depends directly on attack. the method of
modeling both simulated attack parameters of the this property im,plementing
network and local depending on the CS model; you can use the built the attack and its
attacks; environment in which model; possible
it is being considered.; consequences.

Figure 1 - Requirements for information attack models
Information attack as a modeling object
An attack on an information system is an action or sequence of related actions of an intruder

that lead to the realization of a threat by exploiting system vulnerabilities. Vulnerability is
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commonly understood as the weak point of the CS, on the basis of which the successful
implementation of the threat is possible. In turn, a threat is a potentially possible event, action,
phenomenon or process that can cause
damage to the system resource [6]. Thus, in order to implement the attack, the attacker simulates
some action that leads to the desired result with the help of some means that exploits the
vulnerabilities of the system.

In general, an information attack can consist of three stages:

Collecting information is

. implementation of the development of the
the main stage

attack attack

N4

1. Collecting information is the main stage. At this stage, the target of the attack

is selected, information about it is collected (OS, configuration, services), the
mostvulnerable places of the attacked system are identified, the impact on which leads to the
desired result, the type of attack being implemented is selected.

2. The stage of implementation of the attack. At this stage, the violator gets unauthorized
access (ND) to the resources of those CS nodes in relation to which the attack is carried out. If, by
the nature of the impact, the attack is active [7], then this stage is also accompanied by the
realization of the goals for which the attack was undertaken. The resultof such actions may be a
violation of confidentiality, integrity and availability of information. In addition, at this stage, the
source andthe fact of the attack may be hidden, the so-called "covering up traces".

3. The stage of further development of the attack — actions are performed that are aimedat
continuing the attack on the resources of other CS nodes. In the case of passive attacks [7], this
stage is the stage of completing the attack.

The stage of 1 The stage of further W

— Stage implementation of the attack

Getting unauthorized access mglementation of goals

){ Computer system Q

Information collection stage [«——| Development stage/completion stages [«—

Figure 2 - schematically shows the stages of the life cycle of a typical information attack.

When modeling an information attack, it is necessary to determine its parameters and
characteristics. The main parameters of the attack are:

— duration of action;

— multiplicity;

—a list of vulnerabilities used by the attack.

Note that modeling some types of attacks, for example, "distributed denial of service” — DDoS
requires
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the definition of additional attack parameters, such as [8]:

— type of attack (semantic attack (TCP SYN, Incorrect packets, Hard request, etc.)

or "brute force" type attack — such as UDP/ICMP flood, smurf/fraggle, etc.);

— rate of attack (can be constant or variable. In the latter case, the intensity of the attack varies over
time. The change in tempo can be increasing or fluctuating);

— influence on the target of the attack (you can choose a "disruptive" attack, when a distributed
attack will be carried out from all attacking nodes at once, or a worsening one — the number

of attacking nodes is included in the attack gradually. The first attack option is easier to detect);
— the constancy of the set of attacking nodes (the set can be constant (the same nodes attack) or
variable);

— the degree of automation (automatic or automated).

The proposed method of modeling attacks

Taking into account the disadvantages of existing analogues, we will use Control E-Nets
(Control E-Nets — CEN) as an information attack model [9, 10], which are a modification of E-
networks and meet all the requirements for the attack models described above. Issues of the
complexity of the attack model (taking into account the vulnerability search stage in attack models,
methods of implementation and development of the attack) will be solved using a multi-agent
control system, the modules of which work on the principles of intelligent agents. We will describe
each agent using the implementation model presented in viRis. 1. The life cycle of a typical
information attack on CS resources de managing E-network. We will simulate attacks in a specially
designed environment, which is based on the principles of invariance to the subject area, the level
of modeling, the experiment being conducted and the level of user readiness. Let's consider in
more detail the mechanisms of operation of the control E-networks, systems multi-agent
management and information attack simulation environment.

Conclusions

A method of constructing information attacks based on control E-networks and multi-
agent management is proposed. Using this method allows you to create models based on simple,
easily perceived constructions to represent various types of attacks. Thanks to the use of the
mechanism of control E-networks, the method allows you to take into account the current state of
the CS and the object of attack during modeling — dynamic modeling is provided.

In addition, the control E-networks allow the use of mathematical apparatus when
describing the parameters of the model — the property is provided formalizability of the model.
The use of a multi-agent approach makes it possible to solve the problem of multifactorial
(complexity) attacks, highlighting the stage of finding vulnerabilities of attack objects (planning
level), the stages of implementing the attack and determining its possible consequences (reactive
level); there is a cooperative level for the exchange of information between agents of different
levels. The obtained simulation models of information attacks can be used to build a synthetic
environment of information security systems in order to clarify their features and characteristics
using the method of semi-natural modeling.
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Anparna. AKnapatTeiK maOybuIIapaAbiH (GopMalibbl MOACTBACPIH KYPYIBIH KOJIAHBICTAFbI
TACIIIEPl KapaCThIPBLIBII, TANAaH bl AKIIAPATTHIK MIa0YBUT MOJICIIbCPiHE KOHBIIATHIH HETI3TI TananTtap
TY)KBIPbIMJIAIFaH. DJIEKTPOHIBIK JKETiHIH OaKblUlay aybICyJapblHa JKOHE TY)KBIPBIMIAJIFaH TaJarTap/ibl
€CKepe OTHIPHIIN, MYJIBTHATEHTTI OacKapyFa HETi3JIeNreH aKMapaTThIK Madybul MOJENBIEPIH KYPY oici
YCBIHBUTIBL. KapacThIppUiFaH MOJIENBACY TOCUIAEpl aKMaparThiK MIa0ybUT MPOLECIH SPTYPIi JdpEeKee
erMKEH-TeMKEWIl cumarrayra MyMKIHAIK Oepexi. Mopenbaep opTypii MaTeMaTHUKAJIBbIK Heri3aepii
KOJIJIaHa/Ibl, OipaK OJapAbIH KOIIIUTri aKbIPFl MallliHAIApFa HeTi3/IeNreH JKoHe MalybuIasl A peTiHae
YCBIHAPIAaBTOMAT KYHIEpiHiH perTimiri. MoaenbaepaiH emKaichIchl MYHJaldl KemleH apKbUIbl iCKe
aCBIPBUIATBIH OCAJJIBIKTBI, OHBI )Y3€re achlpy TOCUIIH OHE BIKTUMAJl CalJlapblH €CKepyre MYMKIHJIK
OepMmeiini. Mogenbaep KOJAHBICTaFbl THIMAUIIKTI JQJIPEK aHBIKTayFa MYMKIHZIIK Oepeli >KoHe
UMUTAIMSIIBIK aKapaTThIK Ma0ybUIIapaaH KOpray Kypaiaapbl

KinrTik ce3nep: madysu1, MOJIENb/ICY, aKIaPaTTHIK MA0ybLT MOJIEINI, 3JICKTPOHIBIK JKeJliHI 0acKapy,
arcHT, MyJIbTHAareHTTI 0acKapy.
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AHHoTanus. PaccMOTpeHBI M NMPOaHANM3UPOBAHBI CYIIECTBYIOIINE IMOAXOJBI K IOCTPOCHUIO
dopmanbHbIX Monenedl nHPpopManoHHbIX aTtak. ChopMynupoBaHbl OCHOBHBIE TPeOOBAaHUS K MOACISIM
uHPOpMaIMoHHbBIX aTak. [IpeioskeH MeTo ] mocTpoeHus Mojienel HHQOPMAIIMOHHBIX aTak, OCHOBaHHBIN
Ha KOHTPOJBHBIX TEpexo/ax »JJEKTPOHHOH CETH U MYJIbTHAareHTHOM YIPaBIEHUH, C Y4YETOM
chopMynupoBaHHBIX TpeOoBaHMN. PaccMOTpeHHBIE MOAXOABI K MOJECIUPOBAHUIO MO3BOJISIIOT OMHMCATh
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porecc MHPOPMAIMOHHON aTaku C Pa3HOW CTENCHBIO JeTanu3anud. MoJenu UCIOMB3YIOT Pa3IndHbIe
MaTEeMaTHYECKUE OCHOBBI, HO OOJIBIIIMHCTBO M3 HUX OCHOBAaHBI HA KOHEYHBIX aBTOMATaX M MPEACTABISIOT
aTaKy Kak ITOCIIEOBAaTEIbHOCTh COCTOSHUI aBTOMaTa. Hu omHa W3 Mozeneil He MO3BOJSIET YYecTh
YSI3BHUMOCTD, aKTUBUPYEMYIO TaKUM KOMIUIEKCOM, CIOCO0 ee peaan3aliiil U BO3MOXKHBIE MOCIIEICTBUS.
Mopuenu o3BoJIAIOT HaM 00Jiee TOYHO ONPENenaTh 3 GEKTUBHOCTh CYIIECTBYIONINX U pa3padaThIBACMbIX
CPEJICTB 3aIIUTH OT IMUTHPYEMBIX HH(OPMAITMOHHBIX aTakK.

KuaioueBble cioBa: araka, MOAETUPOBaHHE, MOIEITh HWH(MOPMAITMOHHOW aTakW, YIpPaBISIOLIAst
3JIEKTPOHHASI CE€Th,are€HT, MyJIbTHAT€HTHOE YIIpaBJICHHE.
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