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Abstract. The article presents an analysis of blockchain technology. Blockchain is the best tool of the
current decade. The possibility of using this innovative technology to ensure information security is
shown. Blockchain technology was created to store transaction data. However, the structure of block
chains using blockchain technology allows you to store various other metadata — catalogs, registries,
directories, metadata databases, etc. This makes it possible to use blockchain technology for backup,
information protection. The use of blockchain technology can provide complete decentralization of
domain names and distribution of content across a larger number of nodes, which will make it virtually
invulnerable to cyber attacks The article identifies the technological aspects of the introduction of
Blockchain technology, substantiates the main characteristics of this technology, and notes the accepted
typology of Blockchain varieties depending on the specifics of implementation and technological features.
There are varieties of algorithms for "consensus” agreements, both in the context of technologies.

Key words: blockchain technologies, private, public and consortium Blockchain, consensus matching
algorithm

Introduction

Blockchain technology has gained great popularity in various fields of human activity over
the past few years. This is largely due to the use of the principles of decentralized data exchange
in distributed systems, that is, the absence of an intermediary performing the functions of a center
confirming the authenticity of the exchange participants and the information transmitted by them
[1]. The popularity of blockchain is also largely due to the fact that it has been developed as a
secure technology: it uses both cryptographic methods of protecting information and other ways
to ensure the authenticity, confidentiality and integrity of information. Of course, blockchain also
has certain limitations compared to centralized exchange technologies. This article does not aim
to identify these positive and negative aspects; blockchain technology is considered from the
standpoint of information protection: the functioning of protection mechanisms and the
prevention of threats to information security. The paper presents a variant of the analysis of
information protection mechanisms implemented in blockchain systems, which was performed
using functional modeling IDEFO [2].

Main part

Based on the characteristics of the Blockchain, functional features, three types of networks
are distinguished: public, private and consortium [3].

A public Blockchain assumes that it is possible for any participant on the Internet to join
or exit the Blockchain network without the need to provide identification forms or request
permission [4].

A private blockchain assumes that all network participants are known and trustworthy;
belong to a controlled community. Subjects can be both individuals, such as employees and
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customers, and organizations (companies or departments within companies). Users of a private
network can have certain types of access to write to the registry. Private Blockchain accounts for
the majority of corporate, industrial and government projects. Various other parties may have
different private read-only representations of the data (e.g. regulatory officials).

The consortium's blockchain combines elements of a public and private blockchain. An
authorized group functions as validators, the visibility of the network can be limited by
validators, authorized persons or have no restrictions. Based on the features of the Blockchain
typology, the following weak and strong characteristics of the corresponding network varieties
can be distinguished (Table 1).

Table 1. Theoretical approaches to the definition of Blockchain technologies

Charact Type of Blockchain
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An important innovation of the Blockchain protocol is the consensus consensus algorithm,
which allows you to build an open distributed network where all parties can come to an agreement
[3]. This mechanism is designed to ensure the achievement of overall reliability in a distributed
network of registers. It is assumed that 51% coordinates the content stored in the register network
[5].

In the public Blockchain, the algorithms of "Proof of Work™ (Proof of Work (PoW) and
"Proof of Ownership™ (Proof of Stake (PoS) are the most common and popular consensus
algorithms.

The Proof-of-Work (PoW) algorithm is designed in such a way that it requires all nodes in
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the network to be supervised for a fee when adding a block of records to the end of the chain.
This competition involves finding a one-time number by simply using computing power [1]. This
creates a model of stimulation, according to which the winning node, which adds a block to the
block chain, receives a reward with digital tokens — a bit of us. To hack the network, an attacker
is forced not only to fight for the right to add a block, but also to compete for the creation of the
longest chain. This undermines the economic incentives of attacks, making them financially
costly (the type of attack is Sybil attack).

The Proof of Stake (PoS) algorithm [1] assumes that the miner or validator who creates a
new block is selected in a deterministic manner depending on his wealth or share [15]. The
concept of this protocol assumes an increase in the probability of a node's success in creating
new digital tokens in proportion to the number of digital tokens already owned by the node. The
rationale is that the more digital tokens a node owns, the greater the node's interest in protecting
the network

The matching algorithm protects the network without using computing power as a means
of protection against attacks and reduces the entry barrier, eliminating the advantages associated
with the use of specialized equipment [6]. Thus, PoS is a cheaper and more environmentally
friendly distributed form of a consistent algorithm. This protocol was first implemented for the
Peercoin cryptocurrency [1]

The Delegated Proof of Stake (DPoS) algorithm [7] serves to stimulate interested parties
and encourage them to participate in the network by delegating or transferring their coins to larger
interested parties [8].

In a private Blockchain, a common consensus algorithm is the "Byzantine Fault Tolerance
Problem™ (PBFT), which provides consensus regardless of malicious behavior on the part of
some participating nodes [7]. Within the framework of this agreement protocol, all nodes are
connected to each other, and legitimate nodes reach a system agreement based on the majority
rule. The consensus assumes that the number of malicious nodes cannot be equal to or greater
than 33% of all nodes in the network. The consensus protocol requires all clients on the network
to authenticate and log in to send transactions to validators [1].

The Proof of Elapsed Time (PoET) algorithm is a private consistent mechanism of the
block chain, which requires all participating nodes to identify themselves before they participate
in the network [9]. POET is based on a fair lottery system based on Intel Guard Guard technology
, Where each participant has an equal opportunity to be a winner among all network participants.
The fault-tolerant consensus algorithm "Raft" follows the "leader-follower" model, when the
leader is elected to make decisions about the general states of the network and transfers changes
to the follower nodes. The selection process, based on random timeout settings, occurs when the
leader is absent or unresponsive for a predetermined period of time.

The Ripple matching algorithm (RPCA), developed in 2014 [9], is another well-established
protocol based on tokens without the use of mining. Ripple's goal is to provide secure, instant,
cheap international financial transactions of any size of non-refundable payments. In addition to
the main developed protocols, some less popular ones can be added [10].

The Proof of Activity (PoA) algorithm combines components from PoS and PoW. This
hybrid protocol ensures the functioning of the network at a lower cost of electricity.

The Proof of Vote (PoV) algorithm is based on the Bitcoin platform. The mechanism is
aimed at "establishing other identification information without danger to network participants so
that the decision on the submission and verification of blocks is made by a vote of agencies,
regardless of the intermediary activity of a third party or uncontrolled public awareness.”
Compared to the main protocols, PoV aims to provide more controlled security and low latency
during the time required to verify a transaction.

The Proof of Importance (Pol) algorithm uses the importance indicator to select block
generators based on ownership of a share of a common crypto currency and interaction with other
nodes in order to stimulate the distribution and transit of its own tokens [10]. The consensus
mechanism is presented in the NEM blockchain. The "Zero-Knowledge Proof" algorithm allows
the certifying party to prove to the verifier that the statement is true without revealing any other
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information. A comparison of the various characteristics of the consensus is given in Table 2.

Table 2. Comparison of the basic characteristics of different types of consensus Blockchain
technologies

Specifica 0 PoS PoE PB DPO Ripp
tions W T FT S le
Transacti H High Aver Lo Aver Low
on cost ig age w age

h
Electricit H Aver - Lo Aver Low
y ig age w age
consump
tion
Scalabilit H High High Lo Low Low
y ig w

h
Required H High High Hi Aver Aver
amount ig gh age age
of data h
storage
Conclusion

The introduction of Blockchain technology creates opportunities both at the level of the
state, industries, and commercial organizations to use advanced innovations to increase the
efficiency of production and business processes, reduce costs, etc. The existing IT potential of
our country and the developed digital infrastructure in the conditions of state support create a
solid foundation for the effective solution of this problem.
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Anpatna. Makanana Blockchain TexHonorusicoin Tanaay ycelHbUIFaH. biiok4eiH -0yi1 OHXbUIABIKTbIH
€H KaKChl KYpaJibl. AKIapaTThIK KAYilCi3/IiKTi KAMTaMAaChI3 €Ty YIIIiH O0Chl ”HHOBAIIUSUTBIK TEXHOJIOTUSHBI
naiipanany MyMkiagiri kepcerinred. Blockchain texnonorusicel TpaH3akuus AepeKTepiH cakray YIIiH
JKacayel. Ajaiia, OJIOKYEHH TEXHOJOTHSICHIH KOJITAHATHIH OJIOKYEHWH Ti30eriHiH KyphUIBIMBI Oacka
MeTaJiepeKTep/Ii — KaTalorTap/Ibl, Ti3UTIMIEP/l, aHBIKTaMaJIbIKTap/Ibl, METaIepeKTep 0a3achlH KoHE T.O.
cakTayfa MYMKIiHAIK Oepemi. BOKYeiiH TEXHONOTHSACHIH KOJNJaHy JOMEHMIK aTayjaapIbl TOJBIK
OPTAIIBIKCHI3IAaHIBIPYIBI KOHE Ma3MYH/IbI KOIITETeH TYHiHepTe 0oy i KaMTaMachl3 eTe anajbl, Oy OHbI
kubepmabysriaapra ic JKy3iHIe KON CYFhUIMaiThIiH eremi. Makamaga Blockchain texnomorusicein
SHTI3Y/IH TEXHOJOTHSUIBIK AaCIeKTinepl aHBIKTalaabl KoHE OCBl  TEXHOJIOTHUSHBIH  HETi3ri
cumnaTTaMalapbiH Heri3ek Il skoHe OJOKYCHHHIH KaObUIIaHFaH THIIOJOTUSICH aran eTine/l. TexXHoIorus
KOHTEKCTIHAeTIIeH "KOHCEHCYC " KeTICIMICPIHIH opTY Il allrOpUTMICpiHE TaIayiap skacaaaibl.

Kinrrik ce3aep: Blockchain TeXHOJIOTHSCHL, KeKe, KOFaMIBIK OHE KOHCOPIUYM OJOKYEHH,
KOHCEHCYC aJlTOPUTMi.
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AnHoTanus. B craThe peCcTaBiIeH aHATN3 TEXHOJIIOTUU OJIOKYCHH. BIIOKYEHH - MydImii ”HCTPYMEHT
TeKy1uero aecsruierus. [lokazaHa BO3MOXKHOCTb UCIIOJIb30BaHUs 3TOH MHHOBALIMOHHON TEXHOJIOI MU IS
obecniedenust nHGOpPMATMOHHON Oe3omacHocTu. TexHonorust 6mokueiiH Oblia co3gaHa Uisl XpaHEeHUs
JAHHBIX O TpaH3aKKAX. OIHAKO CTPYKTypa LEMOYEK OJIOKOB € HCIIOIb30BAHNEM TEXHOIOTUH OJIOKIEHH
MO3BOJISICT XPAHUTh Pa3IMYHbIE APYTUE METATaHHbIE — KaTaJOTH, PEECTPhI, CIIPAaBOYHUKH, 0a3bl TAHHBIX
METaJaHHbIX M T.N. OTO JaeT BO3MOXKHOCTH HUCIIOJB30BaTh TEXHOJOTHIO ONOKYEWH AJs Pe3epBHOTO
KOIIMPOBAHMS, 3alMTHl HWHpOpManuu. Vcmonb30BaHHE TEXHOIOTUH OJOKYEHH MOKET O00ECHeYHTh
MOJIHYIO JIEHEHTPAIN3alMIO TOMEHHBIX UMEH U paclpe/elieHne KOHTEHTa 10 OOJbIIeMY YHCITy Y3IIOB,
YTO CHENaeT ero MPaKTHIECKH HEYSI3BUMBIM JUId KnOepaTak B craTbe ompeseneHbl TeXHOIOTHYECKHE
ACTIEKTHI BHEJIPEHUS TEXHOJIIOTUH OJIOKYEHH, 000CHOBaHBI OCHOBHBIE XapaKTEPUCTUKH 3TOM TEXHOJIOTHU
W OTMeYeHa MPUHSITAs THIIOJIOT S OJI0KYeHHA Pa3HOBUIHOCTH B 3aBUCHMOCTH OT CHeN (DMK pean3alin
U TEXHOJOrM4ecKux ocobeHHocTed. CyIIeCcTBYIOT paszIWyHble AITOPUTMBI IJisl "KOHCEHCYCHBIX'
COTJIallICHUHM, KaK B KOHTEKCTE TEXHOJIOTHH.

KuroueBble ciioBa: OlIOK4YECHH-TEXHOJIOTHU, YACTHBIN, MyOIMYHbBIA 1 KOHCOPLIMYMHBIA OJOKYElH,
aJIrOPUTM COTJIaCOBAHHUS KOHCEHCYcCa.

21


https://orcid.org/0000-0002-5276-6118

Theoretical approaches to the definition of blockchain technologies
O.A. Ussatova, . Sogukpinar, A.Sh. Barakova

Ceenenus 00 aBTOpax

Amnri: Olga Aleksandrovna Ussatova- PhD, Institute of Information and computational
technologies, Almaty, Kazakhstan

Ka3: VYcaroBa Ombra Asekcanapkbibl - PhD, AxnapaTTelk »oHE ecenTeyiln
TEXHOJIOTHsUIap MHCTUTYTHI, Anmatsl, Ka3akcTan

Pyc: VYcaroBa Ompra AmnekcangpoBHa- PhD, HWaCTUTYT wuWH)OpPMAIMOHHBIX U
BBIYUCIIUTEIIbHBIX TeXHOJIOI‘I/If/'I, AJIMaTBI, Kazaxcran

Anrm: Ibrahim SOGUKPINAR- professor Computer engineering, Gebze Institute of
Technology, Turkey

Ka3: Hobparum CoryknbiHap-Ecentey TeXHHUKAcBIHBIH Mpodeccopbl, TeXHOIOTHSIIBIK
UHCTUTYT, ['e03e, Typkus

Pyc: U6parum CorykibsiHap — npogeccop BEIYUCIUTEIbHON TeXHUKH TeXHOIOTHYEeCKHI
UHCTUTYT, ['e03e, Typuus

Anrm:Aliya Sharizatovna Barakova- doctoral student, Al-Farabi Kazakh National
University, Almaty, Kazakhstan

Ka3z: bapakoBa Anus [llapu3atkei3si- TOKTOpaHT, aa-Dapadu areiaaarst KazY¥Yy, Anmarsl,
Kazakcran

Pyc: bapakosa Anus [Ilapu3aTtoBHa- nokTOpaHT, Kazaxckuil HAMOHAIBHBIN YHUBEPCHUTET
uM. anb-Dapadbu, Anmatel, Kazaxcran

22



