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Abstract. The article discusses the issues of identifying threats and vulnerabilities of information
security violations. To protect information, it is necessary to create computer attack detection systems.
Explanations were given on the concept of cyber attacks and their types were affected. No organization
is currently sufficiently protected from cyber attacks. All organizations should develop a special plan to
combat cybercriminals. A special plan allows you to prepare for emergencies, resist emerging threats and
quickly restore the effect of the attack. The need to know the threatening factors and understand their
tactics, methods and procedures to protect against cyber attacks is emphasized. The process of information
protection should be comprehensive and continuous, carried out at all stages of the creation and use of
automated data processing tools. The main methods of information protection are given.

Keywords: Information security, cyber attacks, cybercrime, information protection, threats,
vulnerability.

Introduction

Due to the rapid development of science and technology, the influence of world
information technologies on all spheres of production is increasing. In this regard, new social
groups are being formed in society, the normal way of life of people is changing significantly.
Information security issues related to the active informatization currently underway are of
paramount importance. Many of them are aimed at creating a unified information space in order
to optimize the processing of large amounts of information, including ensuring its reliable storage
and accessibility for information exchange.

The main tasks set for the implementation of this goal are the identification, analysis and
classification of information security threats that may lead to unauthorized receipt of information
or disruption of the normal functioning of information systems, the definition of the main
measures used to counter threats and eliminate vulnerabilities, the development of security
criteria and mechanisms, as well as the relevant legislative and regulatory framework.

Analysis of existing threats and vulnerabilities of information security shows that achieving
the goals and objectives of information protection, as well as ensuring a high level of security,
requires a comprehensive application of available methods and means of protection. For this
reason, one of the basic principles based on the development of information security concepts
and specific information security tools is complexity.

The process of ensuring the protection of information should be comprehensive and
continuous, carried out at all stages of the creation and use of automated data processing tools.
The implementation of the information security process in these conditions is based on
production conceptual approaches and the production of safety equipment. As a rule, highly
qualified information security specialists are involved to create protective mechanisms and
ensure their reliable and efficient operation.

Risk assessment as part of the direction of information security (risk management) is an
essential tool in building protection. The risk assessment process is designed to identify the risk
to an organization's business and determine the security measures taken to reduce the risk.

In the classical view, risk is the probability of the realization of an information security threat.
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Risk assessment consists in modeling the picture of the occurrence of adverse conditions by
taking into account all possible factors that determine the risk. From a mathematical point of

view, when analyzing risks, such factors can be considered input parameters. At the same time,
it is necessary to take into account the many sources of information and the uncertainty of the
information itself. At the risk assessment stage, the formulas and input data for calculating the
risk value are of the greatest interest.

The article analyzes several different methods of risk calculation and presents its own
methodology. The purpose of the work is to derive a formula for calculating the risk of
information security, which allows obtaining an array of current risks and assessing losses.

Information security risk in the classical form is defined as a function of three variables:

probability of threat existence;

the probability of vulnerability (insecurity);

Potential impact.

If any of these variables approaches zero, then the total risk tends to zero.

Methods of risk assessment

According to the article «Information Technology. Security methods. Information security
management systems. Requirements», the chosen methodology should ensure that risk
assessments produce comparable and reproducible results. At the same time, the standard does
not provide a specific calculation formula.

The NIST 800-30 «Risk management guide for information technology systems» provides
the following classical formula for calculating risk:

R=P(t) *S,

Where, R is the risk value;

P(t) is the probability of an information security threat (a mixture is used qualitative and
quantitative scales);

S — degree of threat impact on the asset (the asset price on a qualitative and quantitative
scale).

As a result, the risk value is calculated in relative units, which can be ranked according to
the degree of significance for the information security risk management procedure.

According to the article «Information Technology. Methods and means of ensuring
security. Methods of information technology security management», risk calculation in contrast
to the NIST 800-30 standard «Risk management guide for information technology systems.
Recommendations of the National Institute of Standards and Technology» occurs according to
the following formula:

R=P(t) * P(v) *S,

where P(t) is the probability of an information security threat;

P(v) — probability of vulnerability;

S is the value of an asset (resource).

As an example of the values of probabilities P(t) and P(v), a qualitative scale with three
levels (low, medium and high) is given. To assess the value of asset S, numerical values are
presented in the range from 0 to 4. The comparison of qualitative values should be made by the
organization in which information security risks are assessed.

According to the "Information Security Management System Specification”, the risk level
is calculated taking into account the following indicators: the value of the resource, the threat
level and the degree of vulnerability. As the values of these parameters increase, the risk
increases. Thus, the formula can be represented as follows:

R=S*L(t) * L(v),

Where, S is the value of the asset (resource);

L(t) — threat level;

L(v) — level (degree of vulnerability).
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In practice, information security risks are calculated according to the positioning table
of the threat level values, the degree of probability of vulnerability use and the value of the asset.
The risk value can vary in the range from 0 to 8, as a result, a list of threats with different risk
values is obtained for each asset. The standard offers the following risk ranking scale: low (0-2),
medium (3-5) and high (6-8). This allows you to identify the most critical risks.

According to the «Methodology for assessing the risks of information security
violationsy», the assessment of the degree of the possibility of implementing an information
security threat is carried out on the following qualitative and quantitative scale: unrealizable
threat - 0%, average — from 21% to 50%, etc.

To perform a qualitative assessment of information security risks, a table of compliance
with the severity of the consequences and the probability of threat realization is used. If it is
necessary to make a quantitative assessment, then the formula can be presented as follows:

R=P(v) *S,

Where, S is the severity of the consequences.

Having considered all of the above methods of risk assessment in terms of calculating the
value of information security risk, it is worth noting that the risk calculation is performed using
the threat value and asset value. A significant disadvantage is the valuation of assets (the amount
of damage) in the form of conditional values. Conditional values do not have units of
measurement applicable in practice.

As aresult, this does not give a real representation of the level of risk that can be transferred
to the real assets of the object of protection.

Thus, it is proposed to divide the risk calculation procedure into the following stages:

calculation of the technical risk value;

calculation of potential damage.

Technical risk is understood to mean the importance of information security risk, consisting
of the probabilities of the implementation of threats and the use of vulnerabilities of each
component of the information infrastructure, taking into account the level of their confidentiality,
integrity and availability. For the first stage , the following formulas can be given:

Rc = Kc * P(T) * P(V);

Ri = Ki * P(T) * P(V);

Ra = Ka* P(T) * P(V),

where Rc is the value of privacy risk;

Cc — coefficient of confidentiality of an information asset (resource);

P(T) — probability of threat realization;

P(V) — the probability of using the vulnerability;

Ri — value of integrity risk;

Ki is the integrity coefficient of an information asset (resource);

Ra — availability risk value;

Ka — coefficient of availability of an information asset (resource).

In the future, it is possible to calculate the damage value. To do this, the average value of
the risk of each information asset and the amount of potential losses are used. The damage value
(L) is calculated using the following formula:

L =Ravg * S,

Where, Ravg is the average risk value;

Conclusion

The use of this algorithm will make it possible to make a more detailed risk assessment, as
a result, to obtain a dimensionless value of the probability of the risk of compromising each
information asset separately.

Also, the proposed methodology allows you to correctly assess the value of information
security risk and assess losses in the event of security incidents.

As part of future research, it is planned to consider ways to improve the quality of the
forecast about threats and vulnerabilities of information security.

27



A method for calculating the information security risk
D.K. Mukhayev, Marat Akhmet

References

[1] Kirsanov, K.A. Information security: Textbook K. A. Kirsanov, A.V. Malyavina, N. V. Popov;
Moscow. acad. Economics and Law. — Moscow: MAEP, 2020

[2] Koneev, I.R. Information security of the enterprise: [Inform. safety. Classification of attacks.
Risk management methodology. Cryptographer. tools and mechanisms] Iskander Koneev, Andrey
Belyaev. — St. Petersburg: BHV-Petersburg, 2021

[3] Melnikov, V.V. Information protection in computer systems: — M.: Finance and Statistics.
Electroinform, 2014

[4] Shakovets, A.N. Fundamentals of computer information protection and information security:
Lecture by A.N. Shakovets, N.V. Rymareva, M-in internal. Affairs of Russia, Far East. jurid. in- —
Khabarovsk: Far East. jurid. in-t of the Ministry of Internal Affairs of the Russian Federation, 2021

[5] Smagin A.A., Poletaev V.S. Algorithm for forecasting threats to information security.
Infocommunication technologies. 2018. 16(2). 192-198.

[6] Yazan Alshboul, Kevin Streff. Analyzing Information Security Model for Small-Medium Sized
Businesses: Twenty-first Americas Conference on Information Systems, Puerto Rico. 2015. DOI:
https://core.ac.uk/download/pdf/301365935.pdf

[7] Julian Jang-Jaccard, Surya Nepal. A survey of emerging threats in cybersecurity. Journal of
Computer and System Sciences. 2014. 80(5). 973-993. https://doi.org/10.1016/j.jcss.2014.02.005

[8] Top cybersecurity threats on enterprise networks: https://www.ptsecurity.com/ww-
en/analytics/network-traffic-analysis-2020/

[9] Eran Toch, Claudio Bettini, Erez Shmueli, Laura Radaelli, Andrea Lanzi, Daniele Riboni, and
Bruno Lepri.2018. The Privacy Implications of Cyber Security Systems: A Technological Survey. ACM
Comput. Surv.51,2, Article 36 (February 2018), 27 pages. https://doi.org/10.1145/3172869

[10] Obotivere B. A., Nwaezeigwe A. O.. Cyber Security Threats on the Internet and Possible
Solutions, IJARCCE 9(9). 2020. 92-97. DOI: 10.17148/1JJARCCE.2020.9913

[11] Information technology. Security methods. Information security management systems.
Requirements: ISO/IEC 27001. — Introduction. 06.01.2018. — Moscow: Standartinform, 2018. 54.

[12] Risk management guide for information technology systems. Recommendations of the
National Institute of Standards and Technology : NIST 800-30. — Introduction. 06.01.2020. — USA. 2020.
56.

[13] Information technology. Methods and means of ensuring security. Part 3. Methods of
information technology security management: GOST R ISO/IEC T13335-3-2017. — Introduction.
01.09.2017. Moscow: Standartinform, 2017. 76.

[14] Specification of the information security management system: BS 7799-2:2005. —Introduction.
01.07.2019. — England. 2019. 86.

[15] Ensuring information security of organizations of the banking system of the Russian
Federation. Methodology for assessing the risks of information security violations: RS BR IBBS-2.2-200.
— Introduction. 06.01.2019. — Moscow: Standartinform, 2019. 23.

AKIHAPATTBIK KAYIICI3AIK TOYEKEJIIH ECEINITEY 9AICI

J.K.Myxaes!?, Mapar Axmer®
L AKnapaTThIK %oHE eCEKINTeYil TEXHOIOTUsIAp MHCTUTYThI, Anmatsl, Kazakcran
Zon-Mapabu ateinaarsl Kazak wWiITTHIK yHuBepcuteTi, Anvarel, Kazakcran
Tasy I1IbIFpIC TEXHUKAIBIK yHUBEPCHUTETI, AHKapa, Typkus
e-mail:daryn.mukhayev@gmail.com
thttps://orcid.org/0000-0002-2985-286X
*https://orcid.org/0000-0002-3483-1182

Anaarna. Makanazia aKknapaTThIK Kayilci3aikTi Oy3yIbIH KaTepiepi MeH OCaJIbIKTapblH aHBIKTaY
Mocenenepi TaTKbIIaHa/Ibl, aKIapaTThl KOPFay YIIiH KOMITBIOTEPIIK Ma0ybuIIapabl aHbIKTay KyHelepin
Kypy Kaxertinmiri Herizgeneni. KuGepmalOysuigap TyciHiri OoibiHIIa TyciHaipMenep Oepineai >koHe
onmapaplH Typnepi acep ereni. Kasipri yakpitra embip yiibiM kuOepmaOysuiaapiaH aOCONOTTI
KayiIci3IiKTI KaMTamachi3 eTneii. bapibik yiipiMaap maiiia OonaThiH KayinTepre Kapchl TYPY jKOHE Te3
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KaJIblHA KENTipy YIIiH apHaibl KHOEPKBUIMBICTBIK, >KOCTapiIapAbl 93ipieiai (ochuiaima madybuiabsy
ocepiH azaiitansl). KayinTi gaxTopiaapasl 0imy koHe KuOepInadybliaapaaH KOpFay TaAKTUKACBIH, 91iCTepi
MEH TIpOIeaypaNapslH TYCIHy KaKETTUIrl aram etijemi. AKMapaTrTsl KOpFay MpOIEeci aKmapaTThl
OHJICY/IIH aBTOMATTaH/ABIPbUIFaH KYPAJIIAaphIH )Kacay MEH Maianany 1slH OapIiblk Ke3eHIepiHe Ky3ere
achIPbUIATBIH JKaH-KAaKThl JKOHE Y3AIKCi3 OONMybl KepeK. AKMapaTThl KOpPFayIblH HETi3ri omicTepi
KEJITIpiireH.

Tyiinai ce3aep. AKnapaTThIK Kayinci3mik, Kuoepinadysil, KHOepKBUIMBICKED, aKIapaTThl KOPFay,
KayinTep, OCaJIbIKTap.
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AHHoTanms. B craThe paccMaTpuBaroTCsl BOIPOCH! BBIABIECHUS YIPO3 U ySI3BUMOCTEN HApYIIECHUS
WH(GOPMAITMOHHOW 0e30macHOCTH, 00OCHOBaHAa HEOOXOIMMOCTh CO3JAHHS CHCTEM OOHapy>KEeHUS
KOMITBIOTEPHBIX aTaK s 3amuThl MHGopManuu. J[aHbl pa3bsCHEHMS IO TOHATHIO KHOepaTtak M
3aTPOHYTHl MX BHIBL B HacTosiiee BpeMss HM OJHA OpraHu3alus He obOecrieuyrBaeT aOCOJIOTHYIO
3aIIUIIEHHOCTh OT KuOepaTak. Bece opranmsannu pa3pabaThIBalOT CrelMaibHBIE IIaHBI IO O00phOe ¢
KHOEPIIPECTYTHUKAMH, — ITO3BOJIIOIIME  IPOTHBOCTOSNTH  BOZHHKAIOIMIUM  yrpo3aM ¥ OBICTPO
BOCCTaHABIMBATLCS (T€M caMbIM yMeEHbIIas mocheAcTBUsS oT 3pdekt araku). [lomuepkuBaercs
HeO6XO[II/IMOCTI) 3HaHMUA YT'POKaAroIIUuX (l)aKTOpOB U NMOHMMAaHUA TAKTHUKHU, METOAOB W HpoucaAyp 1A
3amuThl OT Knoepatak. [Iponecc 3ammTsl HHGOPMALIMK JOIDKEH OBITh KOMILIEKCHBIM M HEIPEPBIBHBIM,
OCYILIECTBIIATHCS HAa BCEX JTAlax CO3JaHHs U UCIOIb30BaHHUS aBTOMATU3UPOBAHHBIX CPENICTB 00padOTKH
JaHHBbIX. HpI/IBCI[eHI)I OCHOBHBIC MCTO/bI 3allIUTHI I/IH(bOpMaHI/II/I.

Kuarouessle cioBa. MHpopMannoHHas 6€30macHOCTh, KnOepaTaka, KHOepIpecTymHOCTb, 3alluTa
UH(OpPMALNH, YTPO3BI, YSI3BUMOCTb.
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