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Abstract The article is devoted to the development of a system for biometric identification of a
person by face, fingerprints and voice. As informative signs of biometric identification of a person by
face, two-dimensional and three-dimensional characteristics of a person's face were used, taking into
account the area and volume. A sophisticated identification algorithm has been developed to take into
account such phenomena as portrait shift, different photo scales and the tilt of the identified person.

For biometric identification of a person by fingerprints, an FPM10A scanner and an Arduino
microcontroller were used. ldentification signs are based on the analysis of the structure of papillary
patterns on the finger: type and type of papillary pattern; direction and steepness of streams of papillary
lines; the structure of the central pattern of the pattern; delta structure; the number of papillary lines
between the center and the delta and many other signs.

Each print can contain up to 70 or more minutes. For biometric identification of a person by voice,
the MFCC and PLP algorithms are used for digital processing and analysis of audio recordings. Various
algorithms are used for acoustic analysis of speech: hidden Markov models, a model of a mixture of
Gaussian distributions. The result of determining the tone of speech and the content of speech for the
purposes of identification by voice is obtained. The “Multiparameter automated system of biometric
identification of a person” has been developed on the Visual FoxPro DBMS.

Keywords: information security, two-dimensional and three-dimensional image, identification,
papillary patterns, voice characteristics, human speech, acoustic modeling.

Introduction

The problem of information protection and information security is one of the most
important aspects of the development of modern society. Currently, the solution to this problem
in the field of development and operation of information systems for various purposes is
associated with the development of various requirements to ensure their security and the creation
of software and hardware against unauthorized access [1-3].

Automatic human recognition for identification has many applications in various fields.
Problems of public security, the need for remote authentication, the development of human-
machine interfaces arouse increased interest in this technology [4-5].

Biometric identification methods are increasingly being used in access control systems for
workplaces, mobile devices, local and global information resources. Since the implementation of
the systems does not require specialized equipment, and the biometric feature cannot be lost,
forgotten, or transferred, the most promising are systems whose principle of operation is based
on human face recognition [6].

Authentication methods based on the measurement of a person's biometric parameters
provide 100% identification. Now, the following biometric characteristics are successfully used
in biometric systems for user authentication: iris, fingerprint, palm print, vascular patterns, facial
geometry, voice imprint, signature, DNA comparison [7-8].

Currently, there are no biometric parameters that combine all these properties at the same
time, especially if acceptability is considered. Therefore, the use of multiparametric biometric
authentication becomes relevant.
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Materials and methods

As mentioned above, the task of biometric identification of a person by face, fingerprints
and voice belong to one of the tasks solved using data processing algorithms.

Discussion. Visual FoxPro DBMS was selected for the software implementation of the AS
"Biometric Information Security System".

The interface part is implemented based on the Visual FoxPro 9 DBMS, which includes
the following modes: 1) biological characteristics, 2) parameters of characteristics, 3) source
databases, 4) database setup, 5) simple identification, 6) complex identification, 7) classification.

Now, the "video image of the face", "fingerprint" and "voice" are included as biological
characteristics.

The mode is "source databases". Portraits in the following graphic formats can be used as
source data for images: bmp, gif, jpeg, tiff and png. For the "face video image" mode, the main
information is a three-dimensional 3d model presented as a regular height matrix.

In the IsxDan.dbf table, the fields have the following assignments:

Kodxar — code of biometric characteristics;

koddan—the code of the original face image;

namdan—the name of the file containing the face image;

kla — the number of the class to which the image belongs (calculated in the “classification™
mode)

The following types are introduced for the parameters of the characteristics:

1 - the coordinate of the point; 2 - distance (number); 3 - area; 4 - volume.

"Video image of a face™

To characterize the "video image of a face", several parameters have been defined, which
are:

1) point - the coordinates of the pupils of the eyes, the bridge of the nose, the tip of the
nose,

2) distance — between the eyes, between the bridge of the nose and the tip of the nose, the
base of the nose,

3) perimeter - triangle (pupils of the eyes and the tip of the nose), triangle (bridge of the
nose and the base of the nose),

4) area — eye socket isolines, nose isolines,

5) volume — eye sockets, nose.

A three-dimensional 3d model presented as a regular height matrix is used as the initial
data for the "face video image" [9-10].

The algorithm for constructing the height matrix is based on the method of interpolation of
surfaces. In it, unevenly distributed points in three-dimensional space are interpolated by a
continuous function of two independent variables. To build a regular height matrix, the following
steps are performed: the formation of reference nodes, the calculation of the matrix of nearest
points and the distance matrix, the interpolation of nodes, the correction of the height matrix.

"Fingerprint™

Systems based on fingerprinting compare the received memory fingerprint with other
fingerprints that are stored in the system databases or with the fingerprint of a specific person,
the method of comparison also depends on the scope of this technology [11-12].

The FPM10A module with the Adafruit Arduino library was used to create a block of a
biometric fingerprint identification system [13].

The unit for taking a snapshot and identifying fingerprints is implemented based on the
Arduino UNO controller.

The optical fingerprint scanner is a module that can be used in conjunction with Arduino
and other microcontrollers. It can store fingerprints (1000 fingerprints) in memory with their
further identification.

There are two main steps when using a fingerprint sensor. First, data is recorded in the
sensor memory, that is, a unique ID is assigned to each fingerprint, which will be used for
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comparison in the future. After recording the data, you can proceed to the "search", comparing
the current image of the fingerprint with those recorded in the sensor memory.

Using the SFGDemo and ArduinolDE program, new fingerprints are loaded, assigning
each of them a new ID #. All uploaded fingerprint images are encrypted.

Several types of descriptors were used in this study: SIFT, SURF and ORB [14]. Based on
the results of the analysis of the effectiveness and speed of methods and algorithms for biometric
identification of persons, the following conclusions can be drawn.

Using the approach based on the allocation of key points in the image for biometric
identification by fingerprints, allows you to create a software system based on it for rapid
fingerprint recognition and subsequent search.

SURF/SIFT algorithms have the best classifying abilities when solving everyday search
problems on textured images. Both algorithms are more demanding on the hardware and are more
suitable for other computer vision tasks, also both algorithms are patented and have a ban on
commercial use, without the consent of the copyright holder. For fingerprint identification tasks,
they have "excess capacity".

The ORB algorithm has a higher speed of operation in comparison with the above
algorithms by SIFT/SURF techniques and is more suitable for the tasks of biometric
identification by fingerprints. The descriptors of the ORB algorithm are binary descriptors and a
match check for such descriptors, this is the sum of the Hamming distances for each byte of the
descriptor. The use of this algorithm is more suitable for the tasks of searching for an incomplete
fingerprint.

"The Voice™

One of the parameters of biometric identification of a person is the voice, but a person's
voice may vary depending on age, emotional state, health, or other factors, which makes the
identification process more difficult to implement. Voice identification technology is used in
various fields of information security, access control systems, criminology, and other fields.

Since the human voice is the sum of many individual frequencies created by the vocal
cords, it is possible to identify several features that can be observed and analyzed in the speech
of each person:

* Vocality of speech (volume, tempo, stability — physical components);

» Tonality of speech (intonation — psychological components);

* The content of speech (vocabulary of a particular person).

Loudness is a subjective measure of sensation associated with the impact of sound
vibrations on the hearing organs and depends on the amplitude and frequency of these vibrations.

The pace of speech is a subjective measure related to the speed of pronunciation of certain
segments of speech in time. The tempo may be related to the content, usually the most important
words are pronounced slower. The volume and tempo of speech are individual for each person.

The difference in the timbres of different voices is described by different frequency spectra.
The mathematical apparatus for analyzing the frequency spectrum is the Fourier transform, to
describe a complex sound wave with a spectrogram.

| consider the peculiarities of human hearing, namely its nonlinear nature in relation to the
perception of sound frequencies. For this task, the conversion from the Hertz scale to the mel
scale is used (mel is a psychophysical unit of pitch) below is the formula for the transition
between frequency (Hz) and pitch in mel

m = 1127 = In(1 + f/700) (1)

a set of M mel scale filters is superimposed on the calculated spectrum, usually M = 20 or
M=24, usually the more filters, the higher the accuracy, while the filters are shifted to those
frequencies in which there is most in the audio recording:

25



Multiparameter biometric personality identification
M.S. Aliaskar, A.T. Mazakova, T.)K. Ma3zakos, G.S. Bayrbekova, M.T. Orynbay

xi = Zioo Xkl * Hi(f), i = 1..M 2)

A variety of algorithms are also used for acoustic speech analysis, the most common are
hidden Markov models (SMM or HMM in the English version), as well as a model of a mixture
of Gaussian distributions (SGR or GMM in the English version), neural networks have been
actively used in recent years [15].

The mode is "identification™. In this mode, for the input data about a person (an image of
a face, a finger, or an audio file) that needs to be identified, the degree of its correspondence with
each of the data entered in the IsxDan.dbf table is calculated.

Conclusion

ARM "Biometric information security System" has been developed. The structures of the
database tables and their relationship are defined.

For the first time, the human recognition algorithm considers such parameters as the
volume of the nose, the volume of the eye socket, and other three-dimensional characteristics.
To speed up identification, all data in the source database is pre-classified.

A complex identification algorithm has been developed to consider such phenomena as
portrait shifting, different photo scales and the tilt of the identified person. Numerical studies
carried out on the model problem have shown the effectiveness of human recognition when
zooming in on a photo.

Based on the Arduino microcontroller and the FPM10A scanner, a recognition system has
been developed for storing data, further processing it, identifying, and displaying fingerprint
images. The structure of the structure of papillary patterns on the fingers was chosen as
identification features. The result of matching fingerprints with different rotation through the
scanner was obtained. A promising area is the search for an incomplete fingerprint, since often
in practice there is only a part of the fingerprint to search for matches.

The system has worked out three algorithms for analyzing audio recordings to solve the
problem of biometric identification by voice.
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TYJIFAHBI KOII TAPAMETPJII BUOMETPUSJIBIK COUKECTEH/IIPY

M.C. B.]macxapl’z, AT. Ma3aK0Bal'2, T. K. Ma3alc031‘2, I.C. BaﬁpﬁeKOBaz, M.T. Opl,mﬁal?i2
1KP BFM FK AknaparThiK jkoHE €CenTeyill TEXHOIOTHIIap HHCTUTYThI, Ammatsl, KazakcraH,
2On-Dapabu aremare Kasak yITThIK yHHBepcuTeTi, AnMatsl, Kazakcran
ORCID: 0000-0002-3013-6617
87071160626 @mail.ru

AnnpaTna. Makana agaMHBIH OeT-oNIieTi, caycak i37epi jkoHe MaybIChl OOMBIHIIIA OMOMETPHUSITBIK
COMKecTeHNIpy KyHeciH JaMbITyFa apHajFad. AjaMabl TyJira OOWBIHIIA  OHOMETPHSIIBIK
COMKeCTeHIIPY/IIH aKmapaTThIK OeNriliepi peTiHIe aylJaHbl MEH KeJIEMiH €CKEpeTiH ajaM OeTiHiH €Ki
OIIIIIeM/Ti JKOHE YIII eNIIeMIi chiarTamaiapbl KoiaaHbputanpl. [lopTperTiH aybIcysl, (OTOCYpeTTepaiH
OpTYpIIi MacITalObl JkoHE COHKECTEHIIPIIETIH TYJIFAHBIH KelOeyl CHSKThI KYOBUILICTAp/Ibl eCerKe aty
YIIiH KYpAETi CoKeCTeHIIpy ajJrOpuUTMi Kacasbl.

Caycak i3mepi apKbUIbl aJamibl OHOMETPHSUIBIK colikecTeHmipy yurin fpmlOa ckanepi xoHe
Arduino mukpokoHTposuiepi KoJmaHbuiamsl. ColikecTeHaipy Oenrinepi caycakTarbl MNalUUIAPIIBIK
OpHEKTEP/IiH KYPBUIBIMBIH TaJlIayFa HET13/AeNTeH  NaUISIPIIBIK OPHEKTIH TYP1 MEH TYp1; HAITHIUTSPIIBIK
CBI3BIKTAp aFbIHJAPBIHBIH OaFbIThI MEH KeJNiOeyi; OpHEKTIH OPTAIbIK YITICIHIH KypbUIbIMBI, Jlensra
KYPBUIBIMBI, OpPTAIbIK NeH Jlenmpra apachHAarbl MAaNMIUIAPIBIK CBHI3BIKTAP/BIH CaHBI KoHE Oacka 1a
KOMTeTeH Oenrinep.

Anamibl 1aybICTICH OMOMETPHSIIBIK COMKECTSHIIPY YIIIH ayIu0 yKa30auap bl CaHIbIK OHCY JKOHE
tangay ymin MFCC sxone PLP amroputMmaepi xonmmanbutaael. Ceiiyieyai aKyCTHKAIBIK Tajlgay YIIiH
apTypiii AJroputMep KOJIIaHbLIa bl )KacklpblH MapkoB Mojenbaepi, ['ayce yaecTipiMaepiHiH KOCTIACHI
Mmozeni. JlaybICThl COMKeCTeHIIpy MaKCaThIHAA COMICY TOHAIIBUIBIFBI MEH COWHIeY Ma3MYHBIH aHBIKTAY
motkeci ambiaabl. Visual FOXPro JIKBXK-ae "xeke TyaraHbl OHOMETPHSUIBIK COMKECTEHIIPYIiH KOIl
napameTpJii aBTOMaTTaHABIPbUIFaH XKyiieci” a3ipiaeHai.

Kinrrik ce3aep: akmapaTTbl KOpray, €Ki eJIIeMJIi oHE YILI eJIeMl CypeT, COMKEeCTeHIIpY,
HaNWUIPIBIK 6PHEKTED, AaybIC CUIIATTaMAachl, alaMHBIH COWMIIEYl, aKy CTUKAIBIK MOJICIIBACY .
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M.C. 9mmackap*?, A.T. Ma3zakosa'?, T.JK. Ma3zakos'?, I.C. BaiipGexosa’, M.T. Opbin6aii’
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AnHoTanusi. CraTtbs mNOCBALIEHA pPa3pabOTKE CHUCTEMBbI OHOMETPHYECKON HIASHTU(HUKALUN
4yelioBeKa MO JWIly, OTHeYaTKaM Manblla W Troiocy. B KadecTBe HWHQOPMATHBHBIX MPU3HAKOB
OMoOMeTpHYecKoil HICHTH(UKAIMN YelToBeKa II0 JIMIYy HCIIOJIb30BAaHBI JBYMEPHBIE M TPEXMEpHBIC
XapaKTEPUCTUKH JIMIAa YESJIOBEKA, YUMTBHIBAIOIIME ILIONIAAb U 00beM. J[s yueTa Takux sIBICHUH, Kak
CABHUI TIOPTpETa, pa3Hbli MacmTad ¢ororpaduil ¥ HAKIOH HIESHTHU(UIMPYEMOro jiuua, pazpadoTaH
CJIOKHBIN aJITOPUTM UACHTH(PUKAIHH.

s OroMeTpuueckoil uIEHTU(PUKALIMH YETOBEKa 10 OTIIEYaTKaM IMalbLEB HCIOJIb30BaH CKaHEp
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FPM10A wu muxpoxonTpoiuiep Arduino. MneHTHdHKaNMOHHBIE NPU3HAKK OCHOBAaHBI Ha aHAJM3e
CTPOEHUS NaNWIISPHBIX Y30pOB Ha Hajblie: TUI U BUJ HAWUIIPHOTO y30Pa; HallpaBJieHUe U KpyTH3HA
MIOTOKOB NANWUISIPHBIX JIMHUIL; CTPOEHHE LEHTPATIBHOIO PUCYHKA y30pa; CTPOSHUE J1E€JIbTh; KOIUYECTBO
NANWUIIPHBIX TUHANA MEXKIy HEHTPOM U JIeTbTOH U MHOYKECTBO IPYTUX MPU3HAKOB.

Jlnis GnoMeTpuieckoi UASHTH(GHUKAITUY YeJIOBEKa TI0 TOJIOCY HCTONb30BaHbl anroputMbl MFCC n
PLP ans nudpoBoii 00paboTku 1 aHann3a ayauo3anuceid. Jiis aky CTHUECKOTo aHalli3a peur IPUMEHEHBI
pazIuYHbIe AJITOPUTMBL CKPBITHIE MApKOBCKHE MOJENH, MOJEIb CMECH I'ayCCOBCKHX pacHpeleieHUH.
[lonmy4yeH pe3ynabTaT OMNpEAETCHUS TOHAIBHOCTH PEYM M COJEPKATEIBHOCTH pevd JUlsl IIeJier
unentnpukamuu no roiocy. Ha CVYBJl Visual FoxPro paspaborana «MuoronapaMerpuieckas
ABTOMAaTU3HMpPOBaHHAA CUCTEMA 6HOMeTpH‘IeCKOﬁ I/IIIeHTI/I(bI/IKaHI/II/I JIMYHOCTHN).

KaroueBble cioBa: 3ammra uHGOpPMAlMM, JBYXMEpHOE M TpeXMEpHOe H300pa)eHue,
WACHTU(PUKALNUS, TalWUSIPHBIE Y30pPbl, XapaKTepUCTUKA TOJI0ca, YEIOBEUeCKasi pedb, aKyCTHYECKOE
MOJIEJIMPOBAHUE.

Information about authors

Aliaskar Magzhan Sundetuly — doctoral student of Al-Farabi Kazakh National University,
87071160626 @mail.ru

Mazakova Aigerim Talgatovna — doctoral student of Al-Farabi Kazakh National
University, aigerym97@mail.ru

Mazakov Talgat Zhakupovich — Doctor of Physics and Mathematics, Professor of Al-
Farabi KazNU, tmazakov@mail.ru

Bairbekova Gaziza Serikkyzy — PhD, zika_3086@mail.ru

Orynbay Majit Temirbekuly — graduate student of Al-Farabi Kazakh National University,
temirbek.majit@gmail.com

Onuackap Marxkan CyHunetynsl-On-Dapabu ateiHaarsel Ka3zak yiaTTBIK YHUBEPCUTETIHIH
noktopaHTsl, 87071160626(@mail.ru

Ma3zakoBa Oiirepim TanraTkpi3bl — On-Papadu aTbiHarbl Ka3ak yITTHIK YHUBEPCUTETIHIH
JOKTOPaHTHI, aigerym97@mail.ru

Ma3zakoB Tanrat JKakpImyibl-pu3uKa-MaTeMaTHKA FHUIBIMIAPBIHBIH JOKTOPBI, . OI-
dapabdu ateiagarel KazYVY npodeccopsl, tmazakov@mail.ru

baiisipbexoBa Fasuza Cepikkpizbi- PhD, zika_3086@mail.ru

Opbia6ait Maxut Temipbekyisl-On-dapadbu ateinaarsl Kasak yITTHIK YHUBEPCUTETIHIH
ctyaenTi, temirbek.majit@gmail.com

Anmnackap Marxan CyHzeTryJibl — 10KTopaHT Ka3axckoro HallmoHaJIbHOTO YHUBEPCUTETA
umenu Asb-Dapabu, 87071160626@mail.ru

MaszakoBa Aiirepum TanraroBHa — 10kTopaHT Ka3axckoro HalMOHaIbHOTO YHUBEPCUTETA
umenu Anp-®apabu, aigerym97@mail.ru

Masakos Tanrar JKakymoBuu — HOKTOp (DM3HMKO-MaTeMaTHYECKMX HaykK, Mpodeccop
KasHY um. Anp-®apadu, tmazakov@mail.ru

baup6ekosa "azuza Cepukkbizsl — PhD, zika_3086@mail.ru

Opsbin6ait Maxut TemupOekyibsl — cTyneHT Ka3axckoro HallmOHaJIbHOTO YHUBEPCUTETA
umenu Anp-®apabu, temirbek.majit@gmail.com

28


mailto:aigerym97@mail.ru
mailto:tmazakov@mail.ru
mailto:temirbek.majit@gmail.com
mailto:temirbek.majit@gmail.com

