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MODERN REVIEW OF PAST PROBLEMS IN APPLIED MATHEMATICS AND
COMPUTER SCIENCE

Mirzakhmet Syzdykov
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mspmail598@gmail.com
ORCID ID: https://orcid.org/0000-0002-8086-775X

Abstract. In this article we present the novel model of studying the past problems in present. These
problems are very well handled by many authors; however, the result remains unproved. The problems
are as follows: Nash equilibria in co-operative games and P versus NP theorem by Stephen Cock. We
show that there is a solution for both classical problem in a partial case for “P versus NP”-theorem and
co-operative games equilibria for all cases. Since partial case for P-NP problem could be proved by
showing that Bellman’s dynamic programming (DP) is the most optimal algorithm for composite tasks
and problems. We also show that same equation by Bellman within the pre-defined parameter can be valid
for both P and NP classes of problem according to the ordered sets of arbitrary variables which are
compound to Bellman’s equation, which was studied well in prior works by the same author, who holds
the position of IT-analyst at the present time.

Keywords: Nash equilibria, computational complexity, P versus NP, proof of concept.

Introduction

For the past time the Nash equilibria and economical drastically known results for co-
operative games were well studied and, even, honored as a Nobel Prize; in this article we present
the final equation for the past work and show that the equilibria is commonly tied to the meaning
of probability and statistics, which is handled well by Applied Mathematics as one of the most
important scientific disciplines — this fact is well-known by author due to Prof. Vinoo Cameron,
who presently resides and United State of America (USA) and holds Medicine Doctor (MD)
position at the Hope Clinic, Athens.

Meanwhile many researchers see a valuable perspective of the result proposed by John
Forbes Nash [1].

More results are to come for showing that Nash equilibria from the computational point of
view is NP-complete and, thus, cannot be handled by modern era computing technologies — this
fact is due to the recurrently dependent nature of the Nash algorithm for co-operative games with
only two sides as minimal. We prove the result for many players of these economical market
games, which is an extended case and, thus, cannot be omitted. This question was first put in the
science in [2]. Many other attempts were made towards the open question of the Nash equilibria
for the arbitrary size of set of players [3, 4]. From all the above, we define the probability of the
Nash theorem for the common or “full” case — for this purpose we use the statistical probability
for each player.

Since we have worked out our concerns about Nash equilibria, it’s time for another
important question in Computer Science. As to author’s concerns this question is somehow tied
to the mathematics in common and is included as one of the Millennium Problem by the Clay
Institute of Mathematics, along with, for example, Navier-Stocks equation and other most
important problems well-studied and known in the modern age [5]. This problem is originated
from the official theory by the Alan Mathison Turing Award recipient Stephen Cook [6]. We
begin our study of this naturally important question from previous publication [7]. We also give
a notion to the modern works for “P versus NP” theorem by Lance Fortnow [8] and M. Sipser
[9], which are the one of the latest known results to the present time: to the opinion of Dr.
Gennady Fedulov from ResearchGate™, most of the researchers consider the P-NP question
unsolvable due to the poor theoretical background for the definition of the algorithm and NP-
complete problem, however, the author of the past work [7] gives the definition of theory and
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practice for the term “algorithm”. We will use the Bellman algorithm [10] as the starting point
for the successful evaluation of the modern result, described in this work. We will also show
further that according to Bellman results the algorithms can be successfully classified as P and
NP complete.

Nash equilibria in Co-operative Games. The classical description of the co-operative
game in economics and other financial sciences is due to the winning rate in case of getting the
step on the matrix n x n for two players, where at each step the new row or column is taken by
one of the players in periodical order: the values of winning or loosing are given as is by this
matrix.

We state that the composition of the Nash equilibria or problem is NP-complete, since there
are almost factorial number of combinations for the definition of the target function which by the
opinion of John Forbes Nash gives the minimal difference between the score of the game for
both players.

We also state that this opinion, besides the computational complexity of the “task”, was
misinterpreted in past and for now the general case for n-players cannot be omitted.

We present the result according to probability model and the following consequence:

T = ;—;i'zsi, (1)

where R is a set of rational number, V is a set of values and S is a set of measures.

The equation defines the arbitrary function p(x) by the division operator of each value and
sum of all values — this is a generalized case of the co-operative games, where the arbitrary
number of players gain the positive result according to the pre-defined probability.

Thus, the main case holds true and isn’t NP-complete as the initial result obtained by Prof.
John Forbes Nash.

The proof of the NP-completeness of the initial case as described above follows from the
fact that, as it’s known, in the initial circumstances the function p(x) is given by the recurrent
relation between each turn in a series recorded for both, or two, players — thus, the number of
possible combinations to be considered leads to the computational explosion and is almost
exponential and even, as stated before, is of, more preciously, factorial nature.

We propose the novel approach of solving the co-operative games for general case as the
number of players is defined by the dimension of vector V in (1).

The proof of P-completeness of the general case and the similarity of the system of
equations by Nash naturally follows from the re-formulation of problem and the definition of the
statistical probability.

Thus, in this section we have shown the importance of the newly obtained results described
in this work.

In the next section we will learn about the Millennium Problem proposed by Stephen Cook,
which is remains open in the modern age.

P versus NP in Computational Complexity. We state that if there's an order in the target
function for the set of variables, then, P doesn’t equal NP according to the dynamic programming
which is the most optimal way of solving the combinatorial problems using its recurrent function
at each step of the algorithm.

The problem was first stated by Stephen Cook, from that time on now we have no defined
answer if there's the possibility of finding the polynomial solution for NP-complete problems.

We assume that the growing speed of polynomial and non-polynomial functions is

compared to each other:
0N )<0(")y<0 (! <0 (") o

From the equation (2) it also naturally follows the classification of P and NP complete
classes like P-complete nt and exponential and further 2n.
Since there's no known algorithms whose polynomial speed is faster than the speed of
5
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growth of non-polynomial functions like power-set or factorial, then it naturally follows that if P
and NP are equal, then speed of algorithm steps in P is equal or greater than number of steps
required for the NP-complete task:

t X
X 282
IX X | 3).
The same applies to the factorial function and its equivalent value as function in form xx.
As t is a free parameter then we see that:

t-x"'<dn (2) 2"

(4).

The inequality (4) is true for factorial also.

Thus, from (3) and (4) it naturally follows that the P and NP classes are different as the
speed of growing non-polynomial function is much bigger than the same speed defined by
derivative of polynomial function in P.

The plot of P and NP functions along with their derivatives can be seen on Figure 1.

—R=NP

-40 -2 &0

Figure 1 - Graphical plot of functions and derivatives

From all the above, it still doesn't follow that P != NP, however, for ordered set there's no
optimal solution in P as the fastest possible algorithm's complexity is O(n) for iterative
methodology, as it's presented at each step before inclusion at the stage set using dynamic
programming, which is the most optimal as it's defined by recurrence relation at each stage.

We have shown that classes P and NP are different over the fact of derivatives defining the
speed of the polynomial and non-polynomial functions respectively. It naturally follows that even
for infinite order of derivative comparison the speed of non-polynomial functions is still
increasing while the speed of polynomial function converges to absolute zero:

ax - ax
a" " ©).

. . a2° .
im, . lim, ——<lim,_.

If there exist the ordered set in target function like in Traveling Salesman Problem (TSP),
then P 1= NP according to the obvious statement that dynamic programming cannot cover all the
space of possible cases.

The Bellman function is defined as follows for the set of variables without any order:

U, s y=arg,opt{U,_, ¢, Si—l)-l_lzi(to)}, (6)
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Since, there's no order in the target function Un, the (6) gives the polynomial solution to
the problem. However, when there's an order we cannot use the ordered set for optimization
problem on tape position t on the Turing automaton and, thus, P != NP — this is the final proof of
Millennium theorem.

Conclusion

In this work we have shown the general case of the Nash equilibria in co-operative games
for arbitrary number of players and proposed the ways of proving the correctness of this statement
basing upon the applied mathematics sciences like statistics and theory of probability.

We have also shown the way of considering the partial case for “P versus NP” theorem as
per the dynamic programming algorithm by Bellman.
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KOJITAHBAJIBI MATEMATHUKA MEH UHO®OPMATHUKAJIATBI OTKEH
MOCEJIEJIEPTE 3AMAHAYH IOJIY
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Angarna. byn makanaza 013 ©TKeHHIH Kas3ipri Ke3Jeri MaceliesiepiH 3epTTey/IiH jKaHa MOJCIIIH
YCBhIHAMBI3. By Mocernenep i KkenTereH aBTopiap eTe )KaKChl IIelIe li; IeTeHMEH, HOTHXKE JIJelIcHOereH
Ooneim Kamagwsl. Mocenenep kenecifeit: HamTiH koomepaTHB OWBIHAAPBIHIAFBI TETE-TEHMIIT JKOHE
CruBen KoxteiH P-NP katsiHacel Typanel Teopemacel. biz "P vs NP" teopemacs! yuriH ne, 0apibik
JKarJaiiap/ia KoomepaTuB ONBIHIAPBIHBIH TEMe-TeHIr YIIH e KJIaCCUKaIbIK €CenTiH Imerrmi oap
ekeHiH kepcereMi3. P-NP TamncelpMachiHBIH ilTiHapa KarJailblH beuiMaHHBIH —JTWHAMHKAIBIK
barnapiamanaysl (DP) kypzaeni ecentep MEH Macelieep YIUIIH €H OHTAW/Ibl alrOPUTM €KeHIH KOpCeTy
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apKbUIBI Tanenaeyre 0onaspl. bi3 connali-ak aiiblH ajia aHBIKTAJIFaH TapaMeTp meringe oipaeit bemvan
teHaeyl AT MO3WIUACHIH YCTAaHATBHIH COJ aBTOPIBIH AIIBIHFBI JKYMBICTAPBIHIA KAKCHl 3€PTTEITEH
bennvan TeHmeyi ymriH Kypama OOJBINT TaOBIIATHIH PETTENTEH epiKTi aifHBIMANbUIAD JKUBIHTHIFBIHA
coiikec P sxone NP ecentep knactapsl yiiH >kapaMIbl 00JIybl MYMKiH €KeHiH KopceTeMi3-Ka3ipri yakbITTa
TaJayIlbl.

Kinrrik ce3gep: Hom Tteme-temmiri, ecemrtey kypamemimiri, NP-men camsicTeipranga P,
TYKBIPBIMIAMaHBIH JQJICIT.

COBPEMEHHBIH OB30P ITPOILIBIX ITPOBJIEM B TIPUKJIAJTHOM
MATEMATHUKE I UTH®OPMATUKE

Mpeip3axmet ChI3ABIKOB
Kazaxckwuii HaMOHANBHBINA YHUBEpCUTET UMeHH anb-Dapadu, Anmarsl, Kazaxcran
mspmail598@gmail.com
ORCID ID: https://orcid.org/0000-0002-8086-775X

AHHOTanus. B 370l cTaThe MBI IpPEACTaBIIAEM HOBYIO MOJENb M3YUYEHHUS NMPOOJIEM MPOILIOTO B
HACTOSIIEM. DTH NPOOIEeMbl OYEHb XOPOLIO PEIIAIOTCS MHOTMMH aBTOPaMHU; OZHAKO PE3YJIbTaT OCTAeTCs
HeloKa3aHHBIM. [Ipo0ieMbl 3aKiII0UaroTCs B CIIEAYIONIEM: paBHOBecHe Hallra B KooniepaTuBHBIX HTpax U
teopema CtueHa Koka o cootHomenuu P u NP. Mbl nokaspiBaeM, 4TO CYIIECTBYET PELICHUE KaK AJis
KJIACCUYECKOM 3aJayd B 4YacTHOM ciyyae g Teopembl “P mportuB NP”, Tak u A paBHOBecUi
KOOIEPATHBHBIX UTpP U BceX caydaeB. [locKkonbKy yacTHUHBIN citydait s 3amaun P-NP mMoxxHO OBLIO
OBl JOKa3aTh, MOKa3aB, YTO JUHAMHUYECKoe mporpammupoBanue bemimana (DP) sBisiercss HamOomee
ONTUMAJILHBIM AJITOPUTMOM JJIs CJIOKHBIX 3a/1a4 ¥ Mpo6JieM. MBI TakKe MOKa3bIBaEM, YTO OJJHO M TO XK€
ypaBHeHHE beiiMaHa B mpenenax 3apaHee ONpeAeiCHHOrO MapamMeTpa MOXKET ObITh CIIPAaBEAJHBO Kak
i P, tak u g NP knaccoB 3aad B COOTBETCTBUM C YIIOPSIOUYEHHBIME HA0OpPaMU MPOU3BOJIBHBIX
NIEPEMEHHBIX, KOTOpbIE SIBIAIOTCS COCTABHBIMHU Ul ypaBHeHHMs bennmana, kotopoe ObIIO XOpOLIO
M3yUYCHO B IPEABIIYLINX paboTax TOro e aBTopa, KOTOPbIH npuaep xuBaeTcs nouuun M T-ananutuk B
HacTosIIee BpeMsl.

KuarueBsbie cioBa: paBHoBecuss Hboia, BRIYMCIHMTENBHAS CIOXHOCTh, P B cpaBHeHuu ¢ NP,
JIOKa3aTeNbCTBO KOHLEIIVH.
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DERIVATIVES

Mirzakhmet Syzdykov
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mspmail598@gmail.com
ORCID ID: https://orcid.org/0000-0002-8086-775X

Abstract. In this article practical, experimental and theoretical results of the conducted research
are presented, these results refer to the main question in complexity theory like the “P versus NP” theorem,
first proposed by Stephen Cook in his seminal paper, we give concise question of the equivalence of these
classes from the state of conversion algorithm of non-deterministic finite automata (NFA) to deterministic
finite automata (DFA), we do it by considering the canonical regular expression form presented by
Schneider Klaus and do the derivative processing from the Berry-Sethi algorithm, the result gives P-
complete algorithm along the canonical form of regular expressions when applying subset construction
for specific regular expressions or NFA, DFA in this case remains applicable even for Turing tape
machines, however, due to the past statement of the “P versus NP” theorem given by author in previous
work this leads to the conclusion of the equivalence of complexity classes like P and NP as in canonical
form the subset construction produces exponential growth of the number of states of DFA.

Keywords: subset construction, regular expression, P versus NP, derivatives.

Kipicne

As we stated before the conducted research proves the equivalence of polynomial (P) and
non-polynomial (NP) classes of complexity known as “P versus NP” theorem [1] on the sample
of subset construction algorithm [2] by the derivative algorithm [3] on the canonical regular
expression and NFA [4].

Previously we stated that the main theorem by Cook can be solved if for the given non-
polynomial class of complexity in subset construction, which belongs to the exponential classes
like EXPTIME and EXPSPACE, there exists the method to achieve it in polynomial time.

According to conducted research many scientists regard this notion as final and almost
impossible to prove, however, we follow the same strategy presented before [5].

We do our statement on the regular expression experimental results [6]. These results lead
to the observation that for canonical form of regular expression, leading subset construction
algorithm to the exponential blow up of number of states in final DFA, there exist a practical and
natural way of obtaining the rule which describes the problematic canonical form of regular
expression in more practical way like polynomial or P-classes of computational complexity.

The P versus NP” is a classical example of unsolved theorems from the past works: it
states that there exist no polynomial algorithm to solve the NP-complete problem, which were
classified in past work [5].

Derivatives were first presented in [7, 8] in order to describe the algebraic properties of
regular languages — this was, however, overcome by Berry and Sethi who presented an
algorithmic approach in construction DFA directly from regular expression.

The Knapsack problem which is known to be co-NP complete is also presented in this
article as it can be solved using Dynamic Programming (DP) [9].

Subset Construction on Single Fire Automata (SFA). As we have defined before in [6] that
there exist the rules for SFA to apply DeMorgan law, in inverse, we can apply this rule to the
not-starred logical “OR” operator, the changes aren’t made for the operator which is closed under
Kleene closure.

In general, we do this for our experimental results on the one-step automata classes like
SFA, the concept and design of which was first presented by the author of this work.
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The subset construction on SFA gives the experimentation environment for building the
DFA for canonical expression by Schneider [4], which is defined as:

(a+b)*b(a + b)(a+b). 1)

In the next section we will present the order of simplifying the regular expression (1) using
the derivative algorithm by Berry-Sethi [3].

Generally, derivatives were also studied by Janusz Brzozowski [7] and Valentin Antimirov
[8], however, definitive algorithm is due to Gerard Berry and Ravi Sethi.

As derivatives were first proposed by above authors, they still remain the point of interest
of the modern research according to the Berry-Sethi algorithm.

We use this approach for our canonical form to prove the existence of polynomial
algorithms to solve NP-complete problem.

Schneider proves that canonical regular expression (1) for subset construction is NP-
complete, however, our research shows that it can be solved by extending the automata with
feasible rule set which can be applied to the parameters like input and the canonical form.

The number of post OR-operators after marked symbol in (1) is defined as a parameter t in
this work.

Schneider proves [4] that the algorithm to convert NFA to DFA has exponential complexity
of O (2t+1).

Thus, the canonical form (1) lies in EXPSPACE and EXPTIME class which is more that
class NP. By proving the P-completeness of the overall question we can make a decision that P-
complete rule for NP-complete problem by Schneider solves the question as NP-class lies inside
EXPTIME-class of the computational complexity.

Application of Derivatives to the Canonical Form

The regular expression (1) can be approximated by the doubled or invariant derivatives,
the main idea is based on the past research [3].
Thus, we get the following rules to be applied to the canonical exponential form:

[Canonical Form] da db. (2

We apply the rule (2) until we reach the mark in (1) defined by single arbitrary symbol on
the binary alphabet.

Thus, we get the result which leads to the equation of the mark to be matched in any case,
meanwhile the pre- and post-expressions of canonical form (1) represent the fully defined set
over the closed alphabet under binary notation.

Thus, the resulting rule will be defined as:

| [n—1t]="b", 3

where | is an input string, n is a current position on given input and t is the number of post-
repetitions of the fully defined OR-operator on the canonical form (1).

Thus, we have defined the final rule which is applicable even for Turing tape machines and
other type of automata due to the presence of the mark symbol in the canonical regular expression

(1).
Experimental Results on Extended Regular Expressions

As it follows from the result in previous section, we have also conducted the research on
the SFA with OR-rewriting rule as it was presented in [6] with respect to the Kleene closure
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under which the OR-remains not re-written.

DeMorgan’s law is extended in this article for OR-operators as well as this leads to the
composition of SFA in general, giving the possibility to the states to be fired once at a time as in
this case we can avoid the state explosion effect or, simply, “blow up” which leads to the steady
exponential increase of the number of states for the canonical form — in the original paper [4] t =
2, however, the author makes proof towards any value of the free parameter t.

Bellman’s Dynamic Programming [9] doesn’t approximate to the P-class too as it was
shown in another publication of the author of this article. This fact is due to the recurrence relation
in the common case of Bellman’s equation as the number of steps required to solve NP-complete
problem grows faster than the recurrent function and, thus, the problem cannot be solved in the
minimal polynomial time. We have seen this effect before when classical Knapsack problem
cannot be solved for the arbitrary values of weights in the given input data.

The experimentation has also showed that SFA are more compact for subset construction
rather than Berry-Sethi algorithm which produces the same exponential number of states for
canonical regular expression.

We obtain the following resulting diagram of DFA obtained from SFA on the Figure 1.

Figure 1 — DFA from SFA of the canonical regular expression

After minimization the obtained DFA is defined as:

ab

2345678

Figure 2 — Sample DFA after minimization of number of states
Obviously, the DFA on Figure 2 can be re-written in the regular expression form as:
a*b(a + b)*. 4)
The experimentation was made on the “Regex+” software package that demonstrates high
feasibility not only for extended regular expressions as well as for a canonical form — the result

from above figures (1) and (2) is the result obtained by the program.
On the Figure 2 the last state is final accepting the language (4).
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Conclusion

We have demonstrated the steps required to simplify the canonical regular expression
which was proved to be NP-complete along the subset construction.

Our research gives the result of the existence of the Fixed Input Automata (FIA), which
can describe Schneider’s canonical form.

The complexity of the presented sample FIA is O(n), where n is the number of input string
to be matched against canonical regular expression — which, in case, is polynomial and belongs
the P-class of complexity.

Thus, P equals NP according to the derivative application for simplification of the
canonical form.

We make the final step in the discussion of the “P versus NP theorem as the modified
subset construction leads to the experimental evaluation of the canonical rule for the regular
expression which was presented in this article.

By the term “proof” we mean the statement which cannot be argued due to the recent results
on the question of relation between complexity classes, as NP is less than EXPTIME and the
solving algorithm solves the problem in the EXPTIME, we conclude that P and NP classes are
equal due to the fact that NP-class is bigger than P in order of magnitude as it was previously
classified.

Thus, the classes of computational complexity like P and NP are equal due to the existence
of the derivative solution for NP-complete problem of getting finite automaton for the canonical
regular expression.

As we have defined the final point of the “P versus NP” theorem by giving not arguable
argument towards the case when they’re equal, we can conclude that algorithmic part of this
question was studied less and rarely to give the algorithm which can solve the NP-complete
problem in polynomial time.

We have reached the final result of the theorem and now it’s time to solve other NP-
complete problems by the experience of the research presented in this article.
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AKBIPJIBI ABTOMATTAP/bIH TYBIH/AbIJIAPBI APKbIJIbI KYPJIEJIIJIIK
KJIACTAPBIHBIH OKBUBAJIEHTTLJIIT'T

Meip3axmeT ChI3IBIKOB
on-®apabu ateinaarsl Kazak ynTTeIK yHUBEpCUTETi, AnMaTsl, Kazakctan
mspmail598@gmail.com
ORCID ID: https://orcid.org/0000-0002-8086-775X

Angatna. byn makanaga Kypri3iireH 3epTTeyAiH NpPaKTUKaIbIK, SKCIIEPUMEHTTIK JKOHE TEOPHSIIBIK
HOTIDKEJIepl KeNnTipuireH. bya TYKBIppIMIap KYpPAETUTIK TEOPHSICHIHAAFBI HETI3T1 Cypakka cinreme
skacaiinbl. Mpicanbl, CtuBeH Kyk e3iHIH Heri3ri MakajgachblHAa ajFail perT yceiraH "P oxone NP
TeopeMachl, 013 OCHI CHIHBIITAPABIH SKBUBAIICHTTLIIT Typabl KbICKAIIA CYpaK KOSMBI3. TYPJICHAIPY KYHi
aHBIKTAIMaFaH aKkbIpibl aBTomMarrap anroputmi (NFA) yiuiH AeTepMUHHUPICHICH aKbIpJIbl aBTOMATTap
(DFA), 6i3 myns! [lnaiinep Kiayc ycblHFaH TYpakTbl ©pHEKTIH KaHOHABIK (OpMachlH KapacTheIpa
OTBIPBIN KacaiiMbI3 koHe beppu-CeTH anropuTMiHEH allbIHFaH OHJICYAlI OPBIHIAMMBI3, HOTIKE P-
complete anTOpUTMIH TYpaKTBl OpPHEKTEP/iH KaHOHIBIK (opmackl OoiibiHIIA Oenriii Oip TypaKThI
epHekTepre Hemece NFA-Fa imki )KUBIHHBIH KYPBUIBICHIH KOJJTaHFaH Ke3ne oepeni, Oy skarmaiima DFA
tinTi ThIOPHHT Tacma MallMHaJIapbiHA 2 KaTBHICTHI OOJBIN KaNajbl, analijia aBTOp aJIBIHFBI )KYMBICTa
kentipred "P vs NP" TeopemMachiHBIH OYPBIHFBI TYKBIPHIMBIHA OAWIAHBICTHI OYJ1 SKBUBAJICHTTLIIK TypPabl
KOPBITHIHABIFA oKkenei. P xone NP cHAKTBI KypAeTiTiK KiIacTaphl YIIiH KaHOHBIK Type [mki >KubIHIb!
Kypy DFA kylinepiHiH CaHbIHBIH 3KCTIOHEHIIHAJIIBI ©CYIHE OKEIeIi.

KinTrik ce3nep: Imki )KUbIHIB KYpPY, TYPaKThl opHEK, NP-MeH canbicThipranaa P, TybHIBIIAD.

IKBUBAJIEHTHOCTbD KJIACCOB CJIOKHOCTH YEPE3 ITPOU3BO/IHBIE
KOHEYHBIX ABTOMATOB

Meip3axmeTt CbI3IbIKOB
Kazaxckwuii HallMOHANBHBIA YHUBEpCUTET UMeHH anb-Dapadu, Anmarsl, Kazaxcran
mspmail598@gmail.com
ORCID ID: https://orcid.org/0000-0002-8086-775X

AnHoTanus. B 3Toll craThe mpeacTaBieHbl NMPaKTHYECKHE, SKCIEPUMEHTAJIBHBIE M TEOPETHYECKHe
pe3yJIbTaThl MPOBEAECHHOTO UCCIEA0BAHUS, 3T PE3YIBTATHI OTHOCATCS K OCHOBHOMY BOIIPOCY B TEOPUHU
CIIOXHOCTH, TakOMy Kak Teopema ‘P mpotuB NP”, Bnepsbie nmpemioxenHas CtuBeHoM Kykom B ero
OCHOBOIIOJIAraroIIeH cTaThe, MBI KPaTKO 32/1a€M BOITPOC 00 SKBUBATIEHTHOCTH 3THX KJIACCOB U3 COCTOSTHUSI
npeoOpa3oBaHMs  AITOPUTM  HEACTEPMUHHUPOBAHHBIX  KOHEYHbIX  aBToMatoB  (NFA)  mna
JeTePMUHUPOBAHHBIX KOHEUHbIX aBTOMaToB (DFA), paccmarpuBas kaHOHHUYECKYIO (OPMY PETYIISIPHOTO
BbIpaXeHHs, npencraBieHHyo xaiinepom Kiaycom, w BhITONHSEM MPOM3BOAHYIO 00pabOTKy wH3
anroputMa beppu-CeTxu, pe3yibTar JaeT auroputMm P-complete Baoidb KaHOHUYECKOHW (OPMBI
PETYJISAPHBIX BBIPAXEHUH NPU MPUMEHEHUH MOCTPOEHUS ITOJAMHOKECTBA ISl KOHKPETHBIX PETYISIPHBIX
Boipaxxeanid uian NFA, DFA B 3ToM ciry4ae ocTtaercss MPUMEHHMBIM JIa)Ke ISl JIGHTOYHBIX MAaIlluH
TrropuHTa, OAHAKO, M3-32 MPONLION GopMYyITHUPOBKH TeopeMsl ‘P mpotuB NP”, mpuBeneHHoil aBTOpOM B
npeapIyeii padbore, 3TO MPUBOAUT K BEIBOAY 00 SKBUBAJICHTHOCTH KJIACCOB CII0KHOCTH, TaKUX Kak P u
NP, mockonbky B KaHOHMYECKOH (popMe MOCTPOSHHE MOIMHOKECTBA IPUBOJUT K IKCIIOHEHIUATILHOMY
pocty uncia coctossamii DFA.

KiroueBbie cioBa: MOCTPOEHHE MOAMHOMKECTBA, PEryJIIpHOE BblpaxeHue, P B cpaBHeHun c¢ NP,
IIPOU3BOJHBIE.
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Anpaarna. byn xymeicta KP BFM KH AknapatThik ’koHe ecenTeyill TeXHOIOTHsIIap HHCTUTYTHIHIA
JKacallFaH XemTey anroputMiepiia 0ipi «HBC-256» anropurmine audQepeHmanaplk KpUITOTaIIay
Kyprizy kapacteipeurradn. HBC-256 anroputmi kpicy ¢dyHkmusceineiH CF (Compression Function)
0JIOKTBIK IIM(PBI HETI31HIE KacaaFaH KOHE Y3BIHIBIFB 256 OUTTIK X311 MOHIH IIbIFapaabl. Ke3 kenren
JKaHa KpUnTorpadusuiblK cxema cusskTbl HBC-256 anropuTmi OHBIH Jie KpUNITOTpagsUTbIK KACHETTEPiHIH
OH EKEHJIITIH pacTay YIIiH MYKHUAT 3epTTeY/l KOKET eTe/li, aTan alTKaHAa: KAl TBIMCBI3/IBIK JKoHE OipiHIIi
JKOHE eKIHII THUNOTErl KOJUIM3WAFa Te3IMILTK. JXYMBICTBIH HOTHKE any yurH OapeickiHma C++
Oarmapnamanay TiJIEpiH KOJIaHa OTHIPHII, JKaHa XOIITey AITOPUTMIH OarapiiaMaliblK KAMTaMachl3 €Ty
Ky3ere acwippurnel. HBC-256 xomiTey anroputmi YIOIiH CBI3BIKTBIK €MeC XeITey TYHIHAepiHiH (s-
OJToKTapbIHBIH) Mud hepeHITHANIBIK KaCHEeTTePl KapacThIpbUIaabl. PayHITHIK cHaTTamMamapasl KypyabiH
OpTYpJIi HYCKalapsl KapacTeipbuiansl. AuddepeHnpaiisl KpUNToaHaIH3/IiH HET13T1 KaCHeTTEPiH eCKepe
OTBIPHIII )K9HE 0aCKa FHUIBIMHU JKYMBICTAPIbIH KOPBITBIHABUIAPbIHA CYHEHE OTBIPBII, AILBIK JKOHE COHKeC
JKaOBIK MOTIHAEP JKYNTApPBIHBIH KPUTHKAIBIK HYKTENEepIeri Kai-Kyhi 3epTreireH. MakalaHbIH
KOPBITHIHBICHIH/IA XEIITEY aJTOPUTMHIH S-OJIOKTaphl alfbIphIMIap KECTECIHACTI KPUTHKAIBIK HYKTEJIep
apKBLIbI KOJUTU3US TYABIPYFa MYMKIH OOJIaThIH JKaFaiiapra Te31Mi AeTeH TY)KBIPBIM JKacalabl.

Kinrrik ce3gep: xemrTey airopurMmuaepi, XewTey alropuTMAEpiHe KOHBUIATBIH Tajamrap,
KPUITOTAJIIAY IbIH HET13r1 aicTepi, AuddepeHIanbapl KpUIToTaIaay.

Kipicne

Kasipri aknapaTThIK oeM/ie aKrapaTThlH CEHIMAUIII MEH KaylICI3AIrH KaMTaMachl3 €Ty
6acTel KYHIBUIBIKTApAbIH Oipi Oosbim  TaObUIazbl. OPTYpil KayllCI3giK MacenenepiHe
KAThICATBIH HETri3rl KpUOTOrpausaiblK TYpJAeHIIpyJepaiH Oipi Oombll  Xem-QyHKIUsIap
caHajaJlbl — KeJI-KeJr'eH epKiH Y3bIHABIKTAaFbI KipiC IEpEeKTEP MACCUBIH OEKITIJTe€H Y3bIHABIKTAFbI
Oipereil Ti30erine TYpaeHIIPETIH Oip ’KaKThl MaTeMaTUKAJIBIK TypiaeHaipyep. Kasipri 3amanfsl
xem-QyHKUusUIap naijananymsiiap ayTeHTUuKanusacsl [1-5], nepekTepaiH TYTacThIFbIH
Oakputay [1, 6, 7], snexkTponablk KonraHOa [l, 8], KpunroBamoTa onepanusIapblH
KaJIbIITacThIpy [9-12] CHSAKTBI aknmapaTThIK KayiNCi3AIKTIH SpTYpil MpolelypalapblH *Ky3ere
acelpy YIIIH KojaaHbuianel. [lafimananymisl ayTeHTHGUKALKS MICENENIepiH Xell MIHJIEPIHIH
JiepeKTepre Ke3aecoK KOMIOHEHTTI («KpUNTOrpadusuIbIK TY3») MIHACTTI TYPAE KOCY apKbUIbI
TeKcepylIife ayTeHTU(dUKaIus Typajbl aKnaparThl Kayillci3 cakray YIIIH HaijanaHblIajabl.
BypbiH ecenTenreH Xem MOHJIEPIH YJKEH ACPEKTep KUBIHIAPBIHBIH TYTACTBIFBIH KbUIIAM
TEKCepyai KaMTaMmachl3 €Ty HeMmece CTETOKOHTCHHEepIIEp[iH TYTACTBIFBIH TEKCepy YIIiH e
naiiananyra 60abl. DJIEKTPOHIBIK KONTaHOAHBI TeHepaLusiay Ke3iH e Xem-QpyHKuusiap Ko
KOMBUIFaH JIepeKTepiH OeKITUIreH Y3bIHIBIKTaFbl Oipereil OWUT Ti30eriHe CcaabICThIPYBIH
reHepanusiay YIliH naiananbuiaasl, Oyl OomamakTa oxapaslH ©3repMenTIHIITIHE CEeHIMIUTIK
OepiireH KEeMIKIIEeH AepeKTepre KO KO0 KbIIaMAbIFbIH apTThIpYFa MYMKIiH/IIK Oepei.

Kpunrorpadusuisik xam1 pyHKIUsUIaphIHA KOWBIIATHIH TaJaNTap:

OHiMILTIK: Ke3 KenreH M xabapiamachl YIIIH HaKThl yakbITTa h X311 MoHIH THIMAL
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KaiTeiMchI3bIK (01pOaFbITTHIIBIK): h xemr MoHIH eckepe oThipbit, h=H(M) Gonarsiagait

M xabapiamaceid Ta0y ecenTeyie KUbIH 00JIybI THIC.

Orici3 MarbiHaga OepikTinik: 0izre 6enrini M xabapnamace! 6epinrenne, h=H(M)=H(M')
OosateiHAal M' xabapiiaMachlH KaJbITACTHIPY (€cernTey) KUbIH O0TyhI THIC.

Kymri marpiHana Oepiktimik: HM)=H(M') Oonateiamaiit M xone M' ke3zeiicox
xabapiamMasapblH Ta0y KUbIH OOJIYbI THIC.

Kazipri yakeiTTa Xemrey (QyHKIUsUIApbIH jKacay Keleci apXUTEKTYypalblK HYCKajJapiabl
naiiianaHyfa Heri3/1ereH:

1) opTypJi CHI3BIKTHI eMec (OUTTIK) OyIbaiK PyHKIUSIIAPIBI KOJIJaHY;

2) OJIOKTBIK CHMMETPHUSIIBIK MK(dpiay anropuTMmiaepl TYpiHIETri KbIcy (yHKIUsSChIHA
Heriznenren Mepkiie-/lamrap KypbUIBIMBIH MTalijaaHy;

3) «Kpunrorpadusiiblk ryOka» KypbUIBIMBIH Naiifanay;

4) apHailsibl GarbITTAIFaH KYPBUIBIMIAP.

AKnapaTThIK KayilCi3/iiK cajJachlHIaFbl YCHIHBICTAPFa, CTAaHAAPTTapFa )KOHE XaIbIKAPAJIbIK
TOXipuOere cyieHe OTBHIPBIN, XeHI-(QYHKIHUIAPABIH KPUNTOTPAQHSIIBIK aIrOpUTMICPiHIH
OepiKTUIIriH Tangay OOHBIHINIA 3epTTeyjiep ©3eKTi OOJdbIl TadbLIaAbl KOHE OChI OUTIM
CaJlaChIHAAFBl aFBIMJIAFBl JKAF[aiapl Oaranay OOWBIHINA KOJAAHBUIATHIH OpOip aaropuTmre
HeMece OHBIH MOJIU(UKALUACHIHA KATBICTHI Y3/IIKC13 )KYMBICTBI TaJIall €Te/ll ISt aiTyFa O0Iaabl.

OJ1i KyH7Ie e OJOKTHIK KD aKMapaTThIH KYIMSUTBUTBIFBIH KAMTaMAaChI3 €Ty IiH MaHbI31bl KYPaJIbl
GoJtbir TabbuTa bl CHMMETPHSITBI OIOKTHI aITOPHTMACP/IIH KYPhUIBIMBI CHI3BIKTHI KOHE CHI3BIKTHI €MEC
TyHiHIepaepaeH Typansl. Toxipubene ChI3BIKTBI eMec TYHIH MaceleciH S-OJIOK aybICTBIPYIaphl Kell
naiinananpurya. Kaszipri yakeitta pagnoKuilikTi coiikecteHaipy xyuenepi (RFID) cusikrel mekreysi
pecypcerapra ue KYpbUIFBUIAPIBIH KayilCi3iriH apTThIpyFa YIKEH MaceseNiep TYbIHAayAa. A3 pecypCThl
KYpBUTFbIIapaa kebinece 4 OUTTIK S-OJ0K aybICTRIPYIAPHI Mai1aTaHbLIA b

Ta.lmay MEH HOTHIKEJIED

bi3 yceiabin oteipran HBC-256 xemmrey anropurminzeri xana CF mudpriay anroputMminae OHbIH
OaFmapiamanbl-annapaTThIK )KoHE alapaTThIK TYPFbLIa HKeM/I1 )Ky3€eTe achlpblUTy MaKcaThIHA KoHE Oy
anropuTMII OJNIOKTHIK mudpiap HETi3iHAe Xell alrOpUTMIEPiH jKacayla MaiJanaHyabl OWiIacThipa
OTBIPBIN,  S-OJIOK ayBICTHIPYJIApPbIH OacKa JKOJIMEH iCKe achlpy KapacTbIpbuiraH. OCBI alropuTM
KYpaMBIH/IaFbl KOJJIAaHBUIATBIH TOPT 4-OMTTiK S-ONOKTapAsl MarTpHia >IIEMEHTTEPiHIH OpHalacy
JKaHIalibIiHa OaiyIaHBICTBI OCJNTiNI Oip TOPTINIEH KOJJIAHY - YChUIBIHFAH aJIrOPUTMHIH KYPBLIBICHIHBIH,
COHBIH IIIiHAE KIJIT )Kacay alrOpUTMIHIH Jie aKbipamac 0ediri 6ombi Tadbutaast [13].

HBC-256 xemTey anropuTMiHIIE CBI3BIKTHI eMec OMEeKTHBTI TypieHuaipy S-6mox SBOX
npolierypachl apKblibl anbIkTanansl. SO, S1, S2, S3 Tept anmacteipy OepinreH, MyHna S;: Z,s+ —
Zya, 1 =0, ...,3.. JKyMbIC YIIIH KECTETE CONKEC TOPT «aIThIH» S-0s10K TaHAanAbl. Osap TOMEHT1
Kecre-1-1e kepceTinreH.

Kecte 2 — TepT «antbiH» S-0nokrap
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3eprrey xymbickl Kecte-2-nmeri tepT S-Omokrtapra auddepeHmuanapKk Tanmay oaici
apkbuIbl yepiHbITFaH HBC-256 xemTey alropuTMiHIH KOJUTM3MsUIapFa TO3IMAUIITIH Oaranayra
OarpITTaliMBbI3.

Huddepenumanpl kpunrorannay oaicin anram per DES mmdpnay cranaapTeiH Tangay
yurin O.buxam men A.lllamup yceiaran [ 14, 15].

JuddepeHnmanapl KpunTotanaay mudprayabplH opTypii Ke3eHAepiHaeri mudpiaHraH
MOHJAEpP  apachblHAarbl  aWbIPMAIIBUIBIKTAPABI  TYPJCHIIPYAl  3€pTTeyre  Heri3JenreH.
AWBIpMAIIBUIBIK ~ PETiHAE, OMETTe, pPa3psATHIK KOCBIHABI MOXYyJi 2 OIepanusicsl (Xor
OTIepalMsiIChl) KOJIAHBLIAABI, OHBIH IMIIHIAE 21 MOIYIIHIH aWbIpMachbiH TajJlay 1a MYMKiH.
Huddepenumanapl  Tangay — CUMMETPHSUIBIK  OJIOKTBIK — mmdpmapasl  koHe — Oacka
KpUNTOrpaUsIbIK TPUMUTUBTEPAl, aTalm alTKaHaa Xem-(QyHKIUSIApAbl KOHE aFbIHIBIK
mrdpIapIsl KpUIITOTANAAY dAici 60mbin Tabbutas [16]. TammayaslH Oy TYPiH KOJJaHy YIIiH
ANTOPUTMHIH OapIIbIK CHI3BIKTHIK €MeC 3JIEMEHTTEpl — S-0JI0K anMacThipy OJOKTapbl HEri3iHie
XOr OIepamusIchl Hemece 2n KOCy MOIyJi Hemece OacKaimaphl YIIiH JudQepeHIIHnaiIbK
KAaCHUEeTTEP/IIH KeCTeNepiH (XOr Omepaluschl YIliH — albIpbIMAAp KECTeNepiH) KYpy KaxKeT.

Kanmer sxarnmaiina, Ke3-KenreH mudpiay HeMece XEIITey alrOpPUTMICPIHE KaThICTHI
muddepeHIranabpl KpUNTOTANIAY SICIH KOJIJaHy Keleci KaaaMIapabl )Kypri3yre Heri3IeireH:

1. ChIBBIKTBI €MeC AIIEMEHTTEP/II Tajay >KOHE Ojlap YIIIH €H BIKTUMAaJl albIphIMAAPBIH
aHBIKTAY.

2. KapamnaiibiMHan Kypzenire, sfHM | payHATaH n payHaKa ACWIH Kl pPayHITHI
cUnaTTaMaHsbl (Kipic albIPbIMBI — HIBIFBIC aWBIPBIMBI) TYPFBI3Y. KypblTFaH cunaTTamMaHbIy naiaa
00JTy BIKTUMAJIJIBIFBIH aHBIKTAY.

3. MortinaepaiH aypbiC JKYOTapblH, SFHUA KIpiC MOHACPIHIH KOCBIHABICH KipiC
allblpMacbIHbIH MOHIHE COMKEC KeJEeTIH MOTIHAEPAl, al LIBIFbIC MOHAEPIHIH KOCHIH/BICHI LIBIFBIC
allBIppIMIAPBIMEH COMKEC KENEeTIH MOTIHAEPAI 137ey MPOIIECiH XKYPri3y.

bBipiHmn ke3eKTe KapacThIPBUIBINT OTBIPFAH TOPT S-0J0K aaMacThIPYBIHBIH — XOr
omepaiusCchblHa KaTBICThI albIpeIMAap KecTeciH Typrbzaiiblk (Kecrenepae KpUTHKAIBIK
HYKTeJIep KbI3bUT OOSIMEH €pEKINEeICHTEH):

Kecre 2 — SO-6J10k alipippiMIap KecTeci
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L [ 1 [ ] [CHsfeobacpaKCwan | | | [ | |

Kecre 3 — S1-65ok aiibippiMaap Kecreci

Kecre 4 — S2-6110k aiipippiMaap Kecreci

Kecrte 5 — S3-0J10k alipippIMIap KecTeci
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«HBC-256» xemTey anropuTMiHeTi S-0oKTapabH nuddepeHanasl KpUnToTa aayaarbl KpUTHKAIBIK
HYKTEJIEpiH 3epTTey

C. Hyicanbagna, K.(fakam

Enni xputukanelk HYKTENEpIiH Keilipeynepine Tanaay xacan kepeiik. Msicansl, SO-
6utori ymriH (1,5) KMBLIBICBIHIAFBI 4 PET Ke31eceTiH abIphiMaap xkyosl: d1=1 xone d2=5 ymin
KPUTHUKAJIBIK HYKTEJIEp TOMEH Ieri1eil 0omabl.

Kecre 5 — SO-610k alibIppIMIap KeCTeCi HETi31He KPUTHKAJIBIK HYKTeJIep/Ii aHbIKTay

Po+ P1=1= SO(Po)+ Kpurukaisik
di SO(P1)=d2 HYKTEJIep

0001+0000 1111=F

0010+0011 0111=3

0100+0101 0101=5= 0100 xome
d2 0101

0110+0111 0101=5= 0110 xome
d2 0111

1000+1001 1100=C

1010+1011 0110=6

1101+1100 1101=D

1110+1111 1011=B

bi3 tangayael sxanracteipaibik. On yuriH 613 kputukanslk Hyktenep 4=0100, 5=0101,
6=0110, 7=0111 eckepim, Tek OachIH]Ia FaHa €PEKIICICHETIH 4 allIbIK MOTIH/1 TaHIaMbIK;

P1=40303030303030303030303030303031303030303030303030303030303030323030
3030303030303030303030303031

P2=50303030303030303030303030303031303030303030303030303030303030323030
3030303030303030303030303031

P3=60303030303030303030303030303031303030303030303030303030303030323030
3030303030303030303030303031

P4=70303030303030303030303030303031303030303030303030303030303030323030
3030303030303030303030303031

HBC-256 anroputmiHiH | OIUKITIH )XYPri3reH COH Colikec MUpPMITIHACP I allaMbI3:

1-mi paynaraH keiiH 2-mni skoHe 3-m1i OiokTapaarbl Oipaei OGemimzaep, eHTKeHi onap
e3repicTepre yiblpaMaiabl (epekiie 0osiymeH Oosiirad OemikTep):

C1=DD9251EA6DC04DA02A2C4DEEEF69ECDDEF631837B7A0C6DE4CDF315B04
046EFA48A13E7F1519D0E4301FCOCB1F095F87

C2=CB9251816DCOCDA02A7A4DEEB169EC6CEF630437B7D0C6DE38DF31A6040
463FA48F23E7FF419D047301F74CB1FCCS5F87

C3=029251AD6DC074A02AEC4ADEEFB69EC65EF63ED37B78DC6DEEFDF3102040
ACFFA484A3E7F2D19D0C6301FBECB1FFC5F87

C4=D49251E26DCOD0A02AES4DEE7B69ECS3EF630037B7D4C6DEE6DF314C0404
85FA486A3E7F3919D03F301FE2CB1F6F5F87

2-payHJITaH KeHiH:

CI1=9CDEC25066B9042733D96A00DF1E41D2C925FE1A17E36DA0410F99DOFC877
1EC1CD548511F9CE480B85D6545939291FE
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«HBC-256» xemTey anropuTMiHeTi S-0oKTapabH nuddepeHanasl KpUnToTa aayaarbl KpUTHKAIBIK
HYKTEJIEpiH 3epTTey
C2=2F3A1FCEOD3ECOE03B8CFCAFSa06DEHROESBERISCESF7F7AOE6C98 1 EBOE6A
404EF6E4FC22F56317F9916381DEBD86854F4

C3=C2B0OF90A4EE751A8A9343F39599CE898DB899BCICTEC81088E02EAE155E36
DEC26B28FD5EBA181F8FA296DD5196DE22D

C4=27EDEODA4201E4D1E86C3ECD02D00D1CB262957A70695EB9B0009F592862711
314D0A44BOFD5AAT6B5D42FA847A3ABCBE

3-payH/TaH KeHiH:

C1=F0175EB6D6EOSEC15057A967AD9472462393E9228D2B6EC4BC92AEQ075F24E
EC73E47BB3CC31FD8CFC89DAC792E41BF02

C2=35D28BDCEC9A548BBAFCD062F672AC04E315CE3FCB8A2717970B193BOBE
DEDDOEO550F2AAB2D5ESEDCF85351F5AC98EL

C3=46F39EEF58E341DEB34D2337B1800FAEFD48FO0DD92B1525C5077528D75785D
540ABF4238D8D143D48146FD3E3E27A404

C4=4E408 A76F2D99AC06E1B920362DA32C87EFB76C7EE4CIOCEEACIFACT28397
2B513E40101EC9E7860C48EDFI9F17A894DB4

4-payHATaH KEHiH:

C1=C8CDDCIEE712FE904DD228FEE42679568D69B879389D74069682FC3248F2B5
12BAE37311E1492D05F8AEDB868D51647D

C2=CFBBE27FA5DSFACDD3F119548E3E3023F07A7B61783649D87730FE3B25CC7
6798DECA53A147A8B91B3240EESD8EG7147

C3=449C5018D2C2EDSBD10E83CCAF3F3D77D20F8FF5SBFBCD3440CC17ABD422
15DDE3E807F88E8C10B2FD05B1843F80566F3

C4=68A1B2F3150B831C1D2DFBE2E9AOFFBE7BADE06766BSDOBB4FA3F6EB000
74CCAD264FB99021841634ED8082E0B78185D

Enni 4-payanrer D21= C1+C2, D22= C3+C4 eckepill TaJJJalibIK;

D21=07763E6142CA045D9E2331AA6A1849757D13C31840AB3DDEE1B202096D3E
C36B370FD62BF533A6944B8AD56355B7153A

D22=2C3DE2EBC7C96E97CC23782E469FC2C9A9A26F92D90403FF43628C5642261
114ECE48411EAD94A4C9E83106DF37D7EAE

Hormxeneri MoHaep/il canbICThIpcak, 23-0aiThl Ke31€HCOKTHIK COMKECTIK.

Kopsiteiaael: D21# D22 6onraHApIKTaH, KPUTHKAIBIK HYKTEJIEp XEIITEy IMPOLIECIHEH
KeWiH KOJUIM3HS TyABIHAATIIaNIbI.

Keneci kputukanslk HyKTenepi Kapactbipaifblk. O ymiH SO-6510KkTaFs! 4 peT Ke3/1eceTiH
(6,8) xubuibIchIH KapaiblK. d1=6=0110 n d2=8=1000 y1uIiH KpUTHKAIBIK HYKTEIEepAl TabailbIK:
3nauenuit Po =>

Po+ P1=1= SO(Po)+ Kputnkamsik
di SO(P1)=d2 HYKTeJIep

0000+0110 0110=6

0001+0111 1100=C

0010+0100 0111=7

0011+0101 0001=1

1000+1110 1000=8 1000=8,
1110=E

1001+1111 1111=F

1010+1100 1000=8 1010=A,
1100=C

1011+1101 0011=3
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«HBC-256» xemTey anropuTMminzeri s-01okTapasiy quddepeHnnanapl KpUNTOTanAay JaFrbl KPUTHKAIBIK
HYKTEJEpiH 3epTTey
C. Hricanbaena, K.Cakan

Opi Kapait 613 kputukaislk HykTenep 8=1000, E=1110, A=1010, C=1100 eckepin, Tek
OachIH/Ia FaHa epPEeKIIeNICHETIH 4 alblK MOTIH/I TaHANBIK;

P1=80303030303030303030303030303031303030303030303030303030303030323030
3030303030303030303030303031

P2=E0303030303030303030303030303031303030303030303030303030303030323030
3030303030303030303030303031

P3=A0303030303030303030303030303031303030303030303030303030303030323030
3030303030303030303030303031

P4=C0303030303030303030303030303031303030303030303030303030303030323030
3030303030303030303030303031

Coiikec mmdpmoTiHaep 1-payHaTan COH TOMEHETiAeH 0omambl:

C1=639251F26DCOC8A02AA24DEEB969ECO7EF636A37B797C6DEOSDF314A04042
1FA48E33E7F7319D0CA301FCCCB1FED5SF87

C2=A69251F16DC090A02A9C4DEE2569ECOEEF631D37B74BC6DE64DF31590404
DI9FA48253E7F1A19D055301F48CB1FF95F87

C3=8C9251266DCOEFA02A504DEE2269ECAEEF63F837B70DC6DE72DF311804044
BFA48CD3E7FDF19D065301F2BCB1F4ACS5F87

C4=6992515F6DC04CA02AAA4DEE1769ECBSEF637E37B7FOC6DE16DF31690404
C8FA48F03E7F3319D0B8301FEECB1F4ESF87

4-payHITaH COHFBI IU(PPMOTIH:
C1=90C5CA858FB3DEB493AE795C1A2D6044B89F0A08334AAE8AG36C408E2406
DC83022D971DA1B7B8B5CAS7EDC16C9784B7
C2=1DB82C755A45E8C6ADC8FB414869D8A1CCEDF69D5C2374400683965D59E62
C811F01146B3109B5621C5BF8132D0C3DDE
C3=9BAS8F543FA45553C425ED785949943CE75D2E778E7AD852DC200DD519E099
E13024A23D3ECFF81217AA8FBE181017ACF
C4=14A83DI9FFF052C972BE94A043DF63A7TEA65D635B5S3E69ECA25D6DS5C371D3
7ED487EE91C036782561361A364DEEED75E6

Ocsl HoTmkeni D21= C1+C2, D22= C3+C4 Tekcepeilik, coHa:

D21=8D7DE6F0D5F636723E66821D5244B8E57412FC956F69DACAGSEFD6D37DEO
F0021D2C837690BEODD7D60C15D2419BB969

D22=8F00C8DC054079AB69B79D81A96F79B0D38F8423B44B1BE7E7D60892EFDA
EOC785A4B213DA87A4404CB2CDACG6FECOF29

byn mpicanna na D21#£D22 GonraHABIKTaH, KapacTBHIPBUIFAH KPUTUKAIBIK HYKTEIEp —
1000=8, 1110=E, 1010=A, 1100=C xemrey npoieciHeH KeiiH KOJUTU3US Ty AbIHIATIANIbI.

KopbITbIHABI

byn makanana sxaHa CF cuMMeTpusuIbIK OJOKTHI MK(priay alropuTMiHE HETi3/€TreH
HBC-256 xemtey alnropuTMiH/e KOJJIAHBUIATHIH CHI3BIKTHI €MEC KPUITOTpa(pUsIIbIK IPUMUHUB
- TepT 4-Outtik S-Omok 3eprrenreH. Kasipri yakpITTa aJropuTMHIH KpUNTOOEPIKTLIITIH
KaMTaMachl3 €TETiH OChl KOMIOHEHTTep AU((PEepeHUMUIIBIK KPUNTOTAIAAY OMAICI apKbUIbI
OepikTiniri 6arananbl. AUBIpbIMAApP KECTECIHIETT KPUTUKAIBIK HYKTEJIepre Taxipuoe xKy3iHae
TaJay KYPri3ulil, ajnFamkel OelHesnep apachlHIa KOJUIM3US TYBIHAATY JKafJaibl TalaaHIbl.
OcpiHgall Tanaayabl OapibIK TOPT S-OJIOKTaFbl KPUTUKAJIBIK HYKTEJIEpP YILIH JKYPTi3il HIbIFyFa
Ooonanpl. Erep ge ampiaran Hotmwke D21= C1+C2, D22= C3+C4 ecenreninin, D21#£D22
OpBbIHJATaThIH 00Jica, XEIITeY aJrOPUTMJET CHI3BIKTBI €MeC TYPJICHIIpY S-Tap TyAbIPAThIH
KPUTHUKAJIBIK HYKTEJIEep KOJUIM3MS TYBIHJayFa MYMKIHAIK Oepmeiini. 3eprrey O6apriceinga D21=
C1+C2, D22= C(C3+C4 wmoHzaepiH TEHIIKTEpHAIH CaJbICTBIpMalbl TYPAE OPBIHIATYHI
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STUDY OF CRITICAL POINTS IN THE DIFFERENTIAL CRYPTOANALYSIS OF S-
BLOCKS IN HASHING ALGORITHM "HBC-256"

S.Nyssanbaeval, K.S .Sakan'?
YInstitute of Information and Computational Technologies SC MES RK, Almaty, Kazakhstan,
2Kazakh National University named after al-Farabi, Almaty, Kazakhstan
E-mail: kairat_sks@mail.ru
!ORCID ID: https://orcid.org/0000-0002-5835-4958
20RCID ID: https://orcid.org/0000-0002-6812-6000

Abstract. In this work described a differential cryptanalysis of the "HBC-256" algorithm one of the
hashing algorithms developed at the Institute of Information and Computing Technologies of the RK MES
CS, is provided. The HBC-256 algorithm is based on the block cipher of the CF (Compression Functions)
and generates a 256-bit hash value. Like any new cryptographic structure, the HBC-256 algorithm
requires careful research in order to confirm its cryptographic properties, namely: irreversibility and
resistance to collisions of the first and second kind. As a result of the work, a software implementation of
a new hashing algorithm using the C++ programming language was obtained. Differential properties of
nonlinear hashing nodes (S-blocks) are considered for the HBC-256 hashing algorithm. Various options
for constructing round characteristics are considered. Taking into account the main properties of
differential cryptanalysis and based on the conclusions of other scientific works, the situation of pairs of
open and corresponding closed texts at critical points is studied. In the conclusion of the article, it is
concluded that the S-boxes of the hashing algorithm are resistant to situations where it is possible to cause
a collision through critical points in the table of differences.

Keywords: hash algorithms, requirements for hash algorithms, basic methods of cryptanalysis,
differential cryptanalysis.

HCCIEAOBAHUE KPUTHYECKHX TOYEK IIPH JUOPOEPEHIMNAJBHOM
KPUIITOAHAJIM3E S-BJIOKOB B AJI'OPUTME XEHNIUMPOBAHHUA '"HBC-256"

C.E. Hrican6aeBa!, K.C. Cakan®?
'NucturyT nHGOpMAMOHHBIX U BRMUCTUTENBHBIX TexHonoruii MOH PK,Anvarer, Kazaxcran
?Ka3axcKuil HallMOHAIBHBIN YHUBEpCUTET UM. anb-Dapadu, AnMarsl, Kasaxcran,
E-mail: kairat_sks@mail.ru
'ORCID ID: https://orcid.org/0000-0002-5835-4958
20ORCID ID: https://orcid.org/0000-0002-6812-6000

AnHoTanus. B nannoit padore nmpoBoautcs auddepeHnmanbblii Kpunroananus anropurma « HBC-
256», OmHOrO W3 aNrOpuTMOB XEIIMPOBaHWA, pa3paboraHHoro B MHcTUTyTe MH(OPMALMOHHBIX MU
BeIUUCIUTENbHBIX TexHonornd MBOH Pecny6iukn Kaszaxcran. Anroputm HBC-256 paspaboran Ha
ocHoBe 0j104yHoro mudpa ¢pyukiuu cxarus CF (Compression Function) u BeipabaThiBaeT X311I-3HAYCHUE
JuHOM 256 Omt. Kak mro0ast HOBas kpunrorpaduueckas crpykrypa ainroputm HBC-256 TpeOyror
TIIATEJIFHOTO HCCIICAOBAHUS C 1IeIbI0 MOATBEP)KIACHHUS €ro KpUNTOrpa)uuecKuxX CBOICTB, & UMEHHO:
HEOOpaTHMOCTH M YCTOWYMBOCTH K KOJUIM3HMSIM IIEPBOTO M BTOPOTO poja. B mporecce mccienoBaHust
anropuT™Ma OblJla HCIONB30BaHA MpPOrpaMMHAas pealn3anys HOBOTO aJITrOpUTMa XJIIHPOBAHUS C
UCIIOJIb30BaHUEM s3bIKa nporpammupoBanusi C++. [lna anroputma xsmmposanusi HBC-256
paccMoTpeHsl  auddepeHIuanbHble  CBOMCTBa HEMUHEHHBIX Y3J0B  XemHpoBaHHUsS  (S-O0JIOKOB).
PaccMoTpeHs! pa3nnyuHbBIe BapuaHTHl IMOCTPOCHUSA PAyHIIOBBIX XapakTepucTHUK. C y4eTOM OCHOBHBIX
cBOWCTB au(depeHINaIbHOr0 KPUNTOAHANIN3a W Ha OCHOBAaHWM BBIBOJIOB JPYTHMX Hay4yHBIX pPaboOT
UCCIIEYETCS CUTYyallMil Map OTKPBITBIX M COOTBETCTBYIOIIMX MM 3aKPBITBIX TEKCTOB B KPUTHYECKHX
TOYKax. B 3aKiroueHWy CTaThbW AENAETCS BBIBOJ O TOM, YTO S-OJIOKM ajropuTMa XeImHnpOBaHUS
ycToiumBbl K auddepeHnnaIbHOMY KPHUNTOAHATN3Y ¥ HMMEIOIIME KPUTHYECKWE TOYKH IOCIe
XEIIMPOBAHUS HE MOPOKJAIOT KOJUTH3HIO.

KialoueBble cioBa: CHMMETpPHUYHBIE aNTOPUTMBI IH(pOBaHMA, TpeOOBaHHSA K aNTOpPUTMaM
i (poBaHsi, OCHOBHBIE METO/IbI KPHIITOAHAIN3a, aTaKa METO/IOM OyMepaHra.
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Abstract. The article discusses the issues of identifying threats and vulnerabilities of information
security violations. To protect information, it is necessary to create computer attack detection systems.
Explanations were given on the concept of cyber attacks and their types were affected. No organization
is currently sufficiently protected from cyber attacks. All organizations should develop a special plan to
combat cybercriminals. A special plan allows you to prepare for emergencies, resist emerging threats and
quickly restore the effect of the attack. The need to know the threatening factors and understand their
tactics, methods and procedures to protect against cyber attacks is emphasized. The process of information
protection should be comprehensive and continuous, carried out at all stages of the creation and use of
automated data processing tools. The main methods of information protection are given.

Keywords: Information security, cyber attacks, cybercrime, information protection, threats,
vulnerability.

Introduction

Due to the rapid development of science and technology, the influence of world
information technologies on all spheres of production is increasing. In this regard, new social
groups are being formed in society, the normal way of life of people is changing significantly.
Information security issues related to the active informatization currently underway are of
paramount importance. Many of them are aimed at creating a unified information space in order
to optimize the processing of large amounts of information, including ensuring its reliable storage
and accessibility for information exchange.

The main tasks set for the implementation of this goal are the identification, analysis and
classification of information security threats that may lead to unauthorized receipt of information
or disruption of the normal functioning of information systems, the definition of the main
measures used to counter threats and eliminate vulnerabilities, the development of security
criteria and mechanisms, as well as the relevant legislative and regulatory framework.

Analysis of existing threats and vulnerabilities of information security shows that achieving
the goals and objectives of information protection, as well as ensuring a high level of security,
requires a comprehensive application of available methods and means of protection. For this
reason, one of the basic principles based on the development of information security concepts
and specific information security tools is complexity.

The process of ensuring the protection of information should be comprehensive and
continuous, carried out at all stages of the creation and use of automated data processing tools.
The implementation of the information security process in these conditions is based on
production conceptual approaches and the production of safety equipment. As a rule, highly
qualified information security specialists are involved to create protective mechanisms and
ensure their reliable and efficient operation.

Risk assessment as part of the direction of information security (risk management) is an
essential tool in building protection. The risk assessment process is designed to identify the risk
to an organization's business and determine the security measures taken to reduce the risk.

In the classical view, risk is the probability of the realization of an information security threat.
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Risk assessment consists in modeling the picture of the occurrence of adverse conditions by
taking into account all possible factors that determine the risk. From a mathematical point of

view, when analyzing risks, such factors can be considered input parameters. At the same time,
it is necessary to take into account the many sources of information and the uncertainty of the
information itself. At the risk assessment stage, the formulas and input data for calculating the
risk value are of the greatest interest.

The article analyzes several different methods of risk calculation and presents its own
methodology. The purpose of the work is to derive a formula for calculating the risk of
information security, which allows obtaining an array of current risks and assessing losses.

Information security risk in the classical form is defined as a function of three variables:

probability of threat existence;

the probability of vulnerability (insecurity);

Potential impact.

If any of these variables approaches zero, then the total risk tends to zero.

Methods of risk assessment

According to the article «Information Technology. Security methods. Information security
management systems. Requirements», the chosen methodology should ensure that risk
assessments produce comparable and reproducible results. At the same time, the standard does
not provide a specific calculation formula.

The NIST 800-30 «Risk management guide for information technology systems» provides
the following classical formula for calculating risk:

R=P(t) *S,

Where, R is the risk value;

P(t) is the probability of an information security threat (a mixture is used qualitative and
quantitative scales);

S — degree of threat impact on the asset (the asset price on a qualitative and quantitative
scale).

As a result, the risk value is calculated in relative units, which can be ranked according to
the degree of significance for the information security risk management procedure.

According to the article «Information Technology. Methods and means of ensuring
security. Methods of information technology security management», risk calculation in contrast
to the NIST 800-30 standard «Risk management guide for information technology systems.
Recommendations of the National Institute of Standards and Technology» occurs according to
the following formula:

R=P(t) * P(v) *S,

where P(t) is the probability of an information security threat;

P(v) — probability of vulnerability;

S is the value of an asset (resource).

As an example of the values of probabilities P(t) and P(v), a qualitative scale with three
levels (low, medium and high) is given. To assess the value of asset S, numerical values are
presented in the range from 0 to 4. The comparison of qualitative values should be made by the
organization in which information security risks are assessed.

According to the "Information Security Management System Specification”, the risk level
is calculated taking into account the following indicators: the value of the resource, the threat
level and the degree of vulnerability. As the values of these parameters increase, the risk
increases. Thus, the formula can be represented as follows:

R=S*L(t) * L(v),

Where, S is the value of the asset (resource);

L(t) — threat level;

L(v) — level (degree of vulnerability).
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In practice, information security risks are calculated according to the positioning table
of the threat level values, the degree of probability of vulnerability use and the value of the asset.
The risk value can vary in the range from 0 to 8, as a result, a list of threats with different risk
values is obtained for each asset. The standard offers the following risk ranking scale: low (0-2),
medium (3-5) and high (6-8). This allows you to identify the most critical risks.

According to the «Methodology for assessing the risks of information security
violationsy», the assessment of the degree of the possibility of implementing an information
security threat is carried out on the following qualitative and quantitative scale: unrealizable
threat - 0%, average — from 21% to 50%, etc.

To perform a qualitative assessment of information security risks, a table of compliance
with the severity of the consequences and the probability of threat realization is used. If it is
necessary to make a quantitative assessment, then the formula can be presented as follows:

R=P(v) *S,

Where, S is the severity of the consequences.

Having considered all of the above methods of risk assessment in terms of calculating the
value of information security risk, it is worth noting that the risk calculation is performed using
the threat value and asset value. A significant disadvantage is the valuation of assets (the amount
of damage) in the form of conditional values. Conditional values do not have units of
measurement applicable in practice.

As aresult, this does not give a real representation of the level of risk that can be transferred
to the real assets of the object of protection.

Thus, it is proposed to divide the risk calculation procedure into the following stages:

calculation of the technical risk value;

calculation of potential damage.

Technical risk is understood to mean the importance of information security risk, consisting
of the probabilities of the implementation of threats and the use of vulnerabilities of each
component of the information infrastructure, taking into account the level of their confidentiality,
integrity and availability. For the first stage , the following formulas can be given:

Rc = Kc * P(T) * P(V);

Ri = Ki * P(T) * P(V);

Ra = Ka* P(T) * P(V),

where Rc is the value of privacy risk;

Cc — coefficient of confidentiality of an information asset (resource);

P(T) — probability of threat realization;

P(V) — the probability of using the vulnerability;

Ri — value of integrity risk;

Ki is the integrity coefficient of an information asset (resource);

Ra — availability risk value;

Ka — coefficient of availability of an information asset (resource).

In the future, it is possible to calculate the damage value. To do this, the average value of
the risk of each information asset and the amount of potential losses are used. The damage value
(L) is calculated using the following formula:

L =Ravg * S,

Where, Ravg is the average risk value;

Conclusion

The use of this algorithm will make it possible to make a more detailed risk assessment, as
a result, to obtain a dimensionless value of the probability of the risk of compromising each
information asset separately.

Also, the proposed methodology allows you to correctly assess the value of information
security risk and assess losses in the event of security incidents.

As part of future research, it is planned to consider ways to improve the quality of the
forecast about threats and vulnerabilities of information security.
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Anaarna. Makanazia aKknapaTThIK Kayilci3aikTi Oy3yIbIH KaTepiepi MeH OCaJIbIKTapblH aHBIKTaY
Mocenenepi TaTKbIIaHa/Ibl, aKIapaTThl KOPFay YIIiH KOMITBIOTEPIIK Ma0ybuIIapabl aHbIKTay KyHelepin
Kypy Kaxertinmiri Herizgeneni. KuGepmalOysuigap TyciHiri OoibiHIIa TyciHaipMenep Oepineai >koHe
onmapaplH Typnepi acep ereni. Kasipri yakpitra embip yiibiM kuOepmaOysuiaapiaH aOCONOTTI
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KaJIblHA KENTipy YIIiH apHaibl KHOEPKBUIMBICTBIK, >KOCTapiIapAbl 93ipieiai (ochuiaima madybuiabsy
ocepiH azaiitansl). KayinTi gaxTopiaapasl 0imy koHe KuOepInadybliaapaaH KOpFay TaAKTUKACBIH, 91iCTepi
MEH TIpOIeaypaNapslH TYCIHy KaKETTUIrl aram etijemi. AKMapaTrTsl KOpFay MpOIEeci aKmapaTThl
OHJICY/IIH aBTOMATTaH/ABIPbUIFaH KYPAJIIAaphIH )Kacay MEH Maianany 1slH OapIiblk Ke3eHIepiHe Ky3ere
achIPbUIATBIH JKaH-KAaKThl JKOHE Y3AIKCi3 OONMybl KepeK. AKMapaTThl KOpPFayIblH HETi3ri omicTepi
KEJITIpiireH.
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AHHoTanms. B craThe paccMaTpuBaroTCsl BOIPOCH! BBIABIECHUS YIPO3 U ySI3BUMOCTEN HApYIIECHUS
WH(GOPMAITMOHHOW 0e30macHOCTH, 00OCHOBaHAa HEOOXOIMMOCTh CO3JAHHS CHCTEM OOHapy>KEeHUS
KOMITBIOTEPHBIX aTaK s 3amuThl MHGopManuu. J[aHbl pa3bsCHEHMS IO TOHATHIO KHOepaTtak M
3aTPOHYTHl MX BHIBL B HacTosiiee BpeMss HM OJHA OpraHu3alus He obOecrieuyrBaeT aOCOJIOTHYIO
3aIIUIIEHHOCTh OT KuOepaTak. Bece opranmsannu pa3pabaThIBalOT CrelMaibHBIE IIaHBI IO O00phOe ¢
KHOEPIIPECTYTHUKAMH, — ITO3BOJIIOIIME  IPOTHBOCTOSNTH  BOZHHKAIOIMIUM  yrpo3aM ¥ OBICTPO
BOCCTaHABIMBATLCS (T€M caMbIM yMeEHbIIas mocheAcTBUsS oT 3pdekt araku). [lomuepkuBaercs
HeO6XO[II/IMOCTI) 3HaHMUA YT'POKaAroIIUuX (l)aKTOpOB U NMOHMMAaHUA TAKTHUKHU, METOAOB W HpoucaAyp 1A
3amuThl OT Knoepatak. [Iponecc 3ammTsl HHGOPMALIMK JOIDKEH OBITh KOMILIEKCHBIM M HEIPEPBIBHBIM,
OCYILIECTBIIATHCS HAa BCEX JTAlax CO3JaHHs U UCIOIb30BaHHUS aBTOMATU3UPOBAHHBIX CPENICTB 00padOTKH
JaHHBbIX. HpI/IBCI[eHI)I OCHOBHBIC MCTO/bI 3allIUTHI I/IH(bOpMaHI/II/I.
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AHHOTanUs. AKTYalbHOCTh JIAHHOTO MCCIICIOBAHHUS COCTOUT B TOM, YTO OOJIAYHBIMYU CHCTEMaMHU
B CETOJTHSIIIHUAC THU TIOJIB3YIOTCS HE TOJIBKO ONPE/ICIICHHBIC TPYIIIIBI ITOJIb30BATEIICH, a TAKKE MHOKECTBO
KOMITAHUI TPUMEHSIOT WX KaK XpaHWIWIIE JaHHBIX M HCIONB3YIOT JUIS OCYIISCTBICHHUS OOMEHa
JaHHpIMU. OOJIayHbIC BRIYMCIACHHS COCTOST U3 TaKUX OCHOBHBIX KOMITIOHEHTOB, KaK SIPO ILIAT(OPMBL,
uHTepdelic, XpaHWINIIE NAaHHBIX, YIPABICHHE MOJH30BATEISAMH, (DYHKIIMOHUPOBAHUE MPUIOKCHUH,
KOTOPBIM 0053aTENIbHO HYXXHO OCYIIECTBIISTH MOHUTOPUHI CHCTEMBI B IIEIOM M OOECIICYMBATH HMX
3amuTy. COOTBETCTBEHHO B JaHHOM CTaThe OBLIO 0CO00€ BHUMAHHUE YICICHO O0JIAYHBIM BBIYHCICHHUSIM
U WX PA3IMYHBIM TOIXOAaM OOecreueHusi O0C30MacHOCTH, a TaKKe METoJaM IIM(POBaHUS JaHHBIX,
OCYHICCTBIIAIOIIUM HH/I(prBaHI/IC C CUMMCTPHUYHBIM U ACUMMETPUYHBIM KIIIOYaMH. CI/ICTCMa 06J'Ia‘IHBIX
BBIUMCJICHHH MOTrYT OBITh MOABEPXKCHBI K PA3JIMYHBIM yrpo3aM Oe30IacHOCTH, a HMEHHO YIrpo3am
KOH(UACHIUATBHOCTH, IISJIOCTHOCTH, JOCTYITHOCTH JaHHBIX M 00JJaUHOW WUH(PPACTPYKTYPHI.

KiaroueBble cjioBa: oO0iayHble BBIUMCIICHUS, O€30MaCHOCTh, KOH(MHUIACHIMAIBHOCTH, Docker,
Kubernetes

Beenenue

Ob6naynble MaaTGoOpMbl  TPEIOCTABISIOT CBOM  PECypchl B BHUIE CEPBHCOB,
NONJEPKUBAIOIUX  pa3iIMyYHblE YCIyI'H, B KOTOPOM 00€CleuuBaIOTCA MOJIXOJIAIIEH
UH(GPACTPYKTYPHOU MOAIEPKKON MOJIb30BaTEIbCKUE MNpUIIOKeHUs. braromaps monaepixke
yOpaBieHUs OOJIAYHBIMU TPUIIOKEHUSMU OCYIIECTBISETCS YAOOHBIA JOCTYN K ammaparHo-
IpPOrpaMMHBIM TIaTOpMaM, T.e. BBIYUCIUTENBHBIM pecypcaM B BHJE CETeW, yCTPOMCTB
XpaHEHUs! JTaHHBIX, TpWIOKeHuH. B cocraB oOmayHOi maThOPMBI BXOIUT CIIETYIOITHE
OCHOBHBIE KOMIIOHEHTBI:

SAnpo nnargopmbl: OCYIIECTBISET HMHTETPALMI0O OOJAYHBIX CEPBHCOB CO CpelaMu H
HabOpaMH yTHIIUT.

WuTepdeiic: nonp3zoBaTens yepes pasnnunble APl u BeO-unTepdeiichl B3auMOAECTBYIOT
¢ 00J1aKOM.

XpaHuIuIle JaHHBIX: XpaHITCs 00JIbLINE 0ObEMBI TaHHBIX.

VYnopasiieHue MONb30BATENSAMU: ONTUMHU3HUPYIOTCA M IOACTPauBacTCs IO  3ajadu
IIOJIB30BATENEH.

MoOHUTOPUHT (YHKIMOHUPOBAHUS NPWIOKEHUH M MX MOJJIEP)KKA: OCYIIECTBISETCS
MHTETpaIys NPUIOKEHHs ¢ 00JaUHBIMU CEPBUCAMHU.

Kaxnaplii M3 3THUX KOMIIOHEHTOB YSI3BUM K TMPOTPAMMHBIM WM HMHBIM OIIUOKaM,
JIOTIYIIIEHHBIMU M0JIb30BATENSIMU U CEPBUCOM.

OO6nayHble BBIYMCICHUS UMEIOT Psijl IPEUMYIIECTB, KOTOpbIe MOOYIMIIN TOIb30BaTeNe! 1
KJIMEHTOB TIEPEHECTH CBOM JaHHbIE B OOJIAKO, HCIIOJIb30BAB IPHU 3TOM OOJAUHBIE CEPBEPHI.
JIro6as popma uHGpOpPMALIMKU U TaHHBIE KJIMEHTOB 3arpy»KatoTcsi Ha o0JIauHble cepBepa U MOTYT
OBITH COXPAHEHbI Ha XPAaHWJIUIIE JAHHBIX OOJAYHOrO IMpoBaiiiepa, KOTOPBIM MpeaoCTaBiIseT
MHOXecTBO yciyr. COOTBETCTBEHHO BCSl HH(OPMAIUs U JJaHHbIE MTOJIb30BaTeIe! JOIKHBI OBITH
3alUIIeHbI U o0ecrevyeHbl 0e30MacHOCThI0. MlHaue 3T0 MOTJIo MPUBECTH K YTEUKE AAHHBIX U
MOJIyYEHHUIO HECAaHKLIMOHUPOBAHHOIO JOCTYTIA 3JI0YMBIIIJIEHHUKAMHU.

Cucrema 00JaYHBIX BBIYMCICHUM MOTYT OBITh TMOABEPXKEHBI K Pa3IUYHBIM yrpo3am
0€30I1aCHOCTH, @ UMEHHO Yrpo3aM KOH(HUACHIUATLHOCTH, LEIOCTHOCTH, JaHHBIX U 00JauHOM

UH(QPACTPYKTYPHI.
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00630p suTEpaTypbl

AKTyanbHOCTh [JAaHHOTO HCCIIEJOBaHUS OOYCIIOBIMBAETCS TEM, 4YTO 0OJauyHble
BBIYUCIICHHSI CTAHOBSITCS HEOTHEMIIEMON YacThIO TIOBCEIHEBHON KU3HU KaXI0TO TPaKJaHHHA,
TaKXe KOMIIaHH, IIPU 3TOM BO3pacTaeT He0OXOAMMOCTh 0OecreueHus] 6€30aCHOCTH KaXKA0Tr0
KOMIIOHEHTa B MOJENAX OOCITYXXHBAaHHUS W Ppa3BEePTHIBAHHS OOJAUHBIX CEpPBHCOB. Jlis
pa3BepThIBaHUS OOJIAYHBIX BBIYUCIEHUM U TPEJIOCTABICHHUS PECYpCOB I10JIb30BATEISAM
OPUMEHSIOTCS TEXHOJIOTUM BHUPTYyaIM3allid, KOHTEWHEpHU3alluu H OpKecTpoBKu. [lpu
BUPTyalU3alMi KIHMEHTaM IPEJOCTaBIIOTCS BUPTyalbHbIE PECYpChl, a KOHTEHHepH3alus
yIpOILIAeT BUPTYATH3AIMIO 33 CUET CHEIHMAIbHONH KOHCTPYKIIMA KOHTEHHEPOB B BHJIE ITAKETOB
HPUIIOKEHNUH U3 OTAEIbHBIX 00Pa30B.

B pa6ore Cepukynsr O. [1] onuchIBaroTCS NOTEHIMAIBHBIE YTPO3bl UH()OPMAIIMOHHOMH
0€30I1aCHOCTH B TEXHOJOI'MM BUPTYaIM3allMU, K NPUMEPY, MOJIb30BaHUE OOLIETr0 XpaHWIMIIA
JAHHBIX Pa3HBIMU BUPTYaJIbHBIMU MalllMHAMH. BUpTyalibHbIe MAIIMHBI MOTYT KIIOHUPOBATHCS U
nepemenaTbes Mexay (usndeckuMu cepBepamu. Kaxkaas BUpTyanbHas MallMHA XpaHUTCS B
BUJIC OTJICNIBHBIX (PaiiJIOB U MOTYT OBITh U3MEHEHBI 110 HEOOXOJMMOCTH OT HY K ITOJIb30BaTEII,
T.€. YMEHBIIIEHUE U yBEJIMUEHHE pa3Mepa pa3zesioB MOTyT IPUBECTH K U3MEHEHUIO (PU3NYECKUX
CEKTOPOB U MEPEMEIICHUIO JAHHBIX C OJIHOW BUPTYyalbHOW MAIIMHBI HA APYTYIO.

B pabGore [2] paccmaTpuBaeTcs HCIOJIb30BAaHUE TEXHOJOIMM KOHTEHHEpH3alUMU IpU
pa3paborke nporpamMMm. CaMbIMH TOMYJISPHBIMA TEXHOJIOTHSIMU KOHTEHHEPH3AIMH SIBISIOTCS
Docker u Kubernetes. bezomacnocts Kubernetes ocnoBana Ha clie Ay OIHX MPHHIIKAIAX: 00JIaKO,
KJactep, kouteiHep u koa. OcHoBoit 6e3omacuocti Kubernetes sisnsiercst 6a3oBast puzuyeckast
UHpacTpyKTypa. 3aluTa Kiactepa BkitoyaeT KoMnoHeHThl APl u Bce mpuiokenus. Ilpu
obecrieyeHNH OE30MACHOCTH KOHTEHHEPOB MPOM3BOIUTCS CKAHWPOBAaHHE KOHTEHHEPOB Ha
HaJIn4Me ysi3BUMocTell BO BpeMs cOopku. KoJ siBisieTcs MOBEpXHOCTHIO AJIs aTaKu J1F000i cpeibl
Kubernetes u obecriedenue ero 6€30MaCHOCTH SIBJISCTCS TJIABHOH HEOOXOJMMOCTBIO CHCTEMBI,
peryJsipHOE TECTUPOBAaHUE M CKaHUPOBAHHE MOTYT MPEAOTBPATUTH BOSHHUKHOBEHHE MpPOOIeM
0€30I1aCHOCTH B JJAHHOM cpefie.

B pa6ote [3] kpunrorpadust onpenensieTcs pereHueM MHOXKECTB Mpo0JieM, a UMEHHO OH
IIOMOTaeT 00ecreYnBaTh KOH(PUACHINATBHOCTb, IIEIOCTHOCTh U JOCTYITHOCTh MH(POPMAIUH, T.€.
peoOpa3oBhIBACT JaHHbIE W3 NPOCTOW (opMmbl B 3ammudpoBaHHyto. [lpu mudpoBanuu u
nemuppoBaHUM UCHOIb3YIOTCS Kitoun. [1o KomuuecTBy Kitouel Kpunrorpaduio pa3aessioT Ha
KPUITOCHUCTEMBI C ACHMMETPUYHBIM KJIOYOM U ¢ CUMMETpHuYHbIM KitodoM [3]. K mumdpam c
cuMMeTpHYHBIM KitouoM otHocsaTes DES, Triple DES, blowfish, AES, a k acuMMeTpruHBIM —
RSA, ElGamal, DSA. Ouu uMEIOT Kak IPEeUMYyIIecTBa, TaKk ¥ HEJOCTaTKU. B 3aBUCUMOCTH OT
ATOro ceivyac NPUMEHSIOTCS THOPUIHBIN KpUNTOrpaduuecKuit MoaXo01.

B craree M. K. Sinchana and R. M. Savithramma [4] npexnctaBwin 00630p 1O
0e30MacHOCTH  00JauHBIX BbIYMCICHUH. B pabGore ObuiM M3ydeHbl HaOOp THOPUAHBIX
KpUNTOTpagUUecKnx Mojede M WX KOHCTPYKIUS, ONHCAHBI MPEHMYIIECTBA M peaH3allus
Kaxaoi Mmozenu. TyT e paccMaTpuUBaeTCs MOBBIIIEHHE 0€30IaCHOCTU U €ro APPEKTUBHOCTD
OCYIIECTBIISIETCSI KOMOWHUPOBAaHWEM CHMMETPHUYHBIMA W  AaCHMMETPHUYHBIMH  BHJIAMH
mudpoBaHus.

B [5] paGote ObLn BBIMOJHEH CPAaBHUTEIbHBIM aHAM3 LIECTH pPa3IMYHBIX pPadoT,
UCTIOJIB3YIOLINE CXEMBbl IeAYIUIMKAUUHU U 3P PEeKTUBHOTO JOCTyMNa K 00JIayHbIM cepBepaM. B
Ka4eCTBE OCHOBHBIX MApaMETPOB, YIUTHIBAOIIUX MPU U3MEPEHUHU MTPOU3BOJAUTEIBHOCTH OBLIH
IPOM3BOIUTENFHOCTh 3allUCH, pa3Mepbl (ParMeHTOB U HCIOJIb30BaHHE ONEPATUBHOTO
3aIIOMHUHAIONIETO YCTpOHCTBA. JleayinKaius CHUKaeT Harpy3KH Ha cepBep, obecreunBasi mpu
3TOM, 6€30MaCHBIH JOCTYH K IaHHBIM U IIOMOTaeT n30exaTh N30BITOYHOCTH JaHHbIX. B paboTax,
paccMOTpPEHHbIE B JIaHHOW CTaThe OOBEAMHSIOT OE30MacHOCTh H  JIeAYIUIMKAIHIO,
00€CTeYnBaIOIyI0 BBICOKYIO NPOU3BOAUTENBHOCTh C TOYKU 3PEHHUS MCIOIb30BAHUS SHEPIHH,
CKOPOCTH JIOCTaBKH MAKETOB U BPEMEHHOM 3aJIePKKH [5].
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B pabote [6] ompenenser AeayIUITUKALNUIO JaHHBIX KaK OTPaHUYUTEILHOTO MOAXO0Aa IS
yaJICHUS UJCHTHYHBIX JOKYMEHTOB C IOBTOPSIONIEHCS HHPOPMAIHE B perio3uToprH. JlaHHbIH
METOJI UCTIOIB3YETCS ISl YBEIIMUCHUS PEMIO3UTOPUS M YMEHBIICHUS MOJIOCHI IPOITYCKaHUSI.

B paGore [7] npencTaBineH aaroputM KOHBEPTEHTHOTO MIM(POBAaHUS Ul 00ECHCUCHUS
0€30MIaCHOCTH JaHHBIX B OOJIAYHBIX BBIYMCICHHSX. UTOObI HalTH IyONMKAaT JAOKyMEHTa H
IPOBECTH aHAJIM3 TUIA JOKYMEHTA M €ro NpeoOpa3oBaHus B OalT HCIOIB3YeTCsl aHAIN3 TPAHUIL
Ha YpoBHE MHJeKca. Ecim xomus JOKyMeHTa ObUIa OTKJIIOHEHA, TO Ha CIEAYIOUIEM YpOBHE
JOKYMEHT IpeoOpa3oBbIBaeTcsl B (popMar MUPPOBAHUS C HCIOIH30BAHHEM KOHBEPI€HTHOTO
mudpoBaHus.

VYupasnenue 0€301MacHOCTHI0 00JaUYHOM Cpelibl TOCTOSIHHO HHTETPUPYETCS M N3MEHSETCS,
T.K. 3TO OOYCIIOBIIEHO TE€M, 4YTO 3JIOyMBIIUICHHHKH MOTYT HCIOJb30BaTh YS3BUMOCTH,
BBI3BAHHBIC  BIIOCICJACTBMM  HENPAaBWIBHBIX  MAaHUMYJSIIMU  TIOJB30BaTENeH WM
KOH(UrypanusimMu cuctemsl. [Ipucnoco0isieMocTs MOAETN 6€30MaCHOCTH SIBJISCTCS] KpUTHUYECKH
B)XHBIM TpeOOBAaHHEM IIPH PACCMOTPEHHH ee st 00IadHbIX cpen [8].

Metoanl ucciienoBaHus

B nanHo#t paGoTe Obul MpPOBEAECH aHANU3 CTaTed, pacCMaTPHUBAIOMIMX O€30MacHOCTh
o0ayHbIX BBIYMCICHUH M w3y4deHbl Meroabl mmdposanusi, AES, DES, 3DES, RSA u
OTpeZieNieHbl CIEAYIONINE TIapaMeTphl OLIEHKH, BKIIOUaloliee Bpems MH(PPOBaHUS U
nemupoBaHus, MPONYCKHYIO CHOCOOHOCTh M JUIMHY 3amu(poBaHHOTO TeKcTa. Bpems
npouecca mudpoBaHUS 3aBUCUT OT YBEIWYEHHs] KOJIMYECTBA CHMBOJIOB. Bpems mporiecca
Jnemn(poBaHusl MMOKA3bIBAET BOCCTAHOBJIEHHME HCXOJAHBIX JAHHBIX 10 MCTEYEHHIO KAKOT0-TO
MPOMEXKYTKa BpeMeHHU. BBIUMCINUTE €ro MOXKHO IO cleayroleit ¢popmyne:

Time = Timeend — TiMestart (1),

rae Time o3HadaeT motpebiisiemoe Bpemsi, Timeend — Bpemsi okoHwaHust u Timestart —
BpeMs Havaa.

O} heKTUBHOCTh AITOPUTMOB OOECTICUCHHSI 0€30MacHOCTH B OOJIAYHBIX BBIYUCICHUSIX
MOYKHO TPOAHAIN3UPOBaTh C TIOMOIIBIO €ro MpOMyCKHOM crmocoOHocTH. IlpomyckHas
CIOCOOHOCTh aJTOPUTMA TPSMO MPOTOPIHUOHATBHA TPOU3BOJUTEIBHOCTH, T.€. YEM BBIIIC
NPOM3BOAUTENBHOCT, TEM BBINIE TPOMyCKHas crnocoOHocTh [8]. Popmyma, Koropas
paccYMTHIBaeT MPOMYCKHYIO CIIOCOOHOCTh METOJIOB IMH(POBAHHS, BBITJISIIUT CIEAYIOIIAM
obpa3zom:

Th = Sizepiain_text / TiMeenc 2

rae Th o3HauaeT MpoMmyCKHYH CIIOCOOHOCTh, SiZEeplain_text — pa3Mep OOBIYHOTO TEKCTa U
Timeenc — BpeMsi KOJMPOBAHHSI.

ITpu mm¢ppoBaHNM Ha CTOPOHE KIIMEHTA JJaHHbIE U (PYIOTCs Mepe]] 3arpy3Koil Ha cepBep,
a 00beM 3arpy’KeHHbBIX JIaHHBIX HAIpsSIMYIO BIUSET Ha Bpems nepeaauu [9].

3ammra cepBHCOB OOJAaYHBIX CHCTEM HE OTPaHHUYMBAIOTCS MIM(pPOBaHHEM, TAKKE Ui
ATOr0 HEOOXOAMM KOMIUIEKCHBIH MOAXOJ, MPEAyCMaTpUBAIOIIUNA BECh MKU3HEHHBIM ITHKI
IPOIIECCOB OOJAUHBIX CHUCTEM, 3aBUCHUMOCTEH, MEXCEpBUCHBIX B3aWMOJICHCTBHI, BBI30OBOB
BHEIITHUX OMOINOTEK, YSI3BUMOCTH.

IIpu paccmoTpenuu Oe30macHOCTH OOJIAYHBIX CEpPBUCOB Kak SaaS, orpenenstorcs
XapaKTePUCTHKU TOBEIEHUS MPWIOKEHUS U YSI3BUMOCTH CHCTEMBI. [IpuioeHuss MOKHO
KJaccu(uUIUpoBaTh 10 XapakTepy IMOBEIEHHUs CIeAyIOIMM o0pa3oM: 0e30MacHbIH,
BPEIOHOCHBIN U ys3BUMBIN. COCTOSIHME NPUJIOKEHUS JAUArHOCTUPYIOTCA C TOYKU 3PEHHUS
NOTEHIMAJIBHOTO PHCKa, NMPOBEPKU MOBEACHHUS M Yrpo3 Oe3omacHOCTH. Puck Oe3omacHOCTH
MOKHO TMOJpa3feuTh Ha KPUTHUECKYIO, BBICOKYIO, CPEAHIOI M HHU3Kyr0. s Kaxmoro
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oOHapy»XeHHOr0 HE0E30MacHOro IMOTOKa YPOBEHb pPHUCKA pPaBEH MaKCHMAalbHOMY YPOBHIO
06e30macHOCTH ero uctounuka [10].

Pe3ysabTathl U 00CyKIeHHE

B nmanHOW paboTe OBUIM WCCIIEAOBaHBI BOIPOCHl OpraHM3alMd M OOCCIICUYCHUS
0€30MacCHOCTH B OOJAUHBIX BBIYMCICHHMAX M HaleleHa Ha onpezaencHue 3(P(EeKTUBHOCTH
QITOPUTMOB 3allIUTHI OOJIAYHBIX CHCTEM B IeioM. [Ipu auarHocTHke 0e30MacHOCTH HY)KHO
paccMaTpuBaTh €T0 B COOTBETCTBUU C OCHOBHBIMH MOJICTISIMH OOJIAUHBIX BBIYMCICHUN: B TUIaHE
uHppacTpykTypbl kak cepBuc (laaS), mmardpopmer kak cepuc (PaaS) um mnporpammuoe
obecrieyenne kKak cepBuc (SaaS). 3amuTa CEpBHCOB OOJAYHBIX CHCTEM IPHUMEHSETCS
KOMIUIEKCHBIH TOAXOI, MPEIyCMaTPUBAIONINIA BECh JKU3HEHHBIN IHMKI TPOILECCOB O0IaYHBIX
CHCTEM, 3aBUCHUMOCTEH, MEXCEPBUCHBIX B3aUMOCHCTBUH, BBI30BOB BHEIIHUX OWOIMOTEK H
YSI3BUMOCTH.

BrpiBoanbl

PaccmoTpeB BOIIpOCH OpraHuW3alid W O00ECICYCHWHM O€30MacHOCTH B OOJAYHBIX
BBIYHMCIICHHSIX MOXHO CJI€JIaTh BBIBOJ O HUKECIICAYIOIIEM:

- HE PEKOMEHJIYEeTCsI pa3peiiaTh peecTpaM i COMHHUTEILHBIM CITy)k0aM paboTaTh B 00JIaKe;

- HY’)KHO CJICIUTH 3a TEM, YTOOBI HUKTO HE TOJYYHJI JOCTYI K HHGOPMAIMH O KPEIUTHBIX
KapTax U TPaH3aKIUIX;

- YYETHBIE JaHHBIC JJIs BXOJa B 00JIAUHYIO CHCTEMY JIOJDKHBI OBITh HAJIC)KHO 3aIlMIICHBI,
MEXaHU3MbI 0OMEHa YYETHBIMU JAHHBIMU JIOJDKHBI OBITh YCTAHOBJICHBI JIOJDKHBIM 00pa3oM;

- coeguHenuss APl mexnmy wmonmensMu 0OCITy)XMBaHUS JOJKHBI OBITh IPABUIIBLHO
YCTaHOBJICHBI;

- KpUTEpUU CETEBOH 0€30MacCHOCTH JODKHBI COOTBETCTBOBATH YPOBHIO 0€30MacHOCTH
laaS;

- HY)KHO TICPHOIMYCCKHU BBITIOJIHIATh CKAHUPOBAHUE YSI3BUMOCTEH U ITPOBEPKY HACTPOECK;

- mu¢poBaTh JaHHBIC, HAXOAIINECS Ha 00JJa9HOM CEpPBUCE;

- HE00XO0IUMO UCTIOIB30BaTh IBYX(PAKTOPHYIO ayTeHTU(PUKAIIHUIO JUISl TOCTYTAa B CHCTEMY;

- HEO0OXOUMBI KOMIUICKCHBIC MPOIEAYPhl 0€30MaCHOCTH W yIPABICHUS JaHHBIMH, T.C.
BBITIOJHATH ACAYTITUKAIUIO JaHHbBIX.
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Angarna. byn 3eprreydiH e3ekTimiri, OYTiHri TaHma, OYITTHI XKyHenepai KOJMAaHyIIBLIAPIbIH
Oenrini Oip TomTaphkl FaHa eMec, COHBIMEH KaTap KONTereH KOMIIaHUsUIAp OJIap/bl JAepeKTep KOWMackh
peTiHze JKoHE JEepeKTepMEH anMacy YIIiH mnaijganaHanel. Bynrtel ecenteynep minardopma sapochl,
uHTepdeiic, AepeKTep KoWMachl, KOJIaHYIIbUIapAsl 0ackapy, KOCBHIMIIAJIApbIH JKYMBIC KacayblHaH
KypanaThlH HETI3ri KOMIOHEHTTEP/ICH TYpPajbl, COHIBIKTAH JXYWEHI TyTacTail MOHUTOPHHT YpTi3il,
onapJblH KOpFallyblH KaMTaMachl3 €Ty Kepek. THiciHIlie, ochl Makanajga OYJITTHl ecenTeyliepre KoHe
OHBIH 9p TYPJIi Kayilci3aiK TacuaepiHe, COHai-aK CHMMETPHUSUIBIK KOHE aCUMMETPHSUIBIK KiJITTepMEH
mmdprayasl ’Ky3ere achlpaThlH JepeKTepAl MHUQpey 9icTepiHe epeKile Ha3ap ayJapbuiibl. ByiTTel
ecenTey XKyHheci op TypJii Kayilci3aik KaTepiiepide, atan alTKaH1a, KYIHSUIbUIBIK, TYTaCTHIK, JePEKTEPIiH
KOJDKETIMAUIIT )KoHE OYIITTH HHPPAKYPBUIBIM KayinTepiHe YIIbIpaybl MYMKiH.
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Abstract. The relevance of this study lies in the fact that today not only certain groups of users use
cloud systems, but also many companies use them as a data warehouse and use them to exchange data.
Cloud computing consists of such basic components as the platform core, interface, data storage, user
management, application operation, which must monitor the system as a whole and ensure their
protection. Accordingly, in this article, special attention has been paid to cloud computing and its various
security approaches, as well as data encryption methods that perform encryption with symmetric and
asymmetric keys. A cloud computing system can be exposed to various security threats, namely
confidentiality, integrity, data availability and cloud infrastructure threats.

Keywords: cloud computing, security, privacy, Docker, Kubernetes
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