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Abstract In this article the final proof of the equivalence of polynomial (P) and non-polynomial
classes (NP) are provided within the given Klaus Schneider’s regular expression forms which tend to be
exponential in size and the problem in overall is seen to be in EXPTIME and EXPSPACE and, thus, NP-
complete. We provide the full history of this proof with the experimentally obtained results. Our
application of the obtained singular algorithm in terms of computational complexity responds to the
famous theorem like “P versus NP”” which wasn’t solved before and now is resolved in this work. We will
also discuss the future of the question from past as the novel proof is given.

Keywords: P versus NP, regular expressions, finite automata, proof.

Introduction

At first, we will give the definition of the problem for arguments like regular expressions [1]
and finite automata which are constructed from these expressions using various types of algorithms
like Thompson Construction [2], Berry-Sethi Method [3] and Rabin-Scott subset construction [4].

Regular expressions represent the modern tool of fast parsing and evaluation of textual data
[5]. In this work they’re defined as follows with respect to the L(r) function, which defines the set
words in regular language:

L(e) = { } — empty language;

L(@) ={a]ain A}, where A is an alphabet of the regular language;

L(ry|r2) = L(ry) + L(r2), union of two languages;

L(r1 - r2) = L(r1) - L(r2), concatenation of two language;

L(r") = L(r)", Kleene closure or star operator which defines infinite number of repeats.

In addition to the basic set which was standardized by POSIX and is supported by many
regular expression flavors, we define the additional set of operators like intersection subtraction
and complement [6].

Thompson’s algorithm gives the broad evidence of the existence of non-deterministic finite
automata (NFA) which imply the recursive construction for each type of operator. This algorithm
is known to be practical in sense of the difficulty of implementation as it linearly depends on the
size of the input, which is given by regular expression.

Berry-Sethi algorithm is a way of representing the derivative of the regular expression and
construct DFA directly by applying necessary set of rules. There is an implementation based upon
Abstract Syntax Trees (AST) [7]. In the original paper [3] the algorithm also supports extended
operators.

Rabin and Scott present the subset or powerset construction to convert existing NFA to DFA
[4]. This problem is NP-complete as it lies in EXPTIME and EXPSPACE class on the example
given by Schneider Klaus [8].

We will further show the equivalence of contrary classes like P and NP due to the complexity
— the problem by itself is stated in [9].

Schneider’s canonical forms

As it was stated before in [8] there’s a definition of the subset of regular expressions which
lead to the effect known as state explosion when the number of states grows exponentially. We
parametrize these expressions using t-constant which defines the number of repeating subgroups

in Schneider’s expressions which lead to the complexity O(2'*!) over binary alphabet:
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@lb)"-b-(alb)-(alb)...(a|b)=(a|b) - (a|b)"

As the size of the DFA in subset construction for the above expression grows exponentially,
it’s obvious that this problem is NP-hard.

In this section we give the Turing tape automaton which depends on the parameter t and
function f(r, t), this function is defined as follows:

f(r,t) ={r [|r] - t] =“b” }, where r is the regular expression input and matching string and t
is a free parameter.

As we can see from the above function definition, it follows that the problem is solved in
time and space O (1), rather than the proof by Schneider [8] that the overall task is exponential and
thus empirically is impractical as many other NP-complete problems [10].

Pre-history of the obtained results

As we have proved the “P versus NP” theorem that P and NP classes are equivalent due
to the problem which can be reduced to the NP-complete and the fact that there’s minimal
polynomial solution to this problem.

We have gone through the experimentation time which is described in [11, 12]. There we go
through the definition of polynomial and non-polynomial methods of evaluation in concordance
to the algorithm design and structure [11] for both classes. In [12] the rigorous proof is defined;
however, it still wasn’t shown that there exists the reducible function as it’s defined in the previous
section.

Present time fuzzy methods

The Ant Colony Optimization or, simply, ACO [13] is a well-defined heuristics method
which is most known for the present time in order to solve NP-complete problems like Vertex
Cover Problem (VCP) [14] or Travelling Salesman Problem (TSP).

Probably soon the quantum or alternative computing models will show more convenient
methodology towards solving NP-complete problems for at least fuzzy threshold, meanwhile,
ACO still remains very popular and easy to implement as its complexity converges to cubic with
respect to the size of the input data.

The quantum computing still remains a modern trend in solving the algorithmic tasks, it’s
shown that with given amount of energy NP-complete problems can be solved in linear time [15].

Discussion on “P versus NP”

As to the Karp’s 21 NP-complete problems [16], we have developed the stable polynomial
solutions to the some of them which we met practically: for example, TSP which can be
approximately using ant colony optimization is of graph theory and deals with shortest paths,
which, in turn, can be vital in GIS-systems.

According to our recommendation the best way to represent the function in equation
following in this section for solving the NP-hard problem (NP-complete) is the usage of already
developed method by Richard Bellman presented in his famous work in [17]: this method is called
dynamic programming, or simply DP. We will use DP in solving our NP-complete problems.

To this moment, the solutions presented by author in this work which are known to be NP-
complete are as follows:

1. TSP uses weighted graph structure to represent the routes between pairs of cities on the
map; the goal is to find the shortest path visiting all the cities around the built path.

2. Back-reference problem: the problem can be represented as a satisfiability or vertex
color problem which are known to be NP-complete [18]; the problem is to find the referencing
string of the previously captured group in the pattern: this back-references feature is often met in
the modern programming languages like Perl, Ruby, Python, etc. [19]

5
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3. Vertex Cover Problem (\VCP): the problem is to cover all edges in graph using minimum
or pre-defined number of vertexes; due to the [14] it’s known to be NP-complete within the almost
quadratic complexity measure.

Even though the “P versus NP’ theorem was presented by Stephen Cook in his work [9] and
was also included as one of the Millennium Theorems by the Clay Mathematics Institute [20], we
have proved the equivalence of P- and NP-classes. The main question arises of how to devise the
function F(x): to answer this question we will use Dynamic Programming as the main standard in
solving the above NP-complete problems like TSP, Back-reference and VCP.

The solution of TSP is exact and can be found in the following dynamic recurrence
relation:

F(x,n) =min{F(y,n—1) +d(x,y)}.

Where in the above equation the x and y are variables for cities in the graph and d(x, y) is the
distance function; n is the number of cities passed before as well.

This equation holds true for specific cases when we have a non-full graph: full graphs are
usually represented by matrix.

The next problem is about back-referencing in regular expressions: we solve it by applying
the same dynamic programming paradigm (DPP) — it can be noted that according to OLAP data
cube construction in Business Intelligence systems, the same holds true within the dimension of
incoming string with the position of the searched symbol during the matching process.

Thus, the following relation holds true:

F(backreference,position) = F(backreference, position + 1) - string[position]

In the VCP we build the “concordance”-network of the vertexes in graph G (V, E) (V is the
set of vertexes and E is a set of edges) within the cardinality between the pairs, or set in general,
when there are common edges.

The function F(x) for the two vertexes, thus, can be represented as follows due to the set
intersection theory:

F(u,v) = deg(v) + deg(u) — deg (u, v),

Where in this equation the function deg(v) is the cardinality of the vertex in graph, which is

usually represented by the set of adjacent edges.

Strict proof of P = NP

The strict proof relies on the fact that there’s a unique transformation [12] of algorithm
to be EXPTIME-complete which runs in minimal possible time O(1). This fact gives us the
observation that any NP-complete problem can have a deterministic and minimal complexity
solution on automata with marks. The algorithm self is defined in [11]. Thus, from all the
transformations we choose one which has the minimal complexity of the source algorithm.

Acknowledgements

We respect the researchers from ResearchGate™ community who contributed to this
important proof in the area of Computer Science and Applied Mathematics as to know that the
problem can be solved efficiently means to solve it exactly and without any obstacles.

Conclusion

We have shown that there exists the solution in singular complexity O(1) for exponential
or even NP-hard and NP-complete problem as it was presented by Klaus Schneider.

The notable fact is that this complexity is minimal possible and, thus, gives us the possibility
not only to conclude that P equals NP, but also a knowledge of having different computational
models to solve NP-complete problems.

As we have showed the equivalence of the minimal and maximal classes of complexity, we
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still have to make both ends meet and propose the future of research in order to obtain efficient
and polynomial algorithms to the NP-hard problems.
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AKBIPFbI ABTOMATTAP MEH TY¥PAKTbI OPHEKTEP IIEHBEPIH/E P ’)KOHE NP-
A1 COTTI CAJIBICTBIPY TYPAJIbI
K. H. CorbaeB atpramarsl Kazak yITTHIK TEXHUKAIBIK 3€pTTEy YHUBEpCUTeTi, AnMatel, Kazakcran
mspmail598@gmail.com
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AnpaTtma. byn wmakamanga kenemi OoiiblHINIA SKcroHeHIManael OonateiH Kiayc Illnatinepnig
TYPaKThl ©pHEKTepiHiH OepinreH ¢opmanapsl meHOepinaeri kenmyiemk (P) jkoHe KeNMMYIIETiK eMec
ceiHbINTapAbIH (NP) sKkBUBaIEHTTUTIM HIH HAKTHI JQJIENI KENTipiireH sxaone Macene xannbl EXPTIME sxone
EXPSPACE-Te kapacTbIpbliaisl xoHEe ochliaiiiia NP-TonbIK 60aabl. DKCIIEPUMEHTTIK HOTIXEIEPMEH
OCBI JIQJIETIJIIH TOJNBIK CUITATTaMAaChl KeNTIpUIIi. AJBIHFAH CHHTYJISPIIBIK aJITOPUTMII €CETTey KypJeIiIiri
TYPFBICBIHAH KOJIZIaHYBIMBI3 OYPBIH MIemIiIMereH, 0ipak Ka3ip ochl )KyMbICTa MICNIITeH Oenrini xoHe "P
NP-ra kapcel" TunTi TeopeMara coiikec keneni. CoH/aii-aK kaHa JIoJeN KeNTIPUITeHIIKTEH, MOCeleHIH
Oonalarpl 6TKEHHEH TaJIKbLIAHA B,

KintTik ce3aep: P xxone NP, TypakTsl epHEKTEp, aKBIPJIBI aBTOMATTAp, AOJIE.
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OBb YCIIHEIIHOM CPABHEHHUHU P 1 NP B PAMKAX KOHEYHBIX ABTOMATOB A
PET'YJISIPHBIX BBIPA’KEHUI
Mpeip3axmeTt ChI3ABIKOB
Kazaxckuii HallMOHAJIBHBIN UCCIIe0BaTENbCKUN TexHnueckuii yuusepcuteT umenu K.M. CaTtnaesa,
Anmartel, Kazaxcran
mspmail598@gmail.com
ORCID ID: https://orcid.org/0000-0002-8086-775X

AHHOTauMss. B »9TOll cTarbe NPHUBOOUTCS KOHEYHOE [OKA3aTEJIbCTBO HKBHBAJICHTHOCTH
nosmHOMUaNbHBIX (P) 1 HemonmHoMuanbHBIX KiaccoB (NP) B pamkax nmpuBeIeHHBIX (HOPM pEryJIspHBIX
BeIpaxxernii Kirayca [1IHaiinepa, KOTOpsle HMEIOT TEHACHIINIO OBITh SKCIIOHEHIIMAIBHBIME TI0 pa3Mepy, U
npobiema B 1iennoM paccMatpuBaeTcs B EXPTIME u EXPSPACE u, Takum o6pa3om siBiisieTcst NP-11oHOiA.
Mbl OpuUBOAMM TMOJHYIO HCTOPHIO STOTO JIOKA3aTEeNbCTBA C DKCHCPUMEHTAIBHO TIONTYYCHHBIMU
pesyapTaTamu. Hame mnpuMeHeHHE TOMYYEHHOTO CHHTYJISIPHOTO allOpPUTMa C TOYKU 3PEHHS
BBIUMCIIUTEIHHON CIIOKHOCTH COOTBETCTBYET M3BeCTHOU Teopeme Tuma “P mporus NP, koTtopas panee He
ObLiTa perieHa, a Temeps pelieHa B 3Toi padore. MblI Takxke 00cyuM Oyayliee Bompoca 13 MPOILIoro 1Mo
Mepe TOTo, Kak Oy/IeT MPUBEJCHO HOBOE JI0KA3aTeIbCTRO.

Kurouessle ciioBa: P npotus NP, peryisipHbie BEIpa)KEHUS, KOHEUHBIE aBTOMATBHI, TOKA3aTEIbCTBO.
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Abstract. We talk about using the Maple package for abstract cubic interpolation analysis. We
review the capabilities of the package and provide an in-depth analysis of cubic spline interpolation. Our
analysis shows the effectiveness of this method in solving complex problems in different fields. In this
analysis, we will examine the basics of cubic spline interpolation, including how it works, its advantages
and disadvantages, and how to implement it using the Maple software package. We will also discuss some
real-world applications of cubic spline interpolation, such as data smoothing and curve fitting. Through
this analysis, we hope to provide a comprehensive understanding of cubic spline interpolation and its
importance in various contexts. Using Maple, cubic splines can be easily calculated, plotted, and even
manipulated to suit specific needs. In addition, Maple allows the creation of interactive graphs, which can
be used to explore the properties of cubic lines and gain a deeper understanding of their behavior.

Keywords: Cubic spline interpolation, maple package, Polyinterp.

Introduction

Cubic spline is a powerful method for approximating functions. It is a mathematical
technique that allows us to construct a smooth curve that passes through a set of given data points.
This is useful in many applications, such as computer graphics, engineering, and finance. In cubic
spline interpolation, we divide the data set into segments and fit a cubic polynomial to each
segment. The polynomials are then joined together in a way that ensures that the resulting curve is
continuous and has a continuous first and second derivative. Maple is a software program that
provides built-in functions and tools for cubic spline interpolation. It makes the process even easier
and allows for the creation of interactive plots. In this conversation, we will explore the conclusion
of using cubic spline interpolation in Maple. It is useful and beneficial to express relationships in
data using functions. This allows us to estimate dependent variables at values of independent
variables that are not given in the data. This work is done in MAPL using the interpolation method
[1, 2]. The Maple software offers the most recent numerical analysis applications in a quicker and
more effective manner, which has helped to solve significant scientific and technical problems [3].
Maple is a powerful math solver and versatile math learning tool that provides 2D and 3D diagrams
and even step-by-step solutions with detailed answers. Whether you're doing simple calculations
or working on advanced math problems, Maple Calculator can do it all. It should be noted that a
residual term is not calculated by the Cubic Spline command, so we cannot use it with the
polynomial interpolation command Remainder Term or InterpolantRemainderTerm, and the
remaining term is interpolated from a structure command. Because this method works numerically.
That is, the inputs that are not numerical are first evaluated with floating point numbers before
continuing the calculations so that they can be analyzed computationally [8]. Less spline means
more distance between nodes [4]. Traditional termination conditions for cubic spline interpolation
include the values of the first or second derivatives of the interpolation functions at the boundary
interpolation nodes. The node-free boundary condition proposed by de Boor (1985) is a kind of
cubic spline interpolation boundary condition for practical application without the requirement of
derivatives at the end nodes. However, a significant disadvantage of such end conditions is that
there is a sharp decrease in interpolation accuracy at boundary distances [5]. Interpolating cubic
splines are popular for fitting data because they use low-order polynomials. Cubic contours are
widely used to fit a smooth continuous function through discrete data. They play an important role
in fields such as computer graphics and image processing, where smooth interpolation is essential
in modeling, animation, and image scaling. For example, in computer graphics, interpolation cubic
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lines are often used to define the smooth movement of objects and cameras that pass through user-
specified positions in a key frame animation system. In image processing, splines are useful in
implementing high-quality image magnification [6]. Another good feature of the Maple package
is that the Maple software has many features, including converting outputs to MATLAB codes and
LaTeX commands [7]. In the Maple package, it returns the linear system of equations used to solve
the cubic spline interpolants. It should also be said that the Linear System command retrieves the
matrix and vector in the linear system of equations that were solved when calculating the cubic
spline interpolants. A POLYINTERP structure is created using the Cubic Spline command. It
should be noted that the Linear System command only accepts interpolation structures created
using the cubic Spline command, since the cubic spline interpolation method is the only method
that has an associated linear system[https://www.maplesoft.com/images2015/Maplesoft_logo2x.png].

Materials and methods

We perform cubic spline interpolation on a set of data using the Maple package. The points
given by the Cubic Spline command are cubically interpolated so that all the derived data is stored
in @ POLYINTERP structure. so that we can transfer them to various interpolation commands
under the [Numerical Analysis] student package. There we can extract and manipulate information
well. In Maple, the Spline command can be used to perform cubic spline interpolation with natural
boundary conditions. Natural boundary conditions assume that the second derivative of the spline
function is zero at the endpoints of the interval [3,4]. This means that the spline curve will be linear
outside of the interval defined by the data points, resulting in a smoother curve compared to other
boundary conditions. To use natural boundary conditions in Maple, first input the data points as a
set of ordered pairs. Then, use the Spline command with the option method=string[“natural”]. The
resulting curve will be a piecewise-defined polynomial function that passes through the data points
and has continuous first and second derivatives. The plot command can be used to visualize the
resulting curve. Maple's Spline command can be used for cubic spline interpolation with clamped
boundary conditions. Clamped boundary conditions are used when the first derivatives at the
endpoints are known. This means that the curve will have a fixed slope at the endpoints, which
can be useful in some applications. To use clamped boundary conditions in Maple, you can specify
the first derivatives at the endpoints using the left and right options in the Spline command. Cubic
spline interpolation with clamped boundary conditions can be useful in a variety of applications,
such as in engineering and physics, where the slope of a curve at the endpoints may be known or
constrained. One of these applications is in the field of optics, where it is used to determine the
refractive index of a material as a function of wavelength [2]. In addition, cubic spline interpolation
is also used in numerical simulation of physical phenomena, such as solving partial differential
equations [1]. Another application of cubic spline interpolation is in the field of experimental
physics, where it is used to interpolate experimental data to obtain a smooth curve that can be used
for predictions or to fit a theoretical model [ 2]. In general, cubic spline interpolation is a powerful
tool for physicists to analyze and interpret data and make predictions about physical systems.

Cubic Spline Interpolation

A cubic spline is a mathematical function used to interpolate between points of data. It is a
piecewise-defined function composed of cubic polynomials. Cubic splines are commonly used in
engineering and scientific applications where the smoothness of a curve is important. They are
particularly useful for approximating complex shapes or curves that cannot be easily represented
by a simple mathematical function. In this analysis, we will explore the fundamentals of cubic
spline interpolation, including how it works, its advantages and disadvantages, and how to
implement it using the Maple software package. We will also discuss some real-world applications
of cubic spline interpolation, such as data smoothing and curve fitting. Through this analysis, we
hope to provide a comprehensive understanding of cubic spline interpolation and its significance
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in various fields. In Maple, you can use the spline command to perform cubic spline interpolation.
The spline command takes in two vectors, x and y, where X contains the x-coordinate data points
and y contains the corresponding y-coordinate data points [8].
Here's an example of how to use the spline command in Maple:
x:=[0,1,2,3,4];
y:=[1,3,2,4,1];
s := spline(x,y);

In this example, x and y represent the data points we want to interpolate. The spline command
returns the function s representing the cubic spline interpolation of the data. We can use the plot
command to visualize the spline. This will plot the cubic spline interpolation of the x and y data points.
In general, the spline command in Maple makes it easy to perform cubic spline interpolation and gain
insight into the behavior of a function [2,3].

Examples

> with(Student] NumericalAnalysis]) :

> xy:=[[0,4.0],[0.5,0],[1.0, -2.0], [1.5,0], [2.0, 1.0], [2.5, 0], [3.0, -0.5]]

xy =[[0,4.0],[0.5,0],[1.0, -2.0], [ 1.5,0], [2.0, 1.0], [2.5, 0], [3.0, -0.5]]
> pl := CubicSpline(xy, independentvar = x) :

> expand(Interpolant(pl))

4. — 8.48076923076923 x 4 1.92307692307692 x°
-5.13461538461539x + 3.44230769230769 — 6.69230769230769 x> + 6.38461538461538.
21.2884615384615 — 58.6730769230769 x + 46.8461538461538x> — 11.4615384615385
15.0576923076923 x — 15.5769230769231 — 2.30769230769231 x> — 0.538461538461538.
-64.8076923076923 + 88.9038461538461 x — 39.2307692307692x° + 5.61538461538461.
-52.4423076923077 x 4 52.9807692307692 + 17.3076923076923 x* — 1.92307692307692.

> Draw(pl)

| o data pomts mterpolating polynomual - cubicsplne |
Cubie spline mterpolation natural houndary conditions.

Figure1 = Cubic spline interpolation natural boundary conditions.

> p2 = CubicSpline(xy, independentvar = x, boundaryconditions = clamped(0, 6) ) :
> Draw(p2)
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(%)

| °  data pomts mterpolatng polynomial - cubicspline |
Cubiz spline mterpolation clamped boundary conditons.

Figure 2- Cubic spline interpolation clamped boundary conditions.

To conclude a cubic spline in Maple, you can use the spline command. This command
requires the input data points and generates a piecewise cubic polynomial that passes through
each of these points. The resulting spline function can be used to interpolate values between the
input data points.

Conclusion

Cubic spline interpolation is a powerful method for approximating functions that are not
easily modeled using traditional methods. With Maple, the process of computing cubic splines is
made even easier due to its built-in functions and tools. By using Maple, one can easily compute
cubic splines, plot them, and even manipulate them to fit specific needs. Additionally, Maple
allows for the creation of interactive plots, which can be used to explore the properties of cubic
splines and gain a deeper understanding of their behavior. Overall, Maple is an excellent tool for
anyone looking to utilize cubic splines in their work. Maple is a great software program that
provides built-in functions and tools for cubic spline interpolation, making the process even
easier. With Maple, you can create interactive plots and explore the behavior of the function in
question. In conclusion, using cubic spline interpolation in Maple can be a great way to
approximate functions and gain insights into their behavior. With its user-friendly interface and
powerful tools, Maple makes it easy to work with cubic spline interpolation and explore the data
in question. Whether you're a researcher, student, or professional, Maple can help you make sense
of your data and gain a deeper understanding of your subject matter. Overall, cubic spline
interpolation is a powerful tool for physicists to analyze and interpret data in a meaningful way.
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MAPLE NAKETIH NAUJAJIAHBII TEKIIE CIIJIAMHIAPBIHBIH
HHTEPIIOJALIUACBIH TAJLIAY
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Anjarna. bi3 Tekie HHTEpHONSAIHSHBI IepeKci3 Tanaay yiuin Maple 6GymachiH naiiaanany Typaibl alThII
OTBIpMEBI3. bi3 MakeTTiH MYMKIHAIKTEpiH KapacThIpaMmbl3 KoHE TEKIe CIUITAWHAapMEeH WHTEPIIONAIUIFa TEPEH
Tannay >kacaMei3. Bi3NiH TaimaybpIMBI3 op TYpIi cajalap[arbl KypIeli MoceJeNepHi IIenryle OChl oMiCTiH
TUIMIUTITIH KepceTeni. byt Tanaayaa 013 TeKIle CIjIaifH MHTEPIIONSIUACHIHBIH HET13IePiH, OHBIH KaJjlall )KYMBIC
ICTEHWTIHIH, OHBIH apTHIKIIBUIBIKTAPEI MEH KEMITUTIKTEPiH jkoHe oHBI Maple 6armapiaMalnbik, jKacakTaMachIMEeH
Kajail JKy3ere acelpyra OOJATHIHJBIFBIH KapacThlpambi3. bi3 coHpai-ak JepeKTepii TEericTey KoHe KHUCHIK
CBI3BIKTBI COMKECTEHIIIpy CHSIKTBI TeKIle CIUIAH HMHTEPIOJSAIUACHIHBIH KeWOip HaKThl KoJJaHOalapbiH
TankpuaiiMber3. Ochl Tanaay apKbUIbl 013 TEKIe CIIaliH WHTEPIOJSIHSICH )KOHE OHBIH OPTYPJi KOHTEKCTTEpIeT1
MaHBI3IBUIBIFBI TYPaJIbl XKaH-KAKThl TYCIHIK alaMbI3 7€M yMmiTTeHemi3. Maple kemeriMeH Tekiie CrutaifHmaapIbl
HAKThI KOKETTUTIKTEpre ColiKeC OHall ecenTeyre, ChI3yFa yoHe TinTi 6ackapyra 6onaasl. CoHbIMeH Katap, Maple
TEKIIIE ChI3bIKTAPBIHBIH KACUETTEPIH 3ePTTEY JKOHE OJIapblH MiHE3-KYJIKbIH TEPEHIPEK TYCIHY YIIIiH Naiananyra
0OJNaThIH HHTEPAKTHBTI rpaUKTEp i KacayFa MyMKIiH/IIK Oepe/ti.

KinTrik ce3nep: Tekie cruiaitn uaTepriosusace], maple makeri, Polyinterp.

AHAJIV3 UHTEPTIOJISIINU KYBUYECKHNX CINIAMHOB C HCITOJIb30BAHUEM
IHAKETA MAPLE
Sana Kann
VYuausepcurer Papad, Maiimana, Adranucran
e-mail: yalda.gani@gmail.com
ORCID ID: https://orcid.org/0000-0002-3030-5783

AHHoTamus. Mbl TOBOpUM 00 HCIOJb30BaHMM NakeTa Maple mais aOCTpakTHOrO aHaiM3a KyOHUYeCKOw
WHTEPIONAIUN. MBI paccMaTpuBaeM BO3MOXKHOCTH TMaKeTa M MPOBOJUM YIIIyOJEHHBIN aHATN3 WHTEPIIONIAINN
KyOndeckumu crulaiiHamMu. Ham ananns mokasbiBaeT 3(p()eKTHBHOCTH 3TOTO METOAA NPHU PEIICHHU CIIOXKHBIX
3aJad B pa3IM4yHBIX oONacTsaXx. B 3ToM aHanmm3e Mbl PAacCMOTPUM OCHOBHI KyOHUYECKOW CIUTaHOBOM
WHTEPIOJISAINH, BKIIIOYas TO, Kak OHa paboTaeT, ee MPerMyIIecTBa U HEJOCTATKH, a TAKXKE KaK €€ Pealn30BaTh C
MIOMOIIBIO TporpaMMHoro nakera Maple. Mbl Takke 00CyJUM HEKOTOpbIE pealibHble IPUIIOKEHHS KyOHnuecKon
CIUTAHHOBOW MHTEPIIOJIALNY, TAKHE KaK CIVIaXKUBaHKUE JAHHBIX M MOJATrOHKa KpUBOW. C MOMOIIBIO 3TOTO aHAIU3a
MBI HaJIeeMCsl TIOJTyYUTh BCECTOPOHHEE MPEICTABICHUE O KyOUYeCKOH CIUTallHOBOM HHTEPIIOJISIIINHI U €€ BAXXHOCTH
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B pa3IMYHBIX KOHTEKCTaX. Mcnonb3ys Maple, kyOnueckue CriaifHbl MOXKHO JIETKO BBIYHCIISITD, CTPOUTD Tpaduku
U 1a)kKe MaHUITyJIUPOBAaTh UIMU B COOTBETCTBHHU C KOHKPETHBIMH noTpeOHOoCcTsIMU. Kpome Toro, Maple no3sosser
CO3/1aBaTh HHTEPAKTHBHBIE IPA(HUKH, KOTOPBIE MOJKHO MCIIOJIb30BATh AJISl U3YUEHUs CBOMCTB KyOHMUECKUX JIMHUN
U ToJTyueHus Oosee riryOoKoro MOHUMAaHUsI WX MTOBEICHUSI.

KuaroueBbie ciioBa: KyOuueckas cruiaitHoBast HHTeproisinus, naket maple, Polyinterp.
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9KK 378.147

BUPTYAJIAbI HIBIHABIK. BIJIIM BEPY CAJIACBIHJAAFBI 7)KAHA
TEXHOJIOTI'UAJIBIK 93IPJIEMEJIEP I HAFII[AJIAHY
OpaszeiMOer M.M, Typrantaesa A.P.
Anp-®apadu arerHnare! Kazak yITTHIK YHUBEPCUTET
gruch2610@gmail.com, turalma63@gmail.com

Angarna. by GaceUIpIMAa BUPTYaNAbl MIBIHABIK TEXHOJIOTHSUIAPBIHBIH OlmiM Oepy cajachiHa
Tapanmy ceOenTepi, BHPTyanJbl MIBIHIBIK TEXHOJOTHSIIAPHl JKOHE ONApAbIH  (DyHKIMOHAIIIBIK
MYMKIHIIKTepi >KIKTeNreH, Oojamak coyleTIIUIepAi OKbITyIa KOJJAHBUIATHIH BUPTYaIAbl IIBIHABIK
TEXHOJIOTHSUIAPBIHBIH, KOCBIMIIANAPHI KenTipiniren. Kaszipri 3aMaHHbIH Oy aTprOyTTapbl OCBl YaKbITKa
JeWiH KAaIIBIKTBIKTAH OKBITY, ODJEKTPOHIBl TEXHOJIOTHSUIAPABI, MOOWIBII KOCHIMINAIAPABI >KOHE
ANEKTPOH[BI OKYJIBIKTApABl KOJNJAHY apKbUIBI OKBITYIBI KAMTHTHIH OiiM OepyzAeri TEeXHOIOTHSHBI
TYCiHy i KeHelTe . JKaHa TeXHONOTUSUTBIK IIBIHABIKTAP.IBI €CKEPE OTHIPHII, 011iM Oepy Ma3MYHBIHJAFbI
KOKETTI e3repicTepAi KapacThIpy KakeT, OKy IpolleciH Oackapy OHJAaiH e3apa opeKeTTecy
KOPCETKIITepiHe JIe KAKBIHAAYHl KepPEK.

Kiarrik ce3mep: BUPTYyabl HIBIHABIK, TOJBIKTHIPBUIFAH MIBIHABIK, OUTIM Oepyieri MMMEPCHBTI
TEXHOJIOTHSIIAP, COYIETIIIeP i Aasipiay, HHTEPAKTHBTI OKBITY OpTaIaphl.

Kipicne

byrinri Tanna GinimM 6epy BUPTYasabl xkoHe TOMBIKTHIPBUIFAH LIBIHBIK TEXHOJIOTHSIAPBIH
JAMBITY MEH €HT13yIiH €H MePCIEKTUBTI OaFbITTAPBIHBIH Oipi 00BN caHanabl. TeXHOIOTHSHBIH
KapKbIHABI JaMybl Ou1iM Oepy MpolieciHe ocep eTe anMajbl. AJIFalllKbl BUPTYaJbl IIBIH]IBIK
KYHenepiHiH apacblHIa (BHUPTyaiabl INBIHABIK, VR, >kKacaHgpl HIBIHABIK) YIIKBIIITAP/IbI
nailblHoayra apHanfaH MamuHanap Oonnbl.  COHFBl  KBUIAAPBl  BUPTYAAbl  IIBIHABIK
KOMIIBIOTEPIIIK ~ OWBIHAApAa KEHIHCH KOJJaHbuta Oactanmbl. byriari TaHma 1udpIiIbiK
TEXHOJOTHSUIAP/ABIH YPIAKTaPbIHBIH aybICybl BUPTYaJAbl IIBIHABIK CalachblHAA camaibl >KaHa
a3ipieMenep/iH naiaa OosyblHa SKeJAl, OyJI TEXHOJOTHSHBI XKallai KoHEe KbI3bIKThI OMBIHIAp
YILIiH Jie, eHJIipic TieH O11iM Oepy canachlHIaFrbl MoceseNep/li eIy YILiH J1e KOJaiibl eTyre yoae
Oepei.

BupTyanasl mBIHABIK TEXHOJIOTUSIIAPBIHBIH Ol1iM Oepy cajlachlHa TapallyblHBIH OipHelle
cebenTepi Oap:

TexHuKaNbIK kabapIKTay OarachblHBIH TeMeHJeyi. CoHFbl OlpHelle Kbulga yizne >koHe
Koci0u naiijaiany¥ra apHajiFrad 3aMaHayd VR KypbUIFbUIApBIHBIH OaFrackl aliTapabIKTall TOMEHETI,
OJlapbl KOJMKETIM/Ii €TTi.

VR acteina 6araapiiaMalbIK )kacakTama CaHbIHBIH Te3 ocyl. byrinri tanna VR-ne 6ipuemne
MBIH TYPJIi KOChIMILIAJIap Oap >KoHE OJap/IbIH CaHbl KYH CailblH apThI Kelei.

VR canacbiHga >KyMbIC ICTEWTIH ipi kKommanusuiapablH kebOeroi Oculus, HTC, Sony,
Microsoft, Samsung >xoHe Oackanapbl CHUSKTBI QJIbINTAP OCHl cajaja ©3 TEeXHOJIOTUsJIapblH
OyYpBhIHHAH €HT131IT KeJe/l.

VR-TexHomorusap/ sl OipkaTap canajapra €Hrizy: MyHaii-ra3 eHepKacibi, MalIiHa jxacay,
DHEPTeTHKa, METAJUTYprHsl, TeIEKOMMYHHKAIIHS, >KapHaMa JXoHE Tarbl Oackanap. Buptyammast
HIBIHJIBIK Y3aK YaKbIT OOMBI TEK OMBIH TAPUXbI OOTY bl TOKTATTHI )KOHE aJ]aM KbI3METIHIH OapiIbIK
cajayiapbiHa OeJIceH I TYpIe SHT131Ty/Ie.

Kenreren agamaap yiriH akaaeMUsJIbIK MaHCa KYHIBUIBIFBIHBIH Oip O6Jiri cTyAeHTTepre
OCHl CallaHblH OoNamaxK MaMaHIapbl OOJlyFa KOMEKTECY JKOHE OJIapIbIH BIHTA-XKITepiH
OackanapmeH Oemicy MYMKIHZITT OONBIT TaObUIaAbI; OChl CEOENTi CHIHBINTAH ThHIC YaKbITTa
OKYIIBIJIAP/Ibl Kapay J>KoHE Oakplaay oJapabl TITIPKEHIIpyl MYMKiH. byn OeiceHaunk meH
MOTHBAIMSHBIH ~OONMaybl HETI3IHEH CTyAEHTTepre OUIreHjepin Kojjga Oap OiuTiMMeH
OailTaHBICTHIPY KUBIH OOJIFaH Ke371e Mai1a 00J1a Ibl; 0JIap MacCUBTI XKOHE KEKE OKbIFaH Ke3/IC; erep
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akmapat Tek Oip per Hemece Oip JXOJIMEH TYCIHAIpijice, Oyl OHBIH ©3EKTUIIiH TYCIHY.II
KUBIHAATA/IBI, aJl erep MaTepHall SMOLUSIHBI TyIbIpMaca, OHJa OJI 9PEKET - PeaKIus TIKipuoeciH
Tyneipansl. CTyIeHTTEpIiH ©37epi YChIHFAH YFbIMIApAbl TYCIHY YIIiH OenceHai Oomybl eTe
MaHBI3/IBL.

3eprTey duicTepi

XKympicTa kemeci 3epTTey  ojicTepi  KOJMAHBULABL:  aKMapaTTHIK-aHATUTHUKAIBIK,
CaJIBICTBIPMAJIBI TANJAY, XKIKTEY oxicTepi. Tannay yImiH OTaHIBIK KOHE LIeTENIer1 pTypii Oitim
Oepy o0OBEKTiepiHIe BUPTYalIbl MIBIHABIK TEXHOJIOTHACHIH KOJJAHy Typajbl MaTepHai
KOJITAaHBUI/IBL.

3eprTey HOTHIKETEPi

Bupryanapl mBHIBIK TEXHOJIOTHUIAPHI OKBITYIbI KOPHEKI €Telli, OKYIIbUIap bl OeICeH i
0oJTyFa, oJIapbl OKY IIPOIIECIHE TOJIBIK TapTyFa MyMKiHIiK Oepeni (1-kecre).

Kecre-1 BupTyanapl MIBIHABIK TEXHOJIOTHSIIAPHI )KOHE 0JIap IbIH ()YHKIIMOHAIIBIFBI

Ne TeXHOJIOTUSIHBIH aTaybl DyHKIIMOHAIIBIK MYMKIHIIKTEPI
1 BupTyanapl mIbIHABIK Konimri BeO-KoH(DepeHusIapra
nuiemi KaparaHaa IObIHAiBL, TeneoHMEH
celsecyre yKcac
OeitHekoHepeHuusIap OTKi3yTe
MYMKIHAIK Oepei
2 MR TexHONOTUsCHI Katsicymsinapra 6ip-0ipiH HIBIHBIMEH
(Apanac mbIHIBIK, MR, JKaKbIH Ce31Hyre MYMKIHIIK Oepei.
apajac Hemece THOpUATi Mynpaii "BupTyanabl ke3gecynepi”
IIBIH/IBIK) BUPTYyaJIIbI casixarray, Oacka

MOJICHUETTEPMEH TaHBICY, HIET TLTIH
yilpeHy >xoHe T. 0. YLIIH KEHIHEH
KOJIIaHyFa 00Japl.

3 Buptyansl mbIHIBIK JKapaTplablcTaHy ~ TOHJEPIH  OKY
Ke311ipiri Ke3lHae BUPTYaJIIbI IIBIHBIK
KO3UIIpirt CTYACHTTEpre FhUIBIMU
3epTxaHanapja OoJiyFa, IIIBIHAWBI
BUPTYyaJAbl SKCHEPUMEHTTEPI1
Oaiikayra KoHE JXYprizyre, Makpo
XKOHE MHKPO OOBEKTUIEPMEH e3apa

OpEeKeTTecyTe, MaTeMaTHUKaJIBIK
00BEKTIIEp QJeMiHEe casxaT jKacayra
KOHE T. O

['ymMaHUTapaBIK ~ TOHIEPAl  OKY.
CrtyneHTTep TApUXH OKHFAJIAPIBIH
Mypakailappl MEH  OpbIHJIapbIHA
Oapyra, TapuXu TYJIFaapabiH
BUPTYaJIbI yJiriiepiMex
OaillaHpICyFa, OTKEH OKUFaIapIbI
KaiiTa Kypyfa >KoHe T. 0. MYMKIHJIK

aJaibl.
4 Cabax OKyFa KOMEK Buprtyanasl IIBIHABIK  OWBIHAAPHI
OoJtaThIH OMBIHIAP CTYACHTTEpre apTYpJli 00bEKTiIEpMEH

e3apa opeKeTTecyre faHa eMec,
COHBIMEH Karap oJapabl KypyFa,
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e37Iepl JKacaraH epexelepre CoukKec
OMIp CYpEeTiH BHPTyaJJIbl oJIEeMIi
KYpyFa MYMKIHJIK Oepeti.

5 Y1 enmremMal u3any Buptyanapl MBIHABIK YII ©JIIEMIl
HBICAHJAPJBl KOOAIAyAblH TaOUFH
KypaJIIapbIH YChIHAIBI.

6 Jarapimap st BupTyanapl MIBIHABIKTAFBI MOJIEIBIEP
KJIBIIITACTBIPY CTYJICHTTEpIe Kayilci3 »XoHe MYMKIiH
KATEIIKTEPICH KOPBIKNAl, HaKTHI
Karmanaa JaMybl Kayill TOHIIPETiH
HeMece ©Oacka IIGKTeyJepre Tar
00JIaTBIH JIaF IbLIAP b
KaJBIITACTBIPYFa MYMKIHIIK Oepeni
(OkaOIBIKTBIH ~ OOJIyBI,  JKYMBICTBIH
KBIMOATTBHIFBI, Oacka ajamjap YIIiH
Kayim >koHe T.0.). Mpicans, MR
KOCBIMINIAJIAPBI MEAWIIMHA CAAChIH/IA
OKBITY1a KOJITAHBLIAIbI.

Kazipri Tanma keneci KochIMIazap 931pJIeH/Ii:

MR Builder - Kypbuibic, coyner, xobanay KoMIaHHsuapbiHa O0O0BeKTiIepaiy 29
MOJIeJIbJIEPiH (6HEPKACINTIK KoHE A3aMaTThIK FUMapaTTap, JaHamadrrap, UHTEpbepIiep KoHe T.
0.) THIMJI TypJe YChIHYFA KOHE TAJKbUIayFa KOMEKTECETiH BUPTYaJAbI IIBIHIBIK;

MR Guide - Mypaxkaiinapga, KepMe CTEHATEpPIHIE OHE T. 0. roaorpadusIbIK
AKCKypCHsIIap xKacayra MYMKIHIIK OepeTiH BUPTYaJIbl IIBIHIBIK;

Holostudy, Microsoft HoloLens-ke apuanran 6inim 6epy Kocbimitiacel, oran MR cabakrapsr
KipeJi, OHJa 3epTTENeTiH 00bEKTiJIep MEH KYObUIbICTAp OKYIIBIHBIH JKaHBIHIAFbI KEHICTIKTE D0 -
rojorpammaiapsl TYpiHA€ YChIHBUIFaH.

By TexHomorusutap aibiCTarbl anaMAapAblH  BIHTBIMAKTACTHIFBIH OHAMIATaIbl JKOHE
xeHuaereai. bi3nin Oaianbic  TocinnepiMi3, YHIECIMIUTIK JKOHE YTKBIPIBIK CHUSKTHI
MYMKIHIIKTEpl KOCy YIIIH yHemi pertenenl. bipHeme 3eprreynepiai Tanjnay OChl KaHa
TEXHOJIOTUSJIAD YChIHATBIH MYMKIHJIKTI KOPCETTi, ®WTKeH1 ojlap (PU3MKaJBIK kKoHE LU(PIBIK
opTa, MeJua JKOHE ©3apa OpeKeTTecy O13/1H KYHJENIKTI eMipiMi3Jie apajacaThlH HIBIHIBIKTHIH
KaHa TYPIH Kacanbl.

Kapactoipsin xi0epcek. O31epiHi3 OUTeTIHAeH, KaJlaablK U3aiiH-OYJ1 ACTETHKA, MacIITad
YKOHE HKaJIIbI )Kep MEH KaJlaHbl CalyFa MYMKIHJIIK O€peTiH KYpBIIbIC CTpaTerusiapbl apachlHaF bl
nuainor. byn coynetmriieH ypOaHUCTHKAHbBI OKBITYIbI Tajam eteni [1]. AkaneMusuibIK TYpFbIIaH
IFaH/a, aKT KalaJblK HEMECe apXMTEKTYpalbIK *oOalapblH BU3YallIbl 9CEpiH 3epTTey YILIiH
KEHICTIKTIK KY3BIPETTUIIKTEPAl HWrepyni jKakcapTaabl. ATanm alWTKaHza, CIyJIeT >KOHE Kalia
KYPBUIBICHI KypCTapbl KYPhUIBICTBI OacTamMac OypbIH jK00aHBIH JKapaMAbUIbIFBIH Oaraliay /bl Tajar
eTesi, OYJT OKBITYIIBUTIAPABI CTYSHTTEPIIH AU3alHIb Kalall YChIHATBIHBIH KalTa KapacThIpyFa
MKOHE OChl Oaranay/ibl XKYpri3ydl yiipeHyre nTepMenensi.

Ocsuraiima, OUTIM amymbUIapIbIH OPTYpJIl OeiiHeNney TEeXHOJOTUSIIAPBIMEH JKYMBIC 1CTEY
JaFAbUIAPBIH JaMBITYbl JKOHE ©3 YCHIHBICTAPBIH JKAKCHIPAK JKETKI3Yy KOHE oyap K00aJalThiH
KEHICTIKTEep Typajbl aHATUTUKAIBIK OWIAyAbl JAMBITY YIIIH COHFBI TEXHOJIOTHSIIAPIBI XKobanay
nporiecine OipikTipyl MaHb3AbI [2]. ApXUTEKTypalblK OuriM OepyaiH OYyKil TapuxXbIHIA YII
eJIIEeM/II KEHICTIKTEP/Il TYCIHY XoHE BHU3yalW3alusiay OJETTe YII OJIIeMAl MOAEIbISpP MEH
BUPTYyabl BU3yAJIM3alUsIapiaH repi chiz0anap MeH (U3UKAIBIK MOJENbJEP apKbUIbl JKy3ere
acepplbl [3]. byn jkaHa omicTepi KOJAaHy ypHakTap/AblH e3repyiHe, TEXHOJOTUSHBIH YHEMI
JaMybl MEH XKeTUIIipiTyiHe OaiIaHbICThI aiiaa Gomaabl.

Kana texuomorusuiap OYI TPOIECTEPIl KYy3€re achlpy TOCUIIH e3repTedi. biznmiH
ailHaaMbI3JaFel 9JeM Kazipri yakeitta L{udpaslk cunatka ue 60iyaa, acipece TEXHOJIOTHUSHBI
JKaKChl OUIETIH KoHE MOOWMIIB/II KYPBUIFbLIAp MEH OYJITTHI €CenTey KbI3METTEPIMEH TaHBIC jKaHa
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ypriakTap YUIiH *oHe OyJI jkaHa MepcreKTUBA MEH MapaJurMaHbl ypOaHUCTIK OL1iM MeH Kaciou
TOXKIPUOCHIH HAKTHI KOHTEKCTIHE O1pikTipy MaHbBI3bI. biiM Oepyje apanac MBIHIBIK-0YJT O11iM
ATyIIBUTAPABIH ~ aKMApaTIeH e3apa OpPEKeTTeCY TOCUIIH ©3TepTeTiH jKaHa Tocul. Mr
TEXHOJIOTHSUIAphl, aTal alTKaHaa BUPTyaiabl MWbHABIKTE (VR) %KoHe KEHEUTUIreH LIBIHIBIKTHI
(augmented reality, AR) OipikTipy, coyJeT >koHE Kaja KYpBUIBICBIH 3€pPTTEY MEH TxipuOene
olanay TpOLECiH KoJijay, KOJJaHbICTarbl CaJbIHFaH oOpTajapia OpHATBUIFAH JH3aiiH
OanamarnapblH BU3yallM3alUsUIay JXKOHE aJaMIapAblH Tipi OpTara peakUMsChIH Oaranay YIIiH
KOJIJIaHbLIAIbI.

BupTtyanasl mbHABIK-0YJT BUPTYaAbl OpTaHbl BU3YyAIH3aLUsIAY JKOHE ©3apa dpPEKeTTecy
YIIIH KOJJAaHBUIATHIH TEXHOJOTHSIIAP KUBIHTBHIFBL. VR-A1 KepceTy yiIiH KoimaHyra OOJaThIH
napamMeTpiiepiH OpTYPJUIri OHBI OuTiM OepydiH KemnTereH cajajapblHa KaThICTBI ETEl.
Bupryanapl IIBIHIBIKTBIH MAaHBI3bl CHUIATTaMachl-OyJl BHU3yalM3alMsJIaHFaH KEHICTIKIICH
MYJBTHCEHCOPJIBIK ~ ©3apa  OpeKeTTecyli  KamMTaMachl3s  eTeli.  MyJIbTUCEHCOPIIBIK
WHTEPAKTUBTUIKTIH YHJIeCiMi BUPTyaJJIbl IIBIHIBIKTHI THIM/II OKBITY YIIIH ©T€ KOJAWIbl €Te/Il,
OUTKEHI 0J1 OEJICEH 11 SKCIIEPUMEHTTIK OKBITYABIH apTHIKIIBIIBIKTAPbIH MakijanaHa sl BupTyansl
IIBIHJIBIK OHEPKICINTE KEHIHEH KOJIIAaHBUTAIbI JKOHE MaiIaaHyIIblIap YIIiH KOJ KeTiMl 0oia
OacTajpl.

TONBIKTBHIPBUTFAH IMIBIHABIK TIEH BUPTYaJIbl IIBIHABIK ©3apa dPEKeTTeCy, HaBUTallus KOHE
0aTelpy CHSKTBI OpTAaK MYyMKiHAIKTepre wue. TONBIKTBIPBUIFAH HIBIHABIKTEI BHPTYAJIbI
HIBIHABIKTHIH ~HYCKAChl pEeTiHAEe aHbIKTayFa Oodaapl, OHAA MaiJaNaHylIbl BHPTYabl
00BEKTIIEp/Ii HAKTHI QJIEMMEH apajiackaH HemMece KadaTTacKaH TypJe Kepe ananbl. Buptyamast
HIBIHABIKTAH ailbIPMAIIBUIBIFBI, TOJBIKTHIPHUIFAH IIBIHABIK HAKThl OpPTaHbl alIMacCThIpMAaiijibl;
KepiciHie, oJ1 HaKThl opTaHbl DOH peTiH/e maniananabl.

YHUBEpPCHUTET CTYACHTTEPiHIH HETI3T1 MOTHBAIMUIAPBIHBIH Oipi-0oMapablH KociOM eMmipiHe
JKAKChl JaWbIHIBIK, COHJIBIKTAH OJap OKY Ke3iHAE MPAaKTUKAJIBIK KOCBIMIIATApAbl KaMTHUTBHIH
keOipek Kypcrap KyTteai. KepHeki KOMMYHMKAIMS JaFaplIapbl KOciOM KbI3SMETKE KaXKeTTl
KY3BIpETTUTIKTepMeH OainanbicThl. Coynermiiep OarmapiiamManay MEH jko0ajnay MpOIECiHIH op
Ke3eHIHAe Heri3ri (opmanpibl 37MeMEHTTepAl Oepy YIIiH ASCTYpii rpaduka koHe HUPIbIK
TEXHOJIOTUSUIAP KYPaJAaphl CHSIKTHI THICTI BU3yaJIbl KYpallAapAbl TaHai Ouryi kepek. Kamanpik
JU3aiiH jxoOanapblH OKBITYJa BUPTYasibl OWBIHAApbl KOJIJaHY KEHICTIKTIK KaOblijay MeH
KaJIAJIBIK KY3BIPETTUIIKTI )KaKCapTAThIHBIH pacTay UMMEPCHUBTI BU3yaJlJIbl TEXHOJIOTHSIIAP OOJIBIIT
TaOblIaabl. MIMMepcuBTITIK (MMMEPCHUBTI - "KAaTBICYIBIH, OpTaFa Kipy ocepiH jkacay') omerre
Oenriii, jkacaHAbl TYpJle KalbIITAaCKaH KaFJailapra opTachlHa €Hy peTiHAe aHbIKTanaabl. OFaH
Ar xeHeliTinren meHABIK, VR BUpTyanmsl MIBIHABIK, MI apanac MBIHABIK *koHe Al jkacaHsl
WHTEJUICKT Kipe/l.

HMMMepcHuBTI TeXHOJOTHsIAp HEri3iHae OacTaManapibl eki OarblTTa Ja ajiFa >KbUDKBITYFa
KOMEKTECETIH ’KOHE MaHbI3/Ibl JIEMEHTTEP/A1 AaHBIKTayFa KOMEKTECETIH TOPT HET13I1 TallChIpMaHbl
aHbIKTayFa 0oJa/ibl: KajaJblK TpaHchopMarusiap xoHe AU3aiiH npouecrepi [4]:

- Oky mpolieciHe MMMEpPCUBTI akT IEH redMudukanusHbl eHrizyal Oaranay (acipece
KaJIaJIbIK Jk00aza).

- Teiimupukamus  mnarpopMacklHBIH ~ MOTHBAIMSCHI  MEH  BIHFAHJIBUIBIFBIH
naiijanaHymsUIapIsH OarajgayblH aabIHbI3.

- Tlaiigananymsl npoduabaepl MEH cayallHaMa HOTHDKENIEpl apachIHIArbl OalIaHBICTHI
3epTTel, OPHATBIHBI3.

- Kanararrany, MoTuBanus >kKoHE MailanaHylIbl TOXKipuOeci apachlHAAFbl OAlIaHBICTHI
aHBIKTAY.

- Hotmxenepin apkachlH/Ia KATAbIK OpTa Au3aiHbiHAa VR KongaHy KeHICTIKTIK KaObu1aay
MeH ypOaHUCTIK KY3BIPETTUIIKTI )KaKCcapTaThIHbI PAacTalia/ibl XKoHE JNU3alH MPOLECiHE )KOHE OHBI
YCBhIHYyFa KOMEKTecy YIIiH OuTiM Oepy 9Mici peTiHjAe MmaianaHbulybl MyMKiH. OCBl 3€pTTey/iH
apKachlHIa OKBITY OICTEeMeciH OiliM allyIIbIHBIH OeliHiHE CoWKec ojicHaMaIap MEH KociOu
caylajja KOJIJaHbLJIAThIHFA COWKEC KEJIETIH THUICTI 9/licCHaMasap apKbUIbl CITTI XKYy3ere achlpyfa
0OJIaTBIHABIFBI KOPCETIII.

Kana KypbUIBICHI KypcTapbhlHIa OKY MPOLIECIHE BUPTYyalbl IIBIHIABIKTHI MaiiaTany Kaia
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NU3aHBIHBIH KY3bIPETTUINH alyFa KeMEKTeceTiHl KepceTunmi. byn »xyleHiH NpaKTHKAaJIbIK
MYMKIHJIKTEpIiH FaHa €MeC, COHBIMEH KaTap CTYISHTTIH aKaJeMHSUIBIK JKETUTy OJICYeTiH Jie
aHBIKTaNbl. Amaiina, OonamiakTa OarajlaHFaH epEKIIeNiK-KaThICYIIbUIap OHBI OoJamakra
KalTaJlaH KOJJAaHATBIHJBIFBI TypaJibl MOJIIMJIEMEHI ToMeH Oaranaapl. Byrinri OuriM amymibuiap
KOMMYHHKAIUS JKOHE UICSUIapAbl KETKI3y VIIIH TEXHOJOTHSIIAPAbl KOJJaHYMEH TaHBIC
naigana”ymeuiap 0osFanbiMeH, OitiM Oepy xyiecine AKT eHri3y oneyeri MeH oap/ibl )KYMBIC
OpTachblHa HAKTHl €HTI3y apachlHAa i e ammakThlK Oap. bimim Gepy cekTopsl MEH KoCINTiK
CEKTOP apachIHJIaFbl AJMIAKTHIKTHI KO0 YIIIH O11iM Oepy MEeKeMelepiHe OChl KypallIapabl €Hri3y
KOHE TYCIHAIPY TOCUIACPIH ©3repTy KaxkeT.

AxaneMUsIIBIK TYPFBIIaH allFaHa, aKT KaJallbIK HEMEece apXUTEKTYpalIbIK >K00anapabiH
BU3YaIIZIBl 9CEPIH 3epTTEy YIINIH KEHICTIKTIK KY3BIPETTUTIKTEpAl WUrepyli skakcapTaibl. ATam
aliTKaHIa, COyJIET JKOHE Kajla KYPBUIBICHI KypCTapbl KYpBUIBICTBI OacTamac OYpBIH KOOAHBIH
JKapaMIbUIBIFBIH Oarayiay bl Tajam eTejli, OYJI OKBITYIIbUIAPIbI CTYACHTTePAIH AU3alHABI Kaslai
YCHIHATBIHBIH KaiTa KapacThIpyFa JXOHE OChl OarayayJpl JKYpPri3yai YHpeHyre HUTepMeNeusi.
Ocpinaiiiia, OLTIM  amymIBUIAPIBIH OPTYpJIi OeliHeney TEeXHOJOTHSUIAPBIMEH JKYMBIC iCTEy
JAFIBUIAPBIH JAMBITYBI JKOHE ©3 YCHIHBICTAPhIH KAKCHIPAK JKETKI3y JXKOHE OJIap K0OaJalThIH
KEHICTIKTEep Typajbl aHAIUTUKAIBIK OWIAyAbl JAMBITY YIIIH COHFBI TEXHOJIOTHSIIAPABI XKobanay
nporecine OipikTipyi MaHbI3IbI [5].

Apxutektypaiblk OiiM 6epyaiH OYKii TapUXbIH/A YII ©JIIIEMI] KEHICTIKTepAl TYCIHY jKoHEe
BU3yAIIM3aIUsIIAY OJICTTE YII OJIIEM]II MOJEIbACP MEH BHUPTYaJJIbl BU3yaau3alMsuiapJaH repi
cpi30amap MeH (M3HMKAIBIK MOJACIBICP apKbUIBI XKy3ere achpbulabl [6]. Bys kana omictepi
KOJJIaHy YpIakTapAblH e3repyiHe, TEXHOJOTHSHBIH Y3IIKCi3 JaMybl MEH JKeTUIAIpiIyiHe
OaiinmanpIcTh naiina 6onaasl [7]. XKana TexHonorusmap Oy mpouecTepAi )Ky3ere acblpy TOCUTiH
e3repTe/i.

MBpican yiriH, COJI )KaKTaFbl 1-cyperTe BUPTYaJ bl IIBIHIBIK TEXHOJIOTHSUIAPBIH KOJIIaHa
OTBIPBIIN, KEHICTIK »00achkl OCHHEIICEHI'eH, OH JKaKTa AapXUTEKTYypPaIbIK >OOaHBIH JKy3ere
ACBIPBLTYBI KOPCETIITEeH.

STapbl apKbUTBI KEHICTIK dK00acChI;
b) coyner xo00achIH ic )KY3iH/E iCKe achIpy.

biznin aitHamambi3garel oneM Kasipri yakeirta Ludpneik cumatka we Ooiyma, acipece
TEXHOJIOTUSHBI )KaKChI O1IETIH KOHE MOOUJIB/I1 KYPBUIFBLIAP MEH OYJITTHI €CeNTey KbI3METTepiMEH
TaHBIC JKaHA YpIaKTap YIIiH KOHE OYJI KaHa MEepPCIEeKTHBA MEH MapaJurMaHbl YPOAHUCTIK OLTIM
MEH KociOM ToXKipHOeH1H HaKThl KOHTEKCTiHE OipiKTipy MaHbI3/bl. binim Gepyie apanac HIbIHABIK
MR-0yJ1 61711M anyImIbUTapAbIH aKIapaTIieH e3apa SPEKeTTECY TICUIIH ©3repTeTiH kaHa Tacii. MR
TEXHOJIOTUSUIIAPHI, aTall alTKaHAa BUPTyasbl LHIALIK (VR) jxoHe keHelTiiren mbiHAbIK (AR),
COyJIET OHE Kaja KYPBUIBICHI 3epTTEyJIepl MEH TXIpuOenepiHae kobamay MpoleciH KoJaay,
KOJIJIAHBICTAFbl CAJBIHFAH OpTajJa OPHATBUIFAH JW3aiH OalaMalapblH BU3yaJIM3alHsIIAy JKOHE
aJlaMJIap/IbIH Tipi OpTaFa peakIMsAChIH Oaraiay YIIiH KojjaHbuiaael. Bupryanasl mibiHIbK (VR)

19



BupTtyanas! mbiHABIK,. 6151iM Oepy callachIHIAFbI )KaHa TEXHOJIOTHSIIBIK d3ipJieMeNnepi maijanany
OpazeiMber M.M, Typranbaesa A.P.

— OyJ1 BUPTyalAbl OpTaHBl BU3yAIHM3AIMIIAy KOHE ©3apa OPEKeTTeCY VIIIH KOJJIaHBUIATHIH
TEXHOJIOTHSUTAp JKUBIHTBIFBL. VR-71 kepcery yuiiH KongaHyra OOJIaTBIH TapaMeTpiepliH
OPTYPIILIITI OHBI OiTiM OEpyliH KOIITEreH cajalapblHa KATBICTHI €Te/Ii. BUPTyall bl ITBIHIBIKTHIH
MaHbBI3JIbl CHITATTAMACHI-OYJI BHU3YyAIM3allMSUIAHFAH KEHICTIKIICH MYJIbTHCEHCOPIIBIK ©3apa
opeKeTTecyl KaMTamachl3 erelli. MylIbTHCEHCOPIIBIK WHTEPAKTUBTUIIKTIH YHJIECiMiI BUPTYaJIIbl
IIBIHJBIKTB THIMA1 OKBITY VIIIH ©T€ KOJailyibl eTeli, OMTKEeHI 0 OCICEeH]I AKCIIEPUMEHTTIK
OKBITYIBIH apTHIKIIBUTBIKTAPBIH Taii1aiaHa bl

KopbIThIHABI

BupTtyanasl mbHABIKTa OUTIM aldyIIbulap XUMHSJIBIK SKCHEPUMEHTTEpP KYpri3e ajajbl,
KOPHEKTI TapUXU OKUFaIapbl Kepe anabl )KoHEe KYp/elli Moceleep/Ii HeFYPIIbIM KbI3bIKTHI )KOHE
TYCIHIKTI TYpJie LIene anaasl. AFBIMAAFbl TeHICHIUSIIAPAbI OaKblIaid OTBIPHII, YaKbIT ©TE KeJe
VR >xa0apIKTapsl KOJ JKEeTIMI1 00JIazibl et aiTyFa 0oJiafabl. TEeXHOJOTUSHBI TapaTyIblH HETi3Ti
daxToprnapbeHbIH Oipi Ko xeTiMAi VR Ma3MyHBIH apTThIpy O00majsl. Tek MEeKTenTep yIIiH FaHa
eMec, COHbIMEH Karap yHHBEpCUTETTep MeH Oacka aa Mmekemenep yuriH. CoHbIMEH Karap,
BUPTYaJIbI MIBIHABIKTEI K€3 — KEJTeH JKacTa KOJJIaHyFa 00J1abl-0acTaybIlll CHIHBIT OKYIIBUIAPHI
YILiH 7€, )KaHa MaMaHIbIKThl UTepyre Hemece Oap Aarablaap bl KETUIIIpyre menliM KaObuijaran
azamaap yuriH ne. bimiM amymisl Ke3-KeireH BIHFAHIbl YaKbITTa JKOHE Ke3-KEeITeH Kepae
ayJIMTOpHUsAa HEMeCe KOCIOPBIH/IA OTKEH IeH OKyFa TONBIKTall eHyre MyMKIiHAIK anaabl. JKaHa
TEXHOJIOTUSUIBIK IIBIHABIKTHI €CKepPE OTHIPHIN, OLTiM Oepy Ma3MyHBIHAAFBI KQKETTI e3repicTepai
Ka3ip KapacTeIpy KaxeT [8]. 3amMaHayu a3ipiieMerepMeH KaMTaMachl3 €TIITeH KeH MYMKIHAIKTep 1
IYpBIC Mailalany Kepek. ATam aiTKaHaa, Marepralija WHTCPAKTUBTI KOMIIOHEHTTEPIIH Kol
caHbl 00ybI Kepek [9], Marepuanpl 9AeTTeriieH ropi Oemmiex y3iHaiiepre 6ei1yre MyMKIHIIK
Oepeni. AKmaparTbl aly >XOHE WIepy IPOLECIH XKeIeNaeTy ascChlHaa OKy MpOIeciH Oackapy
OHJIAH ©3apa opeKeTTecy KopCeTKIIITepiHe /e )KaKblHAaybl KepeK. Erep kiaccukanblk 0i1iM 0epy
MEKeMeIepi COlKec Kemece, OJIapAblH OPHBIH KaHaJIaphl allabl.
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BUPTYAJIBHASA PEAJIBHOCTbD. UCITOJIB30BAHUE HOBBIX
TEXHOJOI'MYECKUX PASPABOTOK B COEPE OBPA3OBAHUSA
Opa3piMéer M. M., Typran6aesa A. P.
Kazaxckuii HaMoHANbHBIA YHUBEPCUTET UM. AJb-Dapabdu
gruch2610@gmail.com,turalma63@gmail.com

AHHOTanms. B 5TOM U31aHNM IEpEYUCIICHBI IPUYHHBI PACTIPOCTPAHEHUSI TEXHOIOTMHM BUPTYaIbHOM
peaJIbHOCTU B cdepe 00pa3oBaHMs, KIacCU(DUIMPOBAHBI TEXHOJOTHMHM BUPTYaJIbHOW PEANbHOCTH M HMX
(yHKIIMOHABHEIE BO3MOXKHOCTH, TPHBENCHBI NPWIOKEHHS TEXHOJOTHI BHUPTYAIbHOH peaTbHOCTH,
UCTIONB3yeMble [Tt 00ydeHus: OymyImuX apXHUTEKTOPOB. OJTH aTpHOYTHI COBPEMEHHOCTH IO CHUX TIOP
pacIIMpsIOT MOHMMAaHUE TEXHOJOTHH B 00pa30BaHUHM, KOTOPOE BKIIIOYACT AMCTAHIIMOHHOE OOYy4YCHHE,
OOy4eHHE C HCIIOJB30BAaHUEM JJICKTPOHHBIX TEXHOJOTHH, MOOWIBHBIX MPUIOKCHUNA M AJICKTPOHHBIX
y4eOHMKOB. YUYHUTHIBAas HOBBIE TEXHOJIOTUYECKHE peallnd, HEOOXOJWMO YYHTHIBATh HEOOXOIUMBIC
W3MCHEHHUS B COJICP)KaHUM O0Opa3oBaHMs, YIPABICHUE IMPOLECCOM OOYydYeHHsSI TakKkKe JOJDKHO
MPHOIMKATHCS K MIOKA3aTeNsIM OHJIaHH-B3aUMO,ICHCTBHSI.

KuarueBble cjioBa: BHPTyallbHas pEAJbHOCTh, JONOJHEHHAs pPEaJbHOCTb, HMMEPCUBHBIE
TEXHOJIOTHH B 00pPa30BaHUM, IOATOTOBKA apXUTEKTOPOB, HHTEPAKTUBHBIC YUEOHBIE CPEIIBI.

VIRTUAL REALITY. THE USE OF NEW TECHNOLOGICAL DEVELOPMENTS
IN THE FIELD OF EDUCATION
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Al-Farabi Kazakh National University
gruch2610@gmail.com,turalmaé3@gmail.com

Abstract. This publication lists the reasons for the spread of virtual reality technologies in the field
of education, classifies virtual reality technologies and their functionality, and provides applications of
virtual reality technologies used to train future architects. These attributes of modernity are still expanding
the understanding of technology in education, which includes distance learning, learning using electronic
technologies, mobile applications and electronic textbooks. Given the new technological realities, it is
necessary to take into account the necessary changes in the content of education, the management of the
learning process should also approach the indicators of online interaction.
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AHHOTalus. JTa CTaThs MOCBAMICH 5 yymuM pemeHussM MFA ¢ OTKPBITBIM HCXOIHBIM KOJIOM.
TexHonOrUM OBICTPO MEHSIOTCS, IIO3TOMY HaM MoTpedyeTcs anantupoBarh pemeHnst MFA ¢ OTKpBITBIM
HCXOIHBIM KOIOM. MHorodaktopHas ayreHtudukamus (MFA) — 3T0 MeTOA M TEXHOJOTHS, KOTOPbIC
OyZIyT MCIIONIB30BATHCS ISl POBEPKU JTMYHOCTH TTOJIb30BaTeNsl. UTOOBI MOIB30BATENN MOTJIH BOMTH B
CHCTEMY WM COBEpIINTh TPaH3aKLHUIO, TpeOyeTcs Kak MHUHHMYM JBa HIIM Oojiee THIIOB KaTeropui
YUYETHBIX JIaHHBIX. Y CHIeNTHAs KOMOMHAINS KaK MUHUMYM JIByX HE3aBHCHUMBIX YUETHBIX JAHHBIX SBISICTCS
o0s3arenbHBIM TpeOoBanneM Mmetomga MFA. OObIYHO OH codeTaeT B cebe OAHY M3 TpeX CIEAYIOLINX
KaTerOpUH yYETHBIX JaHHBIX:

1. Yro 3HaeT moyb30BaTeNb: MapoJb UM KOJOBYIO Qpazy

2. UYro y 4enoBeKa ecTh: JKE€TOH 0e301acHoCTH, Openok win SIM-kapra

3. Uto mpezacraBuseT coboil MONb30BaTENb: OMOMETPHYECKHE IaHHBIC, TaKHe KaK OTIEYaTKH
MaNbIEB, CETYATKA WK pajykHas 000JI0YKa I71a3a, ToJI0C WM Paclio3HaBaHUE JIHLI.

MFA TtpeOyeT, 4TOOBI IONB30BATENb MPEAOCTABHII J1Ba WU Oojiee (hakTopa MPOBEPKH, YTOOBI
HOJYYUTh JOCTYNI K PEcypcy, HampuMep K TPIIOKEHHI0 Win ydeTHOW 3ammcu B Wurteprere. MFA
Tpe6yeTcsl OIWH HJIW HCCKOJIBKO AOIIOJHHUTCIBbHBIX KPUTCPUCB MPOBCPKHU B AOIMOJIHCHHE K JIOTHUHY H
MapoJII0, YTO CHIKAET BEPOSITHOCTH yCIIENIHOM KrOepaTaku. OOIEeI0CTYMHBINH KO/ CYUTAETCS «OTKPBITHIM
HCXOIHBIM KOmoM». Kpome TOro, MHCTpyMEHTHI M PEUICHHUs C OTKPBITHIM HCXOJHBIM KoxoM Ooiee
0e30MacHbL, TOCKOJIBKY KOJ MOXET ObITh IPOBEPEH U MPOBEPEH KEM yTOJIHO.

Kamouessie cioBa: MFA, 2FA, LDAP, AAA, RADIUS, cucrema ayreHTH()HUKAINNA aBTOPU3AIHH
U ydeTta cOObITHIT, MHOrO(aKTOpHAs ayTeHTH(UKAIUS, PEIICHUE C OTKPBITHIM UCXOTHBIM KOJIOM.

BBenenue

Orta cTarhs nocesuieH S nydmuM permeHussM MFA ¢ OTKpBITBIM HCXOAHBIM KOAOM:

1. Gluu Casa I

Pucynoxk 1 - 3nauok Gluu Casa

Gluu Casa — 3To MHOrO(aKTOpHAs ayTCHTU(PHUKAIUS C OTKPBITHIM MCXOJHBIM KOJOM H
caMo00CITy’)KUBaHUEM JJIsl TIOBBILICHUS Balleil UppoBON JTMYHOCTU. DTO peBomonnoHHo. Casa
NPEJOCTABISIET SAMHYIO TOUKY YIPABJICHUS JUISI KOHEYHBIX TOJIh30BaTENeH, KOTOpasi O3BOJISIET
UM [IPOCMATPHUBAaTh, PETUCTPUPOBATH U YAAIATH yueTHble JanHble MFA. OH Taxke mocTaBiseTcs
C anmapaTHbIMH TOKEHAMH, TPOTPAMMHBIMH TOKEHAMH, KOMMEPUECKUMH YCIIyTaMH (TaKUMH KakK
Duo), BX0710M B collMajibHbIE CETH, OMOMETPHUUECKUMH JAHHBIMUA 1 MOOMJIBHBIMU YCTPOCTBaMHU.
OH Tarke sBiseTcss pacmmpsieMbiM. Korma mosiBATCS Kakue-THOO HOBBIE TEXHOJOTHH
ayTeHTH(UKALMU, BBl MOXKETE 3arpy3uTh IUIarMHBI, YTOOBI MCIIOJIB30BaTh WX B CBOEH
opranu3anuu ¢ momoineo Casa.[1]

Gluu Casa obecnieunBaeT COBpEMEHHYIO MHOTO(AKTOPHYIO ayTeHTH(HKAIUIO, TAKYIO KaK
aJaniTUBHAsT ayTeHTU(UKAIWs, ayTeHTH(HUKAIUs Ha OCHOBE MECTOIOJIOKEHHS, a TaKkKe
JIOBEpEHHBIN Opayszep.
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[Mpeumymecrsa Gluu Casa:

1. Pa3BepThiBaHuE 00JaYHBIX TEXHOJIOTUI

2. Casa — mpaBHJIBHBIN BBIOOD U151 Bac, ecyin Bbl itoouTe Kubernetes uiu takue cepBHCHI,
kak Amazon EKS, Google GKS wm SUSE Rancher. Casa mommep:kuBacT o0iadHbie
pa3BepThIBAHUS C HCIOJIb30BAHUEM CTaHIAPTHBIX MHCTPYMEHTOB, Takux kak Helm. On takke
IOJIEP’)KUBAET HECKOJIBKO CEpBEpHBIX 0a3 manubix, BKkimodas LDAP, Couchbase, RDBMS,
Amazon Aurora u Google Spanner.

3. IIpuMeHATh CTPOryI0 ayTeHTU(DUKAIHIO

4. TonpKO HYXHBIH 4YEJIOBEK Ha IPABWIBHOM YCTPOMCTBE MOXET HMETh JOCTYyI K
MPWIOKEHUSM. 3anepeB BXOJHYIO BEPb, BBl MOKETE MOBBICUTH YPOBEHb O€30MaCHOCTH CBOETO
o6msneca. Casa npemaraer OpenlD Connect API B kauecTBe unTepdeiica, a Takxke CTaHIAPTHBINA
JWT «id_tokeny. Ero Takke MOYKHO HCIIOJIb30BaTh IS 00ECIICUCHHS COOIFOEHUS TOJIUTHKH.

5. Bosnbie HUKakux cOPOCOB TapoIIs

6. Jlaxxe He oOpamiasich B Ciy>kOy MOIJIEPKKU M HE Hapylias 0e30MacHOCTh YUYETHBIX
JAHHBIX, TIOJB30BATEIM MOTYT OECHpPENMATCTBEHHO PETUCTPUPOBATH, YIPABIATh WU YIAIATH
y4eTHbIE JJaHHbIe 0e3 Mapoiis Ha BceX CBOMX ycTpoiicTBax. MFA opraHu3anuu Tak e HaJlexHa,
KaK U CaMblii c1a0bIii pabovnii MpoIecC BOCCTAHOBJICHHUS YUETHOM 3amucu!

' @ ORY

Pucynok 2 - 3nagox Ory

Ory — kpymnHneiimee cooOmiectBo pemieHrit MFA ¢ OTKPBITBIM UCXOJHBIM KOJOM B MUPE
0€301aCHOCTH 00JIAYHBIX IPOTPAMMHBIX pUIoKeHnH. OH OyneT yrnpaBisiTh NOJIb30BATEISIMU U
ayTeHTH(UIMPOBATh WX, YCTAHABJIMBATh W MPOBEPSTH paspeiieHus, 3amumars Bamm AP,
NPUJIOKEHUs, JAaHHBIE K MHOTOE Jpyroe. OH HMeeT IKOCUCTEMY CEPBHCOB C YSTKMMH TPAHULIAMH,
KOTOpPBIE PEIIAl0T BOMPOCH ayTEeHTU(UKAIIMH U aBTOPU3AIINH.

[Ipeumymiecrsa Ory:

1. Hanexunas 3ammra

2. Ory npeanaraet HaJeKHYO 3aIUTY OT MOMBITOK B3JIOMa, TAKUX KaK KEUJIOTTEePHI U aTaKu
rpy0oii cuibl. Ecnu 31I0yMBINUIEHHUKY yACTCS CKOMIIPOMETHPOBATH YUYETHBIE JTaHHBIE, 3TOU
uHpopManuu OyieT HeJJOCTATOYHO, YTOObI MOJIyUUTh JTOCTYTI K YUETHOH 3amucu.

3. YnoOHoe yripaBiieHHE MOIb30BATEIISIMH

4. On oOecrnieunBaeT OeCHpPENATCTBEHHOE YIPABICHHE MOJIb30BATENISIMHU, MPEIOCTABIIAS
UICHTU(PUKATOPBI, COXpaHss WH(POPMAIMIO O TIOJNB30BaTeNe, HACTpaWBas  METOIBI
ayTeHTH(UKALKU 1 UCTIONb3Ys Oe3rosoBsiii API.

5. IomHOCTBIO THOKUI

6. OH mocTaToyHO THOOK C TOYKHU 3pEHHs ayTeHTH(HUKAIMU, aBTOPHU3AIUH, KOHTPOJISI
JIOCTYTIa W JeNIETUPOBaHUs, YTOOBI COOTBETCTBOBATH M3MEHSIOMIMMCS MOTPEOHOCTSIM BaIIero
ousneca.[2]

3. ForgeRock

(/' ForgeRock

Pucynok 3 - 3nauok ForgeRock

ForgeRock — 3TO mOCTaBIIMK pelIeHU# Ui UISHTU(DHUKAIMU C OTKPBITHIM HUCXOTHBIM
KOJ/I0M, KOTOpBIH mpesuiaraet Bo3moxkHocT MFA. Dto miatdopma nundpooit naeHtudukanmy,
paszpaboTanHas s 1000 00Ia4HOM Cpefbl, KOTOpasi MPEAOCTABISAET MOJIH30BATEISIM CBOOOTY
CaMOCTOSITENIFHO BBINMOJNHATh JEWCTBUS, CBSI3aHHbIE C WACHTUUKAIMEW W JOCTYHOM. OTO
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pelLlIeHHEe YIIydllaeT B3auMOJICHCTBHE C TOJBb30BATEIEM U MOBBIIMIAET MPOU3BOIUTEIHHOCTD,
obecrieunBas MpU ATOM pe3yabTaThl 0e3 ymiepOa s yrpo3 kubepoe30nacHOCTH. DTO PEIICHUE
MOYKET CHU3UTH 3aTpaThl OpraHU3alMy, MPEJIOCTABIISAS COOTBETCTBYIONINI YPOBEHb JOCTYIIA KO
BCEM CHCTEMaM U I10JIb30BaTEIsIM B HY>)KHOE BpPeMs, [T03BOJIAA [10JIb30BATEISIM KOHTPOJIMPOBATh
CBOM IPOGMIIb, MAPOIb U HACTPOIKN KOH(UICHINAIBHOCTH.

[TpeumymiectBa ForgeRock:

1. Peanu3anusi mIMPOKOTO CIIEKTPa MEp ayTEHTH(PHUKALIUN

2. Paznuunble Mepbl ayTeHTU(UKALMM, Takue Kak Oe3omacHas MHOTO(aKTOpHas
ayrentudukanus (MFA) nmu metonsl nByxdaktopHoit ayreHTH(duKanuu (2FA), peanusyroTcs
ForgeRock Access Management.

3. PemieHust BappUpyHOTCS OT MPOCTHIX M OecraposbHBIX BapuUaHTOB JI0 BXOZAa dYepes
COLMAJIbHBIE CETH, J0 CaMbIX 0€30IacHbIX OMOMETPUYECKMX IaHHBIX M TpeOOBAaHHM YPOBHs
rapantuu NIST 800-63.

4. Onna mnardopma, 1r0d6oe 0671aKo

5. ForgeRock npemnaraer paznuunbie THOKHe BapuaHTHI, TaKKUE Kak JOKaJIbHOE, 00JauHOe
Wiy rubpuaHoe pasBepreiBaHue. OH TakKe MPEeAOCTaBIseT pa3inuyHble HHCTPYMEHThl DevOps,
YTOOBI Pa3padOTUMKH HE TPATWIM YCHIHS Ha CO3JaHHE COOCTBEHHBIX HMHCTPYMEHTOB IS
nepemMenieH st KoHGUrypauii Mexay cpeaamu.|[3]

6. API Security s 3aIMTBEI OT BPETOHOCHON aKTUBHOCTH

7. KubepnpecTynHUKM Takke HauesneHbl Ha HezamuuieHHble API. Ero Identity Gateway
UCTIONB3YeTCs A1l MoHUTOpUHTa Tpaduka API, orpanndenuns oobema Tpaduka u 0OHAPYKESHHUS
aHOMaJIMi, 4TOOBI MOAJEPKUBATH PAOOTOCIIOCOOHOCTh CEPBHCOB M 3AIIMLIATH OT B3JIOMOB U
pacnpenesieHHbIX aTaK THIa «0TKa3 B o0ciyxuBaHum» (DDoS).

4. PrivacylDEA

privacylD3A

Pucynok 4 - 3nauok PrivacyIDEA

PrivacyIDEA — »5To pelieHHe C OTKPBITBIM HMCXOTHBIM KOJOM, IMPEIOCTaBIISIONICE
HIMPOKUH CTIEKTP pa3IMYHbIX TEXHOIOTHH ayTeHTudukanuu, Bkiaoyas MFA. O nocraBnsercs ¢
MOIIHO# U THOKOM CTPYKTYpPOii MONUTHK, KOTOpasi MO3BOJISIET BaM agantuposath Privacy|DEA k
BalllUM MOTPEOHOCTSAM. YHMKaJIbHbIE MOAYJIH O0OpaOOTUMKOB COOBITHIl MO3BOJISIIOT BCTPOUTH
PrivacylIDEA B cymiecTByromue pabodre Mpouecchl WM CO3AaTh HOBbIC pabouKe MPOIIECCHI,
KOTOpBIE JIydYIlle BCETO MOIXOAAT s Bamero cueHapusi. OH TakKe XOpOIIO COYETaeTCs ¢
JPYTUMHU ¥ UHTETPUPYETCS C PELICHUAMH JJIS UASHTU(PUKAIMY U ayTeHTH(PUKAIUY, TAKUMH Kak
FreeRADIUS, simpleSAML, Keycloak unu Shibboleth. 3ta ru6xocTs MOXET OBITH TPUIMHOU
TOT0, YyTO Takue opranuszanuu, kak World Wide Web Consortium u Takue kommanuu, kak Axiad,
ucnons3ytot Privacy|IDEA.[4]

[Tpeumyriecta PrivacyIDEA:

1. OGnaynas 3amura

2. PrivacylDEA mpemnaraer pasnuuHble THOKHME BapHaHTBI, TaKHe KakK JIOKaJbHOE,
o0rayHOe Wi THOpUAHOE pa3BepThiBaHre. OH 3alUIIACT JaHHBIE OpPTraHU3aIlNH, PEIOTBpaIIas
JIOCTYTI HEeTIPaBWJIBHBIX IMOJIb30BaTeNei. ToNbKO HYXKHBIN YellOBEK K NMPaBUILHOMY YCTPOWUCTBY
MOYET MPEIOCTABUTh JOCTYII.

3. YcKopbTe OKYNaeMOCTh BpEMEHHU

4. PrivacylDEA mnojiepxuBaeT HECKOJILKO reorpadMuecKix PerHOHOB MO BCEMY MHUDY.
YBenuybTe CKOPOCTh U YIIPOCTUTE PEAKIIMIO Balllel OpraHu3alyy Ha riI00aabHble TOTPeOHOCTH B
ycIyrax ¢ TIOMOIIBI0 aBTOMAaTH3UPOBAHHOTO pa3BEPTHIBAHHS. JTO YMEHBIIUT CIOKHOCTH,
CBsI3aHHBIE C COOIIOIEeHNEM reorpaduueckux TpedoBaHuii. UToObl 10CTHYb IPOU3BOAUTEIBHOCTH
U OMNEpPAlMOHHBIX IeJeld s pa3pabOTKH, TECTHPOBAaHUS WM TPOU3BOJICTBA, BBl MOXKETE
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HAcTpaMBaTh W MaclITaOMpOBaTh pa3BEePTHIBAHHUA MO Mepe HeobxomumocTH. OH Jake MMeeT
pErMoHaNbHbIE TapaMeTpbl KOH(PUIypaluu, KOTOpble IOMOTYT BaM COOII0aTh reorpaduueckue
WJIM HOPMAaTUBHbIE OIPAaHUYEHHUS.

5. IlpocToTa HCHONB30BaHUS M IKCILTyaTanuu[5]

6. PrivacylDEA oco3naer, 4TO mepBOHAYAIbHBIC 3aTPaThl HA 3aKYIKY SIBISIOTCS JIUIIb
YacThIO OOLIMX 3aTPaT IIPU BHEAPEHUHU perieHus. Takum o0pa3oM, OHU pa3paboTaan apXUTEKTypy
pa3BEPTHIBAHUS JUIA MACIITAOMPYEMOCTH U MPOCTOTHI 00cmykuBaHus. OOHOBJICHUS HE JOJDKHBI
OCTaHaBJIMBaTh BAC Ha JOCTUTHYTOM U TpeOOBaTh OMNEPALMOHHBIX OIOIKETOB, 3HAYUTEIHHO
IPEBBINIAIOIINX BalllM IE€PBOHAYAIbHBIE WHBECTULMU. BONpOCOB BO3HUKHYTH HE JOJIKHO,
TEXHUYECKHE CIELUAINCTBI BCETAa JOCTYIIHbI U TapaHTUPYIOT CBOEBPEMEHHBII OTBET.

5. Authentik
‘T auvthentik
Pucynok 5 - 3nagox Authentik
Authentik — 5T0 mocTaBIMK penieHUi JUIA UACHTH(UKAIMU C OTKPHITHIM HCXOIHBIM

KOJIOM, KOTOpBIH mpemtaraer Bo3mMoxHoctd MFA. Ocoboe BHHMaHHE yAenseTcsi THOKOCTH U
yYHHBEpcaTbHOCTH. Jlake B CYHIECTBYIOIIEH cpene Bbl MOXKETE HCIONb30BaTh authentik s
N00aBJICHUS MOICPKKH HOBBIX POTOKOJIOB, PEAIN3AIIMN PETUCTPALIUH/BOCCTAHOBICHHS U T.]]. B
BallleM MPUIIOKEHUH, YTOOBI H30€kKaTh MpoOIEeMbl ¢ HUIM U MHOTOE JIpyTOe.

VY HEro ectb HECKOJIBKO TOJIE3HBIX (PYHKIMH, TaKUX KaK IPOKCHU-CEPBEP, KOTOPBIH BEI
MOYKETE HCIIOJIb30BaTh B KiIAacTepe IS AOOABIEHUS ayTeHTH(HKAIMKA K CIyk0am, WIN Takue
BEIIW, KaK MaHenu MoHuTopunra 6e3 naposst (Longhorn u T. 11.).[6]

[Mpeumymiectsa Authentik:

1. TMoaxomuT mJisi MEHSIOIIMXCS MOTpeOHOCTEH OM3Heca

2. Authentik oOmamaeT BBICOKOW T'MOKOCTBIO, YTO O3HAYAET, YTO BBl MOXETE JETKO
alalITUPOBATHCS K U3MEHSIOUIMMCS TTOTPEOHOCTSIM Bariero 6uzneca. Ero MOKHO HaCTpOHUTH JJ1st
BCEX TIOJb30BATENEH, BKIIOYAs COTPYAHHKOB, KJIMEHTOB W TApTHEPOB. IJTO YCTpaHSET
HEOOXOJIMMOCTh B HECKOJIBKMX MapoJifX, YIpPOIIAaeT MpoIlecc BXOJa B CUCTEMY U YIydllaer
B3aWMO/ICHCTBHE C MTOJIb30BATEIIEM.

3. TloBeimaer 6e3omacHOCTh - MHOro(akTopHas ayTeHTuuKkanus Authentic ¢ OTKpBITHIM
MCXOJHBIM KOJIOM SIBJIsIETCSl Hanboee 3 (heKTUBHBIM CPEJCTBOM OOecrieueHus: 0€30MacHOCTH AJIs
3aLUTHI JJOKAJBHBIX U OOIEAOCTYIHBIX 00JauHBIX JaHHBIX.

4. Jlerko ucnomnb3oBath - Authentic ynpoctuia npoiecc ayTeHTU(PHUKALUK, TPETIOCTaBUB
IPOCTO KOHTPOJIB gocTyna.[7]

Pe3y.]'leaTbI HCCJICI0BAHUA

ITocne xpaTkoro o630pa, AaBaiiTe yriayOUMCs B apXUTEKTypy OJHOM M3 HMX, TOUHEE
neranpHee po PrivacyIDEA

PrivacyIDEA — 310 cucteMa, KOTOpast UCIIOIb3YETCs ISl YIIPaBJICHHs yCTPOHCTBAMU TSt
nByxdakropHoit ayreHtudukanuu. Vcmonssyst PrivacylDEA, Bbl MoXeTe yIydIlIUTh CBOU
CYIIECTBYIOIIME MPUIIOKEHUS, TaKHE KakK JIOKaJNbHbIA BX0A, VPN, ynmanenusiii gocryn, SSH-
COEIMHEHUS, JOCTYI K BeO-caiiTaM uin BeO-TiopTajiaM, ¢ MOMOIIBI0 BTOPOro (akTopa BO BpeMs
ayreHTH(ukanuu. Takum o00pa3oM, MOBBIMIAETCS OE30MACHOCTh BalllUX CYIIECTBYIOLIMX
npuioxkeHnil. Buauane 6bu11 TokeHsl OTP, HO n00aBiIeHbI Ipyrue cpeicTBa ayTeHTU(UKALINH,
takue kak SSH-xmoun. IosBisitOTCS Apyrue KOHIENIUHM, TaKue Kak o0paboTKa MalluH WIIH
peructpanus ceprudukaros. PrivacyIDEA - 310 BeO-puioxenne, HanmucanHoe Ha Python Ha
ocHoBe flask micro framework. Bel MokeTe ucnonb3oBath m000i BeO-cepBep ¢ HHTEpGeiicom
wsgi s 3amycka PrivacyIDEA. Hanpumep, 310 MoxkeT ObiTh Apache, Nginx win naxe werkzeug.
YCTpOHCTBO MM 3JIEMEHT, MCIONb3yeMble Ul ayTeHTHU(HUKAIMU, MO-TIPEKHEMY HAa3bIBAIOTCS
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“TokeHoM”. Best mHpOpManus o TokeHax XpaHuTcs B 0aze naHHbIX SQL, mpu 3TOM BBl MOXETE
BBIOPATh, KaKyIo 0a3y JaHHBIX BBl XOTUTE MCITOK30BaTh. PrivacyIDEA ucnons3yer SQLAlchemy
JUISL COTIOCTaBJICHHUsI 0a3bl JNaHHBIX C BHYTPEHHUMH OOBeKTamMu. Takum 0o0pa3oM, Bbl MOXKETE
BeIOpath 3amyck PrivacylDEA ¢ SQLite, MySQL, PostgreSQL, Oracle, DB2 uu apyroi 6a3oi
JaHHBIX. [8]

PrivacyIDEA npenocrasiser uncteiii REST API. AAMHHHUCTPATOPBI MOTYT HCIOJIb30BAThH
BeO-uHTepheiic WM KIMEHT KOMAaHIHOW CTPOKH JUIsl  YOpPaBJICHUS  yCTPOHCTBaMHU
ayrentudukanuu. [lonbp3oBarenn MoOryT BOWTH B BeO-uHTepdeiic, yTOObl YIpaBisITh CBOUMU
COOCTBEHHBIMU TOKeHamMH. AyTeHTH(uKanus BwimodHsercs udepe3 APl mnm ompenenennsie
miaruabel st FreeRADIUS, SimpleSAMLphp, Wordpress, Contao, Dokuwiki. . . mu6o
MPEIOCTABIISATh MPOTOKOJBI IO YModaHuto, Takue kak RADIUS umn SAML, mubo Hanpsmyro
WHTETPUPOBATHCS B MpHIIOKeHUs. biaromapst Takoil rHOKOCTH CyIIECTBYET TaKKe€ MHOMXECTBO
pa3IMYHBIX CIIOCOOOB YCTaHOBKHU M HacTpoiiku PrivacylDEA.

Kak yxe roopuiocs PrivacyIDEA moxHo uHTerpupoBath ¢ Jlomenom Karamoros, ¢
oMot npotokosa LDAP, utoOsl oH Mor no0aBisrh mojb3oBarenei mpsmo ¢ AD(Active
Directory). B pucynke 6 nokaszan npumep gobasienre LDAP Resolver. 3mech ucnonb3oBan
npotokosn LDAP, HO MOoXHO M ncnonb3oBarh 3ammiieHHyto Bepcuto LDAPS. Torma nyxHO
UCIIOPTUPOBATh cepTU(UKATHI. 3/1eCh HYXKEH ydeTHas 3alluCh MOJIb30BaTelNsl C MPUBUIIETUEH
YTEHHE JJOMMEHHBIX T0JIb30BaTeNeld. BHU3y MOXXHO OBIBpaTh IENbId JOMEH HITH K€ (PHITPOBATH
ux 1o rpymre.[9]

¥
|
m
m

2 Users @ Realms R CAs

Edit LDAP Resolver LDAP-domain.local

New passwdresolve Resolver name LDAP-domain.local

/

Server URI Idap://10.62.1.10

STARTTLS

New httpresolver Base DN dc=domain,dc=local Scope SUBTREE v

Bind DN nurtas@domain.local

>ave the Bind DN empty if you want to do anonymous binding

Bind Password =~ ssseeeee Bind Type Simple v

PucyHnok 6 - JloOaBieHune yJqaneHHbIX OJIb30BaTenen

Ha pucynke 7, moka3aHbl Bce JOCTYITHBIE METOJBI ayTeHTU(UKAINU, U 37eC OOBIYHO B
npoaakiiHe ucnois3yots Metoasl TOTP u HOTP. bonbiie Bcero ucnonsiyercs meron TOTP,
KOTOpBIi Ha ocHOBe BpeMenu Boiumisier OTP(One Time Password). 1 MeHsieTcst 1o yMOTYaHUIO
kaxabie 60 cexynn. Ceifuac ’TOT METOJT CUUTAETCS OTHOCHTETHFHO O€30MacHbBIM.
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A He zawmuieno | https://10.62.1.153/#!/token/enroll//

Ce te: Enroll an x509 Certificate Token
EMail: Send a One Time Password to the users email address

HOTP: Event based One Time s

IndexedSecret: Request certain positions of a shared secret from the user

mOTP: Classical mobile One Time Passwords

PPR: One Time Passwords printed on a sheet of paper

© Get Seria PUSH: Send a push notification to a smartphone

Questionnaire: Enroll Questions for the user.

RADIUS: Forward authentication request to a RADIUS server.

Registration: A token that creates a registration code that can be used as a second factor once.
Remote Token: Forward authentication request to another server

SMS: Send a One Time Password to the users mobile phone

SPass: Simple Pass token. Stati sswords
SSH Public Key: Th lic SSH key.

TAN: TA inted ¢ heet of paper

TIQR: Enroll a TiQR token

TOTP: Time based One Time Passwords.
‘ U2F: Enroll a U2F token
VASCO Token: Authentication using VASCO tokens v

Pucynok 7 - Jloctynusie metonsl B Privacy|DEA

B PrivacyIDEA ects wmomyns FreeRADIUS, u ¢ moOMOIIBIO HEro OH MOXKET
UHTErprpoBaThcs pazHbiMu cereBbiMU ycrpoiictBamu U NAD(Network Access Device). Ha
pucyHnke 8 nokazano qodasienne RADIUS knuenta B FreeRADIUS. Tonbko nocnie qo0aBieHue
PrivacylDEA Oyzner paboTath ¢ HUM, 3TO Kak 100aBJICHHUE B JOBEPECHHBIC yCTPOICTRA.

privacylDEA X
GNU nano 2.9.3 clients.conf

B o o B

##

## clients.conf -- client configuration directives

##

it $1d:.76b300d3c55f1c5c052289b76bf28ac3a370bbb2 $
client FGT {

ipaddr = 10.65.7.5

gecret = test@123

!
FH AR R R R R R R R R R R R R R S

Define RADIUS clients (usually a NAS, Access Point, etc.).

Defines a RADIUS client.

'127.0.0.1" is another name for 'localhost'. It is enabled by default,
to allow testing of the server after an initial installation. If you
are not going to be permitting RADIUS queries from localhost, we suggest
~that you delete, or comment out, this entr
1le Name to Write: clients.con
€ Get Help S DOS Format & Append
Cancel URY Mac Format Uz Prepend

#
¥
&
#
#
#
#
#
#
F

Pucynok 8 - Jlo6asnenne RADIUS knnenra

Kak npumep RADIUS kirenTa, Mbl B3sUIH MexceTeBoit s3kpaH HoBoro nokoieaue(NGFW)
FortiGate, u pucynke 9, mokazan nob6asienue RADIUS cepsepa FreeRADIUS B FortiGate.
FortiGate moxker mampHeimem wucnoab3oBath 3ToT RADIUS cepsep B Hactpoiikax Remote
Access VPN miu ke B HOUTHKAX U T.1.
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& http

= FGT-AIC-ALA

@ Dashboard | New RADIUS Server

< Network
) ) Name privacy-IDEA-FreeRADIUS
B Policy & Objects
Authentication method Specify
& Security Profiles
NAS IP 10.65.7.5 -]

8 VPN
Include in every user group (B
& User & Authentication

User Definition Primary Server

User Groups IP/Name 10.62.1.153
Guest Management Secret ecccccoe
LDAP Servers Connection status @ Successful
RADIUS Servers @ <

SUEte SIS Test User Credentials

Authentication Settings

Pucynok 9 - Jlo6asnenue RADIUS cepsepa

[Tocne no6asnenne RADIUS cepBepa, MOXHO HCIIONB3Ysl pa3HbIE BCTPOCHHBIE YTHIIUTEHI,
npoBepuTh cBsA3b Mexay RADIUS cepepom u kimentom. B pucynke 10, BusieH 4to cratyc cBs3u
YCTaHOBJICH, a B HUYKHEM I10JI€ TTOKA3bIBACT HENPABUIIbHBIC YUeTHBIC TaHHbIe. OH TaK MOKa3bIBAET
MOTOMY 4TO, TIOCJIe MePBOM ayTeHTU(UKAIINU JIOTHUH U Tapoiib, Hamt RADIUS cepBep cripammBaet
JUTSL 9TOTO TIOJB30BATENS BTOPOH (HaKTOp, MOTOMY YTO Ui ATOTO TOJIH30BATEINS YK€ HACTPOSH
MHOTO(aKTOpHas ayTCHTU(DUKAIIHSL.

= FGT-AIC-ALA - Q

@ Dashboard ' Test User Credentials
< Network
_ Nanf
B Policy & Objects Username  nurtas
Autl
& Security Profiles Password ey n
NAS
0 VPN -
& User & Authentication NEE  Connectionstatus @ Successful
. User credentials © Invalid credentials
User Definition Prin
Server message
User Groups PN
Guest Management Sect
AVP: 1=15 t=Reply-Message(18)
LDAP Servers Conl Value: 'wrong otp pin’
RADIUS Servers Td
Single Sign-On Td
Authentication Settings
FortiTokens Secd

Pucynok 10 - [Iposepka cBs3u ¢ AAA cepsep

[TosTomy otBeT HenmpaBwibHbIM OTP HOpManbHO, MOTOMY YTO, 3TO rpaduyeckas yTHIUTa
MOJIBOJIBSIET TOJIBKO OTIIPaBUTh MEPBbI (PaKTOp JIOTUH U HapOJib.

IToaBenenue UTOroB

Bce ynomsiayTsie Boitie pemeHss MFA ¢ OTKpBITBIM HCXOJIHBIM KOJIOM SIBJISIFOTCA Hanboee
NomyJsipHbIMH petieHusIMU MFA, nocTynHBIMU Ha PBIHKE, U IIMPOKO HUCIIOJIB3YIOTCS, a TAKkKe
MOMYJIAPHBI.

Cnucok JuTepaTrypsl
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Angarna. by makana eH jkakchl 5 anibik 6actankel MFA memimMzaepine apHanrad. TeXHOJIOTUS T€3
e3repy/ie, COHABIKTaH Oi3re amblk Oactankel MFA mremtimaepin Oeitimaey kaxet Oonansl. Ker daxtopast
ayrentudukanus (MFA) — Oy naiiianaHyibIHBIH KeKe 0aChIH TEKCEPY YIIIH KOJAaHBUIATBIH OJIIC ITeH
texHonorus. [laiimamanymbuiapra Kipy HeMece TpaH3akUusl jKacay VIOIH TipKenri JepekTepi
CaHATTapBIHBIH KeM JIETeHJIe €Ki HeMece OJjaH Ja Kemn Typi KaxeT. Kem merenme exi TOyenci3 Tipkenri
nepektepinig corti yinecimi MFA omiciniH MiHzmeTTi Tamabbl 6omeim Tabbutafpl. On OpeTTe TipKenri
JIepeKTepiHiH KeJecl YIII CaHATBIHBIH OipiH OipiKTipeai:

1. [afimananymer He Oineni: Kynwst co3 Hemece Kox ¢paszacsl

2. Anampma He Oap: Kayinci3gik 6enrici, canmbiHIIaK HeMece SIM kapTach

3. IMaiinananyiibel HeHi OLIIIpeni: caycak i3aepi, TOpibl KaObIK HEMEce MPHC, TaybIC HeMece OeTTi
TaHy CHUSAKTHI OMOMETPHSIIBIK ICPEKTEP.

MFA naiiganaHymislad pecypcKa Ko KeTKi3y YIIIiH eKi HeMece 0JIaH Jia KeTl TeKcepy GpakTopiiapbiH
YCBIHYIbI TAJIAIl €TE/li, MBICAJIbI, KOJIJaHOa HeMece OHJIalH Tipkeari. MFA JoruH MeH mapojibre KOChIMIIa
0ip HeMmece OipHelIe KOCHIMINA TEKCEPY KPUTCPHIUICPIH KaKET eTeli, OYJI COTTi KHUOepInaOybUIIbIH
BIKTUMAJIIBIFBIH a3aiiTaapl. JKanmeiFa Ko )keTiMIi Ko "anblk 6acTankel Koa' 6o caHanaasl. COHBIMEH
Karap, amblK OacTamkpl Kypajjaap MeH MIenrMep Kayirci3, OMTKeHI KOJITHI Ke3-KEeNreH aiaM TEKCEPiIl,
TEKcepe amabl.

Kinrrik ce3gep: MFA, 2FA, LDAP, AAA, RADIUS, okuranapapl ayTeHTH(UKANUAIAY JKOHE
eCerKe ary XKyieci, Kot (hakTOpIbl ay TEHTHU(UKAIIHS, alIbIK OACTAIKEI MIETIIiM.

ANALYSIS OF OPEN SOURCE MFA SOLUTIONS
J.M. Alimjanova !, N.J. Toibek 2, A.K. Al 3, N.M. Nnazbek*
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Abstract. This article is devoted to the top 5 open source MFA solutions. Technology is changing
rapidly, so we will need to adapt open source MFA solutions. Multi-factor authentication (MFA) is a
method and technology used to verify the identity of a user. Users need at least two or more types of
credential categories to log in or make transactions. A successful combination of at least two independent
credentials is a mandatory requirement for the MFA method. It usually combines one of the following three
categories of credentials:

1. What the user knows: password or code phrase

2. What does a person have: security badge, keychain or SIM card

3.What the user means: biometric data such as fingerprints, retina or iris, voice or face recognition.

MFA requires the user to provide two or more verification factors to access a resource, such as an
app or an online account. MFA requires one or more additional verification criteria in addition to the login
and password, which reduces the likelihood of a successful cyber attack. Public code is considered"open
source”. In addition, open source tools and solutions are safe because the code can be tested and verified
by anyone.

Keywords: MFA, 2FA, LDAP, AAA, RADIUS, event authentication and accounting system,
multi-factor authentication, open source solution.
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Bounamax nHpopMaTHKa MyFaniMaepiH KuOepKayinci3iik O0MbIHIIIA KociON KY3BIPETTUTIKTEP/l KaJIbINTacThIpyFa
JalbIHAAY IBIH SiCTEMEITIK Heri3aepi
MexkebaeB H.O., Haskenosa B.b., Yaiiko E.B.
90K 007.621.391

BOJIAIUAK HHOOPMATHKA MYFATIM/EPIH KUBEPKA YIIICI3/IIK
BOBIHIIA KOCIBH KY3bIPETTLIIKTEPII KAJIBINTACTBIPYFA
JTAMBIHJIAVIBIH O ICTEMEJIK HET13/IEPT

Meke6aes H.O'., HazkenoBab.B'., Yaiiko E.B°.

Lon-Mdapabu aTeingarsl Kasak yITTHIK yHHBEPCHTETI, AnMatsl K., Kazakcran
Pura TeXHMKANbIK YHUBEpcUTeTi, JlaTus, Pura
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ORCID: 0000-0002-6671-7835
ORCID: 0000-0002-1207-1418

AHgaTna. AKNapaTThlK KayilCi3[lik KOFaMHBIH FalaMIbIK VHTEpHET KeNiciHe ToyeNAUIriHIH
apTybsiHa OaimaHbICTHI kahaHABIK mpobriema Oombin TaObUTAABI, ajd KHOEpKayinTep SKOHOMEKA MEH
WITTHIK KAyilCi3MiK YIIIH €H MaHBI3Ibl CBhIH-KaTepiepAiH Oipi. AKMapaTThIK KayilCi3miK YIITTHIK
OachIMIBIKKA aWHanabl. bapiblk  yiibIMpapra, CcoHbIH  imnHAae [{udpiablk  KOMOBIOTEPIIIK
TEXHOJIOTHSUIAPMEH JKYMBIC ICTEUTIH OinmiM Oepy MekemenepiHe KHOepKayilTepIiH AWHAMHKAIBIK
opTacelHAAa KHUOepmadybuIIapMeH Kypecy YIIiH MiHe3-KYJIBIK, OacKapy XoHE TEeXHHKAIBIK OimiMIi
KaMTUTBIH KY3BIPETTEpPI MEH Jarapuiapbl Oap MamaHmgap Kaxer. OcbiFaH OaiylaHBICTBI OLTIKTI
MaMaHJapFa FaHa eMec, COHBIMEH KaTap MEKTeN OpPBIHIBIFBIHAH KHOEpKAYIICi3[iK HeTi3AepiH yhpere
aJaTHIH aKIMapaTThIK Kayilnci3aik KY3bIpeTi 0ap MyFalliMaepre Je CYpaHbIC apThIN KeJeIi.

Kubepmabysimmapra ocanm 1udpiblK TEXHOIOTHSIIAPABI KEHIHEH KOJJaHy MEH aKIapaTThIK
KayIMCi3iKTI OKBITY YIIIiH OiiM Oepy MpOIeCiH Nakianany ablH KETKIUTIKCI3/Ir, COHai-aK aKImapaTThIK
Kayincizaik OoipIHIIa HHPOPMATHKA MYFATIMJIEPiH AaspliayFa CYPaHbICTHIH apTybl MEH YHUBEPCUTETTIH
pohecCOPIBIK-TIeIarOTMKAIBIK, KYPAMBIHBIH THICTI MaMaHAAPAbl JaspiayFa KEeTKUTIKCi3 JailbIHABIFbI
apachlHAaFbl KAWIIBUTBIKTAP FHUTBIMU 3€PTTEY/IiH ©3€KTi MACENIECiH TYKbIPhIMIayFa MYMKiHIK Oepei,
Oy Oosanrak nHGOPMaTHKa MYFaTIMACPIH Jaspiiay bl )KyHeli Typae KaMTaMachl3 €Ty JKoHE OJapiblH
aKImaparThlK KOFaMbl JaMBITYIBIH Ka3ipri jkargaiiblHAa aKIapaTThIK Kayirnci3mik OoMbIHIIA KociOu
KY3BIPETTEPIH KAJBINTACTHIPY KOKETTUIITIHEH TYPaabl. 3epTTEY/iH KaHAJIBIFBI OoJjamak nHpopMaTHKa
MyFanimMjiepine KHOepKayinci3aik Heri3iepiH YHpeTy koHe OiniM Oepyai nudplaHabpy KarJaibIHIa
ONIapJIbIH aKMapaTThIK KaYilci3MiK KY3bIPETTEPiH KaJbIITACTEIPY TICLTIH a3ipJeyAeH TYPaIbl.

Kinrrik ce3nep: mHpopMaTHKa MYFalliMi, aKIMapaTThlK KayilcCi3mik, KHOEpKAyiMnci3miK, Kaciou
JAABIHIBIK, KY3bIPETTIIIK.

Kipicne

Mudpasik OimiM Oepy >kyiHenepinae Oonamak HH(pOpMaTHKa MyFaliMJAEpIH Aaspiay
3aMaHayd TEXHOJIOTHsUIapbl Hrepylai Kamtuiael [3; 4], Oipak Myframimzaepal Jaspiay
Oarmapnamanapbl  ofeTTe HMH(OpPMaTHKa MyFalIMICpPIHIH  KY3BIPETTUIINH  aKMapaTThIK-
KOMMYHUKAIFSUTBIK TEXHOJIOTHSUIAPBI MTEPy TYPFHICHIHAH KapacThIPaIbl JKOHE aKMapaTTHIK
Kayinci3aik — OoifblHIIA MyFamiMIepAl Jgaspiayra KaTelcThl. KuOepkayincizmik — Mmysaem
KapacThIPbUIMAai Ibl, ©TKEH1 KMOEpPKayINCi3 K MeH aKnapaTThIK Kaylilci3IiK TOJIbIFBIMEH Oipaeit
oHe cHHOHUM OoJbin Ta0bkiaas! [§]. Llerenne Eypona engepinae kubepkayirncizaik aknaparThIK
Kayirnci3aikreH [21] 6enek canara Oeminin, Kazakcranna OipTiHAen eHrizuiye.

Kubepkayinci3uik *aHa HOpCe eMeC KoHE KHMbIPMa JKbUIFa JKYBIK YaKbIT 00ibl YKIMETTe,
OHEPKOCITITe JKOHE FBUIBIMH OpTajla MaHBI3Abl TMiKipTaJacTapAblH TaKbIPbIObI OOabBl [22].
JlerenmeH, kuOepKayincCi3AiKTi aHBIKTAay MEH KOJIIaHy cajlaChbIH/1a PTYPJIi aBTOPJIap apachIHIaFbl
KeJicreyitikTepAiH cedeb1 6onran keibdip aitpipMmansuibikTap 6ap [7; 10]. Keitbip capammbuiap
OyJ1 TakbIpbIll KOPKBIHBIIITHIH KYIIEIOiHE OaiaHBICTBI MIaMaJaH THIC YKOHE j>KacaH/bl TYpAE
ICIHTeH Jen MONIMJCHI, al «KHOEp COFBIC» CHSIKTBHI TEPMHH YTHIMIBI €MEeC, dMOIIMOHAJIBI
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peaxkuusHbI TyAbIpyFa apHaiFad [11].

DNEeKTPOHIBIK KYIMUAJIBUIBIKKA KAaThICThI ajaHJaylIbUIBIK IIBIH MOHIHJAE Heri3ai Ooysl
MYMKIiH, KONITEreH KHOSPKBLUIMBICTAP KAYITCI3TIKTI OY3Y/IbIH TIKEIeH HOTHXKECI OOJIBII TaObLIA b
[12; 13].

XanbIKapaiblK CTaHIAPTTAY YHBIMBI Ka3ipri yakbITTa KHOSPKAYITCi3MiKTI KHOEPKEHICTIKTEr
aKIMapaTThlH KYNHUUIBUIBIFBIH, TYTACTBIFBIH JKOHE KOJ JKETIMIUITIH CaKkTay peTiHAE aHbIKTailabl
[26], KMOEPKEHICTIKTI TEXHOJOTHSIIBIK KYPBUIFBUIAD MEH OFaH KOCBUIFAH MXeJiIep apKbUIbI
agaMIapiblH, OarnapiiaMaiblK >KacaKTaMaHBIH J>KOHE KbI3METTEp/iH ©3apa JpeKeTTecyiHeH
TYBIHIAUTBIH KYpPAET OpTa peTinae OaillaHBICTBIPa OTBHIPHIN, CIIKAHAAl (PU3HKAIBIK TYPFBIIaH
JKOK HbICaHsbI [15].

MarepuaJsaap MeH daicrep

3eprTey OaphIChIHIA MIETEAIK JACPEKKO3Iepre Tanuay Kyprizinai, onapaan Eypona meH
Azus enepinie KuOepKayirci3/IiK caJachblHIa OKBITY KOHE KOCINTIK Jaspiay OoibIHIIA OesiceH i
JKYMBIC JKYPTi3UTIII JKaThlp JEreH KOPBITHIH/ABI KacayFa OOJalbl, 3epPTTEYyIiH TEOPHUSUIbIK-
o/llicHaMaJIbIK ~ HETi3/epi alKpIHAAIABl JKOHE ruOepKayimnci3mik OolbiHImIAa WHPOpPMATHKA
MYFaTiMEpiH AaspiayablH epeKIIeNiri alibUlIbl.

O/edneTKe MOy

Nudopmartuka wmyFamiMaepiHiH KociOM  KY3BIPETTUINTIH  KAJBINITACTBIPY KOMNTEreH
ABTOPJIAP/BIH FRUTBIMH CHOCKTEpiHIe KapacThIpbuiaasl. COHBIMEH, AMN. banakua XXI
Facelpfiarbl MH(MOpPMATUKA MYFAIIMIHIH KOCIOM  KY3BIPETTUIINH  KapacThIpajbl  JKOHE
MYFaIIMACPAIH  Y3MIKCi3 ©31H-631 TopOHesney J>KoHEe OJapAblH 3aMaHayW aKMIapaTThIK
TEXHOJOTHSIAp CallaChIHIAFbl KY3BIPETTUIINH apTThIPy KAXKETTUIIN Typaibl KOPBITHIHIBI
JKacauel [2].

Hudpnbik 6iiM O6epy karnaibinga Oonamak nHGopMaTHKa MyFalniMaepid gaspnay sl E.B.
bapanoBa men W.B. CMmupHOoBa KapacTelpipl, oylap HHGOpMaTHKa MYyFalIiMiHIH KociOu
KY3BIPETTIIITH KaJbIITAaCThIPY/Ibl KaMTaMachl3 €TETiH IMeJarorukaiblk OuliM OakaiaBpiapblH
nasipiaay MOZENiH YCBIHABL. O3 3epTTeyliepiHiie aBTOpiap MaWbIHIBIKTBIH KYPBUIBIMBI MEH
Ma3MyHbl KOFaMHBIH >KE€Ke YMITTepi MeH OuliM Oepy TajanTapblHa KOHE €HOEK HapbIFbIHBIH
KQKETTUIIKTEPIHE COMKeC Kelyl KepeK JAereH KOPhIThIHABI kacaisl [1].

Nudopmatnka MyFamiMIEpiHiH KOCiOM KY3BIPETTUIIH KaJbINTACTBIPY/Aa ITOHAPAJIBIK
omicremenik kyheHl konganynael I[1.B. Huxkutun yceiHangel. IlemarorumkaiblK >KOFapbl OKY
OpBIHIAPBIHA OKY OapbIChIH/IA KACIOM KY3bIPETTUTIKTI KaJIBIITACThIPy Mpo0eMaaapblH cUllaTTan
OTBIpPBII, OONamaK HHPOopMaTHKa MYFaTIMAEPIHIH KoCiOU NalbIHIBIFbIH JKETIAIPY KaXETTUIITH
kepcereni [14].

KambIkThIKTaH OKBITY (pOpMaThIHAA aKIAPATTHIK KayINCi3/IIK MOICHUETIH KaJIBITITACThIPYFa
A.B. HaymoBa men E.I'. TonopkoBaHbIH FbUIBIMH 3epTTeysepi OarbITTanabl. ABTOpIap
KAIIBIKTBIKTaH O1TIM Oepy/Ii, COHai-aK OKBITYIBIH THIMILTITIHE dCep €TEeTIH MYFalliMHIH KaKETTI
JaFAbUIapbl MEH KY3bIPETTEPiH KapacThIpAbl [S].

AKmapaTThIK KayIlCi3[iKTI JKOHE akmapaTrThl KOpFayJbl KamMTaMmachl3 €Ty, QJIEeMJIIK
aKMmapaTThIK KOFaM/IACTBIKTA JKEKE TYJIFaHbIH KAyilCi3AiriH KaMTamMachl3 €Ty Mpo0JieMachIHbIH
MaHBI3IBUIBIFBl  Typanbl uaesHbl d3ipieyai E.B. UepHoBa KapacThIpalbl OHE aKMapaTTHIK
MOJIEHUETTIH HET13T1 2JIEMEHTTEPIH KAJIBINTACTHIPY JKE€Ke TYJIFaHBIH TaOBICTHI 1aMybl MEH KociOu
ecyl YIIIH MaHbI3bl aKHapaTThIK OHE KaJIbl MOACHHM KY3bIPETTEpJll NaMBbITyFa MYMKIHIIK
Oepei 1ereH KOPBITHIHIBI Jkacaiiabl [18].

bonamak MyramimaepaiH KHOEpKAyilncCi3aiKTi KaMTaMachl3 €Ty OOWBIHIIA KociOn
KY3BIPETTUTIKTEPIH KAJIBIITACTHIPY KE31HA€ OKbITYIbIH MHTEPAKTUBTI 9AICTEPIH KOJIaHy Maceeci
T. B. PuxTep/in FpIIBIMU KYMBICBIHJA KapacThipbUirad. Faneiv KubepkayincizaikTiy Kypamaac
OemikTepiH, KHOEpKayilCi3AiKTI KaMTamachl3 €Ty calachlHJAarbl MEeAarorTepAiH  Kociou
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KY3BIPETTUIITIHIH JKEKeJereH 3JEMEHTTEepPiH KaJIbINTACTHIPYFa BIKMAA €TETIH HHTEPAaKTUBTI
omicTep TonTapsiH Oein kepcerei [17].

Kubepkayincizuik ~ OoiipiHma  Oonamak — uHGOpMATHKA  MYFaTIMIEPiHIH  KociOH
KY3bIpeTTiUTIKTepiH  KanmbinTacTelpy A.A. Hewaii wmen C.A. KpacHOBTHIH  FBUIBIMH
OachUTBIMIApBIHAA KapacThIpbUIFaH, Oyl Oonamak HHQOpPMAaTHKAa MyFaTiMAEpIH Jaspiay
OarnapiamMaiiapeiHa KHOEPKAyIICI3aiK HET13/IepiH €HT13y KaKETTUIITH Kepeerel [6; 9].

Horu:xenep

Kubepkayinci3mik  KemnrTereH MiKipTajJacTaplblH, KbI3BIFYIIBUIBIKTBIH —JKOHE  Hazap
ayJiapy/JiblH cajlachbl €KeH1 aHBbIK.

Conpaii-ak, «KuOepKayilci3aik»  YFBIMBIH  aWTapibIKTall  KEHUAeTyre  Ooajbl.
Kubepkayincizaikri OipHele HEri3ri TEPMHUHICPTe J>KOHE OJIAPIBIH KapbIM-KAaThIHACTApPhIHA
KEHUIAETy HMKEeMJI KYpbUIBIMIBI KaMTamachl3 eredi. byl  MKeMaunik — jaeHredi oKy
OarmapnamanapblHa  KHOepKayllCI3[iK  aHbIKTaMajapblHOa,  CTaHAApTTapblHIA  JKOHE
KYpBUIBIMIAPBIHAA MOCEJeNepai [Iemyre KOMEKTECETIiH CalbICTRIPMalIbl  TYPJE  alllbIK
aKaJeMUSUIBIK KYPBUIBIMIBI cakTayFa kemekrecedi. Kubepkayinciznikke 0aca Hazap ayaapyabl
aKMmapaTTHIK KAyilCi3miK MeH AKNapar Kayilci3MiriHiH XKajlbl aIFBIIIAPTTAPbIH YCTAHATHIH YII
caHar OoWbplHIIA ImIeKkTeyre Oonansl [16]: Oyn «JIalBIHABIK», «KOPFay» JMKOHE «OpPEKeT»
Kareropusutapsl. bacrankeima kuOepkayinci3mik KHOepKayilCi3miKKe peakmHusHbl OUImipeTiH
«peaxiys» CcaHaTTapbIMEH OENTrieH]l. AKCHOMaHbl €cKepe OTBIPbIN, OYJl OpBIHCHI3 OOJIBII
KOPIHJI: «OPEKET €TKEHHEH Iepl 9peKeT €Ty KaKchl». «Peakuus» caHaThl )KaKChl OPBIHIAIIFAH
OpEKeT JKOCTapbIHAH repi a0alChl3 peakMsIHbI Ty IbIpYbl MYMKiH. OCBI CAaHATTapAbIH dPKaChICHI
KeJeci CypaKkTap apKbUIbI )KAKCHl KOHTEKCTTENTEH 00Tybl MYMKIH:

1. Kannait kubepkayinrep Oap, 013 ojapra Kamail JalbIHIANbIN, BIKTUMAJ MA0YbUIIAPIbI
azaiita anmambI3? (JlaiibIHIIBIK).

2. AKmapaTTBIK XYy#enepi Kanai skodanayra jkoHe Kayincis ycrayra 6onaasl? (Kopray).

3. KubepiaOysin OonFaH xKaraiiia He iCTey Kepek >KoHe KoJaa 6ap KOpFaHbIC KypallJapbiH
KaJlail KongaHyra 6omaasi? (Opeker).

Kubepxkayincizaikke TailbIHABIK TOyeKeNIEpAiH TYCIHIKTI ekeHiH Oinmipeni [27]. byn
KayiIl TIeH OHBIH CaJIIapbIH TEPEH TYCIHYA1 Tanamn eTeAl. MaHbI3bICHI, 0JIap TeK TEXHUKAJIBIK eMeC.
JlafibIHABIKTHIH KoM 0elliri KHOepKEHICTIK MEeH HAKThl dJieM apachlHAaFrbl OalIaHBICTBI TYCIHY
Oonbin TaObutagpl. Heri3ri TeXHUKANBIK TaKbIPBIITAP-€HY ChIHAFbI, ATHKAJIBIK Oy3y JKoHE
KETUAIPUIreH TYpaKkThl Kayinrep [28].

Kubepkopray KOMIIBIOTEpIIIK >KyHenepAl Kopray OOWBIHIIA aJbIH ajly IIapajapbiH
KaObU1IayIbl KaMTH/Ibl JKOHE KaWTaJaH TEXHUKANBIK >KOHE TEXHHMKAJIBIK eMeC >JIEeMEeHTTEepl
KaMmTuabl. byn caHar xylieHi Oackapy YILIIH >KakChl >KyMbIC IcTedal aen caHaimbi3. JKyiie
OKIMIILIEpl KYHelep MEH jKeJllepre TeXHHMKAJbIK KbI3MET KepceTyre, COHAai-aK Kayinci3Jik
casicaThIH )KY3€re achIpyfa s>kayanTsl [29]. backa THICTI TakpIpbINTAp KAyIMNCi3/IiK KOHTEKCTIH/IE
Kenuiep MeH okyHenepai skobamayabl KamTuabl. [laiimanmanymbuiapiel Jnaspiay, ayJauT,
AKKpEIUTTEY KOHE OKBITY-MYHBIH 0opi Mpo(HiIakTHKAIIBIK KOpFay caHaTbiHa skaTazbl [30].

OpekeT Kareropusicel — Oyl KuOepmaOybll OoNFaH jkKarjaiia xacaldybl KepeK Hopce.
bencenni mabybuinbiy Oenrinepi KaHaal, bIKTUMAaIT dcepAl Oaranay, aTpuOynus amy, skayamn oepy
KOHE KBI3METTI KallblHA KeNTipy YIIIH KaHAad Kazampaap jkacay Kepek? TeXHUKasbIK
TaKBIPBIMITAPFa CAHJIBIK COT capanTaMachl (HaKTHI KoHE o(IaiiH) KoHE OKHUFajlapFa kayam Oepy
kipeni. backa cananmapra mMoneHH jxkoHe kahaHJIIBIK CTaHIApTTAy, KYKBIKTBIK Mocesenep, Kapchl
capanTaMa, KOMIBIOTEPIIIK KPUMHHAINCTHKA XOHE OKHFallapra jkKayarm Oepy TEOpHSCHI KOHE
OpTYPIIi YHBIMAAPIBIH OPTYPIIL icTeMeniep MeH OachIMABIKTapFa ne eKeHiH Tyciny kipeai [19].

Kubepkayincizgik-0yin »aHa TaKbIpbIl €Mec, KepiciHiie, OipTyTac Tanjaay, TYCIHY,
KuOepKayinTep/ieH KOpFay »J>KoHE oJlapra kayanm Oepy yuiiH Oap OumiMali Kapay >KoHe
KOppesusiay dIicl.

OxpITyna AoHeKTi TociiMeH Oojamak HHGPOpMAaTHKa MyFaliMIepiH OacTamnkbl OKBITY
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aKmapaTThIK JKoHE KHOepKayimnci3mik OuniM Oepy callachIHAAFbl JKOFapbl OachbIMIBIK Macelneci
peTiHge, acipece MyFaiMaepl AaspiiayablH KaJIbl Kyieci meHOepinae oKy OaraapiiaMmaiapsl
IIIHae KOHE oJyiapja KHOepKayimnci3iK cajmachlHAa KOCIOM KY3BIPETTUTIKTEP/l KAIBIITACTHIPY
MacCeJIeCl PeTiHe OKBITBLUIYHI THIC jKkepae KaxeT [31].

Myranimre nupiblK Kayinci3aik Typaisl biiM jkoHe OFaH JKeTy *KOJIaphl KAKET eKeHiHe
KYMOH OK. Myramimaep UHUQPPIbIK KayilCi3giKTI OKBITYJIbI ©3 MOWHBIHA allajbl JKOHE
OKYUIBUTAPBIH MHTEPHETTErl MiHE3-KYJIBIK epexenepine OarbITTaiibl Jem KyTimyne, Oipak
MyFaliMziep KoOlHeCe STUKAIBIK eMeC MIHE3-KWIBIKIICH OaiJIaHbICThI TOYEKENIepAl TYCIHY YIIiH
KETKUTIKTI JalbIHABIKTAH oTIel i. OKBITYIIbI aKNapaTTHIK TEXHOJIOTHIIApAbl KOJIIaHy Ke3iHJe
CTYJEHTTEP/IH MiHE3-KYJIKbIH JKaKcapTyFa, TOYEKeAep MEH 3USIH TypaJbl SHTIMeENep Kyprizyre
KOHE CTYJCHTTEPre 03 ic-opeKeTTepiMeH alTapibIKTail acep eTyre KOMEKTECEeTiH MOJelb 0oja
anajpl.

Ocpuraiinia, KHOepKayirnci3aiKTi ajJFalKsl OKBITY OoJalak MyFaliMIepAiH HHHOBAMSIIBIK
npouecTepre 6eiliMaenyi xoHe 3aMaHayH aKnapaTThIK TEXHOJIOTHSUIApAbI Maljanany YIIiH eHOeK
HapBIFBIHAA Oocekere Tycyi ymiH KoraMHBIH Ka3ipri KaXeTTUTIKTepiHe ce3iMTan 0oJybl Kepek.
Kana mudprablk MofeHHET MyFamiMaepaeH HUu@pIbIK KoFamaa Maijaibl KOHE CYpaHbICKA He
OOy BT TAAIl eTe/i.

Op Typii 3eprreynep OiniM Oepy canachlHAAFbl 0achkIM Mocelnenep peTiHAe Kayirnci3miKTi
aptTeipy ymiH KwuOepkayincizmik OOWBIHIIA NalBIHABIKKA KEMUIAIK OepeTiH Oimim  Oepy
MeKeMeJepi YIIiH OpTajiblKTap KYpy KaXeTTUIIrH KepceTeIi, acipece Oyu1 Oonaiak MyraniMaep/ii
Jasipyiay OarapiiamaliapblHa KaThICTHI.

XanbikapanbslK AeHreine, Eypoma sxoHe A3us enjepinjne KuOepKayilci3liK cajachlHIa
OKBITY JKOHE KOCINTIK Jaspiay >KOJBIMEH KayilCi3diKTi apTThIpy OOHBIHIIA >KYMBICTAp
KYpriziayne.

Mpicanel, TaliBanbna «Tauc» Oarmapiamachl OUTIKTI MyFaIMIEPIl JaspliaydblH TOPT
ACIIEKTICIH aHBIKTAbI:

- OaluTaHbIC KayIICi3/airi )kKoHe KOpFay;

- aKMapaTThIH KapaMIbLIBIFBL;

- InTepHeTTeri Kayinci3mik;

- TEXHOJIOTUSUIBIK KYPBUIFbIIApAbI 63 OeTiHIIe naiiianany.

EO enpepinne bpurtanapik biniM O0epy KOMMyHMKAIMsUIapbhl *OHE TEXHOJIOTHsUIAP
areHtTiri «BECTA» cuskTsl yitbiMaap, CkanauHaBus enfepi MeH Yexusaarbsl opTypii
3epTTeyNiep MyFajdiMIepli [aspiayAblH MAaHBI3ABUIBIFBIH aTal KepceTelll JKOHE aJIIBIHFBI
ToXipube, OiniM, ToXipuOe, mMiKipaep MeH KaObulgay MyFaliMIepliH KuOepKayimnci3aik
MOceJIeNiepiH Kalal yHpeTy, MIenly >KOHE IIEeNTy KEPEeKTITIH aHBIKTalJIbl JIeTe€H KOPBITHIH/bIFa
keneni [20]. neHreiine

Kahaunpixk «lFOHUCE®» (bipikken ¥nrrap ¥HbIMbIHBIH XanblKapanblK bamamap Kopsl)
6iiM Oepy MekeMernepi YIIiH ic — KUMbUIap MeH Ou1iM Oepy mapanapblH OFBIPJIAHABIPYIbIH
MaHBI3/IbUIBIFBIH JKOHE OJIapJlaH aTa-aHajap MEH MyFaliMIEpiH OipJjecKeH jKayamnKepLIUIiriH,
COHJal-aK KayinTepai OonaplpMayra koHe UHUQPIBIK ONEeMHIH KayilnTepiHeH KOoprayFa
KOMEKTECETIH OUTIM Oepy *KoHe alJbiH ainy OarjapiamarnapbiHa OuTiM Oepy pecypcTapbiH Oy
KQKETTUIITH YCHIHA/IBI.

Tankpl1ayjaap MeH KOPbITBIHAbLIAP

binim Oepy KaxeTTUTIKTepiH aHbIKTay MakcaThiHAa Kubepkayimci3mik OarbIThl OOMBIHIIA
Oomyamak MyFagiMIepal Aaspiiayra OailIaHBICTBI IIET eJICPIAIH O3BIK TIXKIPHOECIHE IKOHE
TaKbIPBIIIKA COHWKEC FBUIBIMH JKapHsUIAaHBIMAApPFa 3epTTeysep JKypri3e OTBIpbIN, OoJalak
MaMaH/Ibl asgpiiay YILIiH eIy MaHbI3bl 0ap OipKaTap TaKbIPBIITAP YCHIHBUIIBIL:

- OHJIalH GalIaHBIC )KOHE MIHE3-KYJIBIK epexeriepl (GKEeNiIiK 3TUKET);

- WHTEPHETTETl TOYeKeNIepIiH aIIblH aly >KoHE (U3UKAIBIK JKOHE MCUXUKAJIBIK
JIeHCayIbIKKa KaMKOPJIBIK jKacay Iapajapbl MEH Kypajiaphl;
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- 1UQPIBIK Kayinci3aikke OaiiaHbICThl TYKbIpbIMaamanap (6eien, COMKecTUTIK, U PIBIK
QJIIAKTHIK KOHE caycak 131);

- OuriM Oepy canackIHIAFHI AepOec AepeKTepai Kopray;

- KYpbUIFBUIAP/IbI KayiIci3 KOpray jKoHE MapoJbaep jKacay.

Kubepkayinci3gik Typalibl apHAibI 3epTTeyJiep a3 OOJIFaHBIMECH, TAKBIPBHINTHIH ©3CKTLUIIT1
OHBIH aKIMapaTThIK TEXHOJOTHsUIapMeH OalIaHBICThI KETEKIIl KOMIaHUsIap MEH YHbIMIapAbIH
KYH TOpTIOiHIEri TYpakThl TalKbUIaybIMEH pactanansl. Hormxkecinae, Oys1 KubepKayinci3aikTi
OKBITY, COH/Iai-aK OChI TAKBIPBINITHI LITEPIICTY XKOHE OHBI O11iM OepyAiH opTYpJli KE3eHAepiHACTI
KOJIJIaHBICTAaFbl OKY JOCIHapiiappl MeH OarjapiiaMaiapblHa €Hri3y OOUBIHIIA TepeHJCTIITeH
3epTTeYJICPiH KOKETTUIITH KOPCETEIl.
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METOJIAMYECKHWE OCHOBBI TOAIOTOBKHA BY IYIIUX YUUTEJENR HTHOOPMATUKHA
HA ®OPMUPOBAHUE NPO®ECCUOHAJILHBIX KOMIIETEHIIUMI 11O
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AnHotanus. WudpopmarmonHas 0e30MacHOCTD SBISAETCS TIIOOATbHOW MPOOIEMO M3-3a pacTyIlen
3aBHCUMOCTH 00lIecTBa OT riodansHOi cetn HTEepHET, a KHOepyrpo3sl — OUH U3 CAMBIX CEPhE3HBIX BHI30BOB
JUII DKOHOMHUKM W HalUOHalbHOHW Oe3zomacHocTH. MHQpopmanmoHHass 0e30MacHOCTh CTaja TJIABHBIM
HAalMOHAJBHBIM IpHOpUTEeTOM. Bee opranm3anny, BKIIOYas oOpa3oBaTeNbHBIC YUPESKACHHS, paboTaromme ¢
NpUMEHEHHEM IH(POBBIX KOMIBIOTEPHBIX TEXHOJOTHH, HYKHIAIOTCS B CHEHUAIHCTaX, O00JIaIatomux
KOMITETEHIIUSIMH 1 HaBBIKAMH, KOTOPBIE BKIIIOUAIOT OBEACHYECKUE, YIIPABICHYECKIE U TEXHUUECKHUE 3HAHUS IS
00prOBI ¢ KHOepaTakaMu B TUHAMHYHOW cpene Kubepyrpo3. B cBs3m ¢ 3THM pacTeT cipoc HE TONBKO Ha
KBATM(HUIUPOBAHHBIX CIICIMAINCTOB, HO M HA yYHUTENICH, 001a1al0muX KOMIIETEHIMSAMH 110 HH(POPMAIIMOHHON
0€30MacHOCTH, KOTOPBIE CITIOCOOHBI YYHTh OCHOBAM KHOEPOE30MaCHOCTH CO IIKOJIBHON CKaMbH.

Cy1ecTByOIIHEe MPOTUBOPEUHSI MEXK Ty TTIOBCEMECTHBIM IPUMEHEHUEM ITU(PPOBBIX TEXHOJIOTUH, YSI3BUMBIX
K KuOepaTakaM, W HEIOCTaTOYHOCTHIO HCIHOJB30BaHUS O00pa30BaTEIBHOIO TIporecca Ui OOydeHHUs
MHQOPMAaITMOHHOH 6€30IaCHOCTH, a TAKXKE MEXK]y YBEIMICHUEM CIIPOCca Ha MOATOTOBKY yUUTeNed HHPOPMATUKU
1o UH(POPMAIMOHHON 0E30MaCHOCTH U HEJIOCTATOUYHON TOTOBHOCTBIO MPO(ECcCOPCKO-TIEIarorni4ecKoro cocTaBa
By3a K IOJTOTOBKE COOTBETCTBYIOIIMX CIICIIMAIMCTOB MO3BOJSIOT CHOPMYIHPOBATH aKTyaJbHYIO MpoOiemMy
HAyYHOTO HCCIIEOBaHMS, KOTOpas 3aKII0YaeTcs B HEOOXOAMMOCTH CHCTEMHOTO OOECIICYSHHUS MOATrOTOBKH
Oyaymux yuwrened WHPOPMATHKH W (HOPMHUPOBAHUS y HHUX MPOPECCHOHANBHBIX KOMIIETCHIIMH IO
MHQOPMaIIMOHHOH 06€30IaCHOCTH B COBPEMEHHBIX YCIOBUSX pa3BUTHA HH(pOpMaMoHHOTO obmiectBa. HoBuzna
WCCIIEIOBAaHUS COCTOMT B pPa3pabOTKe IMOAXoja K oOydeHHto Oymymux yuutenedl WHPOPMATHKH OCHOBaM
KrOepOe30MacHOCTH U ()OPMUPOBAHHUIO Y HUX KOMIICTCHIIUN 10 WH(OPMAITMOHHONW 0E30MaCHOCTH B YCIIOBHSIX
UQpPOBHU3ALIUU 00pa30BaHMUSL.

KaroueBble cjioBa: yuutens WHGOPMATHKH, WH(POpMalMOHHAs O0e30mMacHOCTh, KHOEpOEe30MmacHOCTD,
npodeccuoHanbHas MOAr0TOBKA, KOMITCTECHIIHS.

METHODOLOGICAL FOUNDATIONS OF THE TRAINING OF FUTURE COMPUTER
SCIENCE TEACHERS FOR THE FORMATION OF PROFESSIONAL COMPETENCIES IN
CYBERSECURITY

Mekebayev N?, Nazkenova Bt., Chaico E.?

LAl-Farabi Kazakh National University, Almaty, Kazakhstan
ZRiga Technical University, Latvia, Riga
nurbapa@mail.ru, nazkenova_bayan@mail.ru, jelena.caiko@gmail.com
ORCID:0000-0002-9117-4369
ORCID: 0000-0002-6671-7835
ORCID: 0000-0002-1207-1418

Abstract. Information security is a global problem due to the growing dependence of society on the global
Internet, and cyber threats are one of the most serious challenges to the economy and national security.
Information security has become a top national priority. All organizations, including educational institutions,
working with the use of digital computer technologies, need specialists with competencies and skills that include
behavioral, managerial and technical knowledge to combat cyber attacks in a dynamic environment of cyber
threats. In this regard, there is a growing demand not only for qualified specialists, but also for teachers with
information security competencies who are able to teach the basics of cybersecurity from the school bench.

The existing contradictions between the widespread use of digital technologies that are vulnerable to cyber
attacks, and the lack of use of the educational process for teaching information security, as well as between the
increasing demand for training computer science teachers in information security and the lack of readiness of the
university's teaching staff to train relevant specialists, allow us to formulate an urgent problem of scientific
research. The problem lies in the need for systematic training of future teachers of computer science and the
formation of their professional competencies in information security in the modern conditions of the development
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of the information society. The novelty of the research is the development of an approach to teaching future
computer science teachers the basics of cybersecurity and the formation of their competencies in information
security in the context of digitalization of education.

Keywords: computer science teacher, information security, cybersecurity, professional training,

competence.
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