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Abstract We present the continuation of studying Extended Regular Expression (ERE) on the
view of modified subset construction within the overridden operators like intersection, subtraction,
and re-written complement. As before we have stated that in this case the complexity has a decreasing
nature and tendency. We will give the strict definition of the operational part of this modified subset
construction which is due to Rabin and Scott. The complexity of algorithm remains a magnitude less
than NP-hard problems for which we have given the strict proof of equivalence in the prior work, so
this work continues the studying of the comparable proof for a variety of problems to be
computationally complex, however, explainable in terms of unified approach like operational
calculus. In this calculus the general points of research are given to the representation of modified
subset construction with at least two operands which are to be computed by subset construction and
in terms of complexity of the effective algorithm they are computed using modified subset
construction.

Keywords: subset construction, extended regular expressions, modification, operations,
calculus.

Introduction

The subset or Rabin-Scott construction which was full described in [1] represents conservative
system of choosing between determinism and non-determinism in both aspects, however, lacks the
efficiency of complexity in case of deterministic machine operating on the finite set of states, thus, it’s
obvious that it will lead the number of states as well as number of operations to grow exponentially in
time of O(2").

The latter case isn’t limited to the usage of the classical Thompson algorithm [2], which is less
complex and requires asymptotic explosion of complexity in O(mn), where m is the number of symbols
in sought or input string and n is the number of elements in matched regular expression. To the present
time Thompson’s constructions weren’t used for extended regular expression matching,.

Samuel C. Hsieh showed a more effective algorithm for intersection operator [3], however, it’s still
NP-hard as its complexity can be denoted by O(n'), where n is the average size of length of operands in
ERE and t is the number of &-operators.

We have shown that ERE for intersection problem can be computed on both deterministic and non-
deterministic finite automata, NFA and DFA respectively [4]. We have also introduced the sliced model
of computation for our algorithm which tends to be in magnitude faster by applying operational calculus

[5].

Our algorithm for NFA or DFA supersedes previous results [6, 7] which operate on the cross-
product construction of the DFA by applying the operational calculus in the form of the operational logic
for the set of operands to be performed in-time and in-memory. The non-emptiness intersection problem
was shown to be NP-hard for sparse set of automata [7], however, we give another argument towards our
conjecture of equivalence of complexity classes.

Aho-Corasick trees [8] and Lempel-Ziv-Welch [9] streams for regular expression matching are also
discussed in this article as well as the “P versus NP” conjecture [10] for common case of the problem of
deciding whether the intersection of the given languages is empty or not.

Modified Subset Construction

This construction differs from the usual approach by Rabin-Scott in implementation of additional
operators for the closure function which is defined as follows:
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e — closure(S) = {t: fi(s,e) = t,Vs € S,Vi = 1..n,n € N}. (D)

Where in (1), f(x, y) is the reaching state function in the NFA and S is the set of states. We extend
this construction with the additional operator in our defined calculus as it’s given in prior work [4]:

€ —modified — closure(S) = {t:t € € — closure(S) Ut: g(t) = 0}. (2)

Where in (2) the g(t) is the base function which is computed during the approximation of the
algorithm to the given point. By this point we define the artificial states which are implied for the subset
construction with modifications the complexity of which is 2°™, The summary for this function can be
found in [4].

Thus, for intersection operator g(t) is defined as follows:

g(t) = deg*(t) — |visited(t)]. (3)

Whereas in (3) deg*(t) denotes the number of incoming edges for the given state t which is
artificial by the definition as it wasn’t implemented or introduced in prior works [1, 2, 3], visited(t) is
the function denoting the number of visited edges during the closure computation process —we conclude
that at each step this function is evaluated to its default value of zero.

The function g(t) for subtraction operator is defined as the logical gate consisting of binary input:

g(t) = {O, visiteiigt) ={L} 4

Where in (4) L is the left operand to be visited and right operand is omitted if it wasn’t visited
before, otherwise, the logical expression defined by function g(t) in (4) is evaluated to false and no
further calculation is permitted.

For the complement the function g(t) is defined within the modified construction and re-writing
of this operator within the same expression (4).

On P versus NP

Since it was shown that non-emptiness intersection problem can be decided in non-polynomial
time for specific cases, our algorithm decides it in time O(PQI) for any case [5].

Thus, we conclude that there’s another argument towards the proof of P = NP. As the function
g(t) in (2) is invariant and is to be computed for the implied states to model the existence of primarily
intersection operator, it’s still well-known that it was extended for the case of subtraction operator and
re-writing of this operator for complement.

According to functional hypothesis there could be a set of positive transformations leading the
algorithmic logic to be reduced to polynomial memory and time complexity, however, this question
remains open as per our prior works we based our proof on the observation of the proved NP-hard
problem to be solved using the full view of the input parameters in problem in polynomial time. PQI-
operator [5] was introduced before to represent the exact computational complexity of the process in
subset construction with function modifiers. These modifiers represent artificially implemented
structures in the graph of automaton to be translated into the semaphore or any other logic gate so that
the latter statement holds true and non-feasible subsets of automaton states aren’t acceptable when
traversing it through closure functions when passing it through the filter function g(t) defined in (3) for
emptiness problem and in (4) for the common logical case.

The “P versus NP” theorem which wasn’t still explicitly reviewed remains as a closed question
as the author of the scientific work proposing the computational models for better evaluation of
algorithm complexity had a better understood theoretical experience which leads to the question of the
relation between polynomial (P) and non-polynomial (NP) classes to be open. However, still we have
the facts which show that using subset construction in its modified full form can lead to the appearance
of the more effective algorithms for non-emptiness intersection problem as well as to other problems
where the redundant logical accepting states can be implemented as it’s shown in the subset construction
for extended operators in ERE like intersection, subtraction and complement.

Aho-Corasick Trees and Intersection Operator
5
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As we have defined the intersection operator within the common Thompson’s construction at
first and then Rabin-Scott subset construction, it’s possible to get the point for Aho-Corasick trees
which denote the finite set of words and can be seen as a DFA.

For further purpose we can use the intersection state in NFA and get the construction for each
accepting state in Aho-Corasick automata by implementing the state transition from accepting states to
the finishing state of the pre-defined regular expression pattern, thus, giving the possibility to decide
what words belong to the regular set.

The observation above leads to the minimization of accepting states by applying subset
construction backwards from accepting states in Aho-Corasick tree [8]. This leads to the application of
matching algorithmic constructions of using the mixed stream for both Aho-Corasick tree or
compressed entity like Lempel-Ziv-Welch (LZW) stream.

The main conjecture is that Aho-Corasick trees optimized backwards by using Rabin-Scott
backwards construction lead to the imminent minimization of this tree. This can be proved by the fact
that each of the accepting and ending states in this tree conforms the decreasing function opt(x) which
is defined as follows:

opt(x) = {x € subset — construction(A),3 f(x,a), f(y,a):a € A}. (5)

The definition (5) gives us the observation that trees are given from the starting single point and
cannot be optimized further as they represent the optimized tree during online construction of this tree
within the additional string to be added or which is already included in the tree. Thus, we can conclude
that the state minimization process is to be started from the accepting states in backward direction.

Intersection operator can be applied to compressed or non-compressed trees within the
observable time frame. This operator is for deciding the more complex and efficient algorithm for
matching the regular expression pattern against the set of words rather than a single word or input
stream of single source — in contrary, Aho-Corasick trees are of multiple sources and as we have shown
can be minimized also.

For LZW input streams [9], it’s defined that the ending mark from the encoded input can be
used further when constructing tree itself during the invocation process — this is a linear process not
requiring additional resources like memory and time and, thus, we conclude that these streams are
unary.

Containerization of NFA and DFA for ERE and Stop Marks

This step of process includes the experimentation with the non-deterministic finite automata (NFA)
conversion to deterministic finite automata (DFA) along the Extended Regular Expressions (ERE) within
the aimed operators like intersection, subtraction and complement. The practice shows that in common
case this is the best practice for implementation of composite NFA and DFA via subset construction.

In common sense, this is a good approach for developing analyzing tools in biomedicine for
processing big amount of DNA sequences.

For the question of P = NP via O-operator proof, we can conclude that a single case is quite clear
to conclude that this is a way of solving NP-hard problems laying outside NP-complexity class.

Matching algorithm with stop marks

We define the matching according to the non-trivial symbol in the sequence of concatenation,
whereas the fully connected clique of states for empty transitions lets the exact word to be matched and
consequent cliques are matched according to this stop mark.

The cliques are defined as the strongly connected components in which any word can be defined in
the final set, thus, allowing the mark to be matched before the actual matching starts — this technique was
used before to prove the equivalence of P and NP classes.

Conclusion

We have defined the necessary relations between operational calculus and ERE constructions and
evaluation on either NFA or DFA through Modified Subset Construction (MSC). This calculus gives a
broader observation of how our model is to be represented in operational logic and applied mathematics.
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This relation is to introduce the solution to regular language non-emptiness intersection problem
within the time 2°If™1,

We have also shown that P versus NP conjecture for automata non-emptiness intersection problem
can be considered decidable in polynomial time, thus giving the assumption that P equals NP.

The practical solutions to the minimization of Aho-Corasick tree and the usage of LZW input
streams is also given as we have shown that these trees can be efficiently optimized using backward
propagation method of the closure computation.

We can conclude more that operational calculus can be used in approximate regular expression
matching, however, this is a well-studied question and doesn’t require more attention as the definition of
the new algebraic structure. This structure remains open for extended operators like intersection,
subtraction and complement in ERE.
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MOJNPUKANUAJTAHT AH IHIKI JKUBIHABI KYPY IbIH OITIEPALIUAJIBIK ECEBI

Cp13abIK0B MbIp3axMeT
K.HN. Cornaes atsinaarsl Kasak yITTHIK TEXHUKAJIBIK 3€pTTEY YHUBEpCHTETI, Anmatsl, Kazakcran
mspmail598@gmail.com
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Anparna. bi3 KubUIBICY, any >KOHE KaiTa »Ka3bUFaH TOJBIKTAYBIII CHSAKTHI KAaHTa aHBIKTAIFaH
orieparopJiap IiHIEeTi e3repTUIreH iIKi )KUbIH KYPbUTBICBIHBIH KOPiHICI OOMBIHINA KEHEUTIITeH TYPaKThI
OPHEKTI 3epTTEY/iH JKAIFAChlH YChIHAMBI3. BypbIHFbIIail 013 OyN Karmaiaa KYpASNTIKTIH TOMEHJEY
CUTIaThl MEH TEeHJCHIMACHI Oap ekeHiH alTThIK. bi3 Pabun MeH CKOTTKa 0aiiIaHBICTBI OCHI ©3TEPTLITeH
IIIKI KUBIHTBIK KOHCTPYKIMSHBIH OINEPalUsIbIK O6jliriHe KaraH aHbIKTama Oepemi3. AJTOpPUTMHIH
Kypaeniiri 013 »yMbICTa SKBHBAJICHTTUIIKTIH KaTaH naseiin Oepren NP-kublH ecentepaeH a3 Irama
Ooubln Kana Oepeai, COHABIKTaH OYJI )KYMBIC 9pTYPJIl €cenTepiiH KypAeni OOdybl YIIiH calbICTHIpMaibl
JoIenaeMenepii 3epTTey i KalFacTeIpaasl, anaiia, onepaluusulblK ecenTey CUSKThI OipTyTac KesKapac
TYPFBICBIHAH TYCIHAIpiNeai. by ecenreyse 3epTTeyIiH Kajllbl TAPMAKTAPhI 1IIKI XKHUBIHIBI KYPY apKbLIbI
ecemnTelyi THiC KeMiHJIe eKi onepaHATapbl 0ap TYpJICHAIPIITeH 11IKi >KUBIH KYPBUIBICHIH YCBIHYFa OepiireH
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JKOHE THIMIII alTOPUTMHIH KYPAENUJIIri TYPFBICEIHAH OJlap ©3TePTIreH IMIKI KHUBIH KYPBUIBICHI apKbLIbI
ecenreliesl.
KinTrik ce31ep: ki KUBIH KYPBUIBICH, KCHEHTUITeH TYPaKThl TIpKecTep, MOAUBUKAITH,
amaiiap, ecenrey.

OINEPAIMOHHOE NCYUCJIEHUE NIOCTPOEHUA MOAN®UITUPOBAHHOI'O
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AHHoOTanus. MbI IpeCTaBIIsIeM MPOAODKEHNE U3yUSHHS PACIIUPEHHBIX PETYISAPHBIX BBIPAKEHUH
C TOYKH 3PEHHS TOCTPOCHHS MOAM(DHUIIMPOBAHHOTO TIOJMHOXECTBA BHYTPH II€PEOTNPENEICHHBIX
OTIEPaTOPOB, TAKUX KaK IEpeceueHre, BEIYUTAHNE U TIEpe3anucanHoe JomnoiHeHne. Kak u mpexae, Mbl
YTBEPXKIalli, YTO B TOM Clly4yae CIIO)KHOCTh UMEET yOBIBAIOUIMK XapakTep M TeHASHIHI0. MBI 1aaum
CTPOTOE OIpeNIeICHNEe OTEPAIMOHHON YacTh ATOW MOIU(UIIMPOBAHHOW KOHCTPYKIIMH ITOJMHOXKECTBA,
npuHamIexamie Paduny n Ckorty. CI0KHOCTD aTOPHUTMa OCTASTCS Ha BETUYHHY MEHbIIE, 4yeM y NP-
CJIOKHBIX 3aday, OJId KOTOPBIX MbI JaJii CTPOro€ AOKa3aTCJIbCTBO 3KBUBAJCHTHOCTHU B npe,ul)mymel‘&
pabote, moaTOMy 3Ta paboTa MPOAOIKAST U3yUeHHEe CPABHUMOTO JTOKA3aTeNIbCTBA I MHOXKECTBA 3a]1ad,
KOTOPBIE, OJTHAKO, SBISIOTCS BBIYMCIUTENBHO CIIOKHBIMA. OOBSICHIMO C TOYKH 3PEHHUS €AHMHOTO TOJX0/1a,
TAaKOr'o KakK OIICPAlIMOHHOC HCYHCIICHUC. B sTOM mncunciaeHun OCHOBHBIE TOYKH HuccieaJ0BaHus OTAAaHbI
MMpeaACTaBJICHUIO MOI[I/I(l)I/I]_[I/IpOBaHHOI‘/'I KOHCTPYKIUMH ITIOAMHOXKXECTBA C HC MECHEC YEM ABYMs OII€paHaaMU,
KOTOpBIE JOJKHBI OBITh BBIYHCIICHBI IIYTEM MOCTPOSHHSI MMOAMHOYKECTBA, U C TOYKH 3PEHUS CIOXKHOCTH
3G (PEKTUBHOTO AITOPUTMA OHU BBIYUCISIOTCS C WCIIOJIB30BAHUEM MOJIUPHUINPOBAHHOW KOHCTPYKIMN
MTOJIMHOKECTBA.

KaioueBble cioBa: TOCTpOSHHE IMMOIMHOMKECTBA, PACHIMPEHHBIE PETryJSIpHBIC BBIPAKEHUS,
Moau(UKAIKs, OTIEPALliH, NCUUCIICHHE.
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Annoramusa. B cratee paccmaTtpuBatorcs OaifecoBckue ceth (B mampHedimem bC) ¢
JIOTIOTHUTENHHBIMI OTPAHUYCHHUSAMH, OOYCIIOBJICHHBIMH HAESMH MapKOBCKHX CeTel (B JaybHEeHIIeM
MC). I'padoBbic Momenu, ONMHCHIBAEMbIC MOMOOHBIMU CETAMH, OyJIeM Ha3bIBaTh OaleCOBCKUMU
MapkoBckumu ceTssmu (BMC). JlanHbple MoJieny ONMHUCHIBAIOT MHOTHE peabHbIE 3a/1a4ll ¢ PA3INIHBIMU
BUJIAMH HEONpEIeNIeHHOCTEH, NMEIONNX pa3IuyHble MPUIMHHO-CIEICTBEHHBIC CBs3H. OrpaHUdYeHus,
HaKJIa/IbIBaeMble MapKOBCKHM CBOMCTBOM, BO MHOTHX CIy4asX IO3BOJISIIOT 3HAUYUTENBHO YNPOCTUTH
pacueTbl B 0allECOBCKUX CETAX MPHU HAJMUUK CBHICTENBCTB. B TO e BpeMsl MpaKTHKa MOKa3bIBaET, YTO
OOJBIIMHCTBO MOJENEH, OTpaXKAIOMINX peabHbBIE MPOIECCHl M OCTPOSHHBIX Ha ammapare 0ailecOBCKHX
ceTell B IeHCTBUTENBHOCTH 001a/1al0T ¥ MAPKOBCKUM CBOWICTBOM.

B craTthe ommcaHbl UaEH pacueToB B 0ailleCOBCKHX CETSAX C OTPAHWYCHUSIMH, HAKIIAIAbIBACMBIMU
MapKOBCKHUM CBOWCTBOM. OMUCaHBl pa3inuyus MpU pacueTax B 0alleCOBCKHUX CETAX 0e3 MapKOBCKHX
OTPaHWYEHHH U C MAPKOBCKUMH OTPaHUYECHUSIMH.

Pabora namucana B pamkax rpaHtoBoro ¢uHancuposanusi AP19679142 «llouck ontumanbHBIX
peuieHuii B 0aileCOBCKUX CETSIX B MOJEISX C JIMHCHHBIMM OrPAaHUYCHUSMU M JIMHEHHBIMU
¢dynkumonanamu. Pazpabotka anropurmos u nporpamm» (2023-2025rr.) MOHB PK.

KarwueBbie cioBa: baiiecoBckas cerb, MapKoBckasi ceTh, MapKOBCKOE CIydailHOE TIoJe,
MapkoBckre CBOWCTBa, Tpadudeckas Mozielb, CBUIETEILCTBO, PACIPOCTPAHEHHIE CBHICTEIHCTB.

Beenenne

[To3nakoMuThCS ¢ Teopueil OaliecoBckux ceTeit MokHO B [ 1, 2, 3]. [logoOHbIe 3a7aun 4acTo
UMEIOT MPUYMHHO-CJIC/ICTBEHHBIE CBS3M MEXIY Pa3IMYHBIMH dJIEMEHTaMH. B OCHOBE MaHHBIX
rpadu4ecKkux MoJjiesiel 0ObIYHO UCTIONB3YIOTCS HAalpaBJeHHbIEe allUKINYHbIe Tpadbl. Bepmmnamu
B BC sBnsitoTcsi mepeMeHHBbIe, HOCSAIINE BEPOSTHOCTHBIN XapakTep. MexIy NepeMeHHBIMU
CYIIECTBYIOT pa3jMyHble MPUUMHHO-CIIEJACTBEHHBIE CBS3U. Teopus MapKOBCKHX CeTei XOpoIlIo
onucana B [4, 5, 6]. [ns wmocTpanid M3araéMoro Marepuaiga B CTaThe HCIOIb3YETCs
nporpamMublii komruieke HUGIN EXPERT. Osnakomutcsi ¢ paboTol IaHHOM NporpaMmbl
MOXHO B [7]. B crathe OymeT mcmonb3oBaH m3BecTHBIM ydeOHBIA mpumep ASIA. Tlpumep
IIpUyMaH U BIIEPBBIE ONKCAH B [8].

baiiecoBckue ceTu MO3BOJISIIOT pelIaTh pa3InyHbIe JOCTATOUHO CIIOXKHBIE 3a]Ja4l, UMEIOIIIe
pasnu4Hble BHUIBl HeompezeneHHocTei. IlogoOHbIE 3amauM  YacTo UMEIT MPUYUHHO-
CJIEZICTBEHHBIC CBSI3U MEXIY pa3IMyHbIMHU repeMeHHbIMU. Teopuss BC mo3BonseT paccunrath
3HaYeHUS HEKOTOPBIX MIEPEMEHHBIX HA OCHOBE U3BECTHBIX MJIM paHEE pACCUMTAHHBIX MTEPEMEHHBIX
UCTIONB3Ys TPHYUHHO-CIICICTBEHHBIE CBsI3U. ECITM 0/THA MM HECKOJIBKO MEPEMEHHBIX MOTYYHIIN
HEKOTOpbIe 3HAYEHMs, TO TOBOPAT, YTO IEPEMEHHBbIE MOJyYyWId CBUAETeNbcTBA. Hammuue
CBUJIETENHCTB pe3Ko ycinoxHseT pacuersl B BC. Ilonck xopomux, OBICTPBIX aIrOpUTMOB AJIs
pacueroB B BC co cBujerenbcTBaMu JOCTaTOYHO aKTyajbHas mpoOiema. JlomoiaHuTenbHOE
yCIIOBHE MAapKOBOCTH BO MHOTHX CIIydasX MOXKET 3HAYHTEIBHO YIIPOCTUTH anropuTmbl. Ha
npuMepe OyeT pacCMOTPEHa BO3MOKHOCTD MOJIOOHOTO YIPOIIECHUS.
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MapkoBCKHUe Hlier B 0aiieCOBCKHUX CETAX
AxmetoBa A.M., Abaunnaesa A.A., Jlursunenko H. I'., JlutBunenko A. I

ITocTranoBKka 3agaun

Kpartkoe onucanue 0aiilecOBCKHMX ceTeil 1 MAPKOBCKHX ceTeil.

ITycte 3aman rpadp G = < V,E >, rae V — mHOokecTBO BepmuH rpada, E — MmHOKecTBO pebep
rpada. OpueHTHPOBAaHHBIHN, AUKINYHBINA rpad G Ha3bIBaeTCsA 0aileCOBCKON CEThIO €CITU KaxX10H
BepiinHe V € V 1ocraBiieHa B COOTBETCTBUE cliydaiiHas BennuuHa Xy, a KaxiaoMmy pedpy e =
(u,v) € E craBurcs BEpOATHOCTHAS 3aBMCUMOCTH CIIy4alHOW BeJWYMHBI X, OT CIIy4aiHOU
BEJIMYHUHBI X ;.

Bepmmaa U HaspIBaeTCs POMUTENBCKOM Ui BepiuuHbl V, eciam pebpo (u,v) € E.
MHO0KecTBO BceX pOAUTEIbCKUX BEPIIMH V 0003HavyaeTcs yepe3 parents(X,). s Beruncienus
BEPOSATHOCTH CYIIIECTBYET LIETTHOE MPABUIIO JJIsi 0all€COBCKUX CETEH:

n
P(X1, X2, X3, ..., Xp) = ]_[P(xi |parents(X,))
i=1

IlenHoe mpaBUIO IMO3BOJISIET Pa3IOKUTh COBMECTHOE PACHPENEICHUE B IIPOU3BEICHUE
YCIOBHBIX pactpenesneHuil. O4eBUIHO, YTO NpH pacuere coOaofaeTcs NpUHUUI Mapkosa:
NEPEMEHHasl 3aBUCUT TOJBKO OT POAMTEIbCKHUX IEPEMEHHBIX U HE BaXHO KakuM 00pazom
POAUTENIBCKUE IEPEMEHHBIE ITOIYYHIIM CBOE 3HAYCHHUE.

MapxkoBckas ceTb 3T0 rpadoBasi MOAEIb, IPECTaBICHHAs HEOPUEHTUPOBAHHBIM Tpadom, B
KOTOPOUM MHOKECTBO CITy4aiiHbIX BETHUUH 00JiaaeT MapkoBckuM cBOoicTBOM. MapKOBCKOE CBOMCTBO
OTIpeNIeNAeTCs OAHUM U3 TPEX SKBUBAICHTHBIX CIIOCOOOB:

CoiicTBo nmap: JItoOble 1Be HECMEKHBIE IIEPEMEHHBIE YCIOBHO HE3aBUCUMBI C YUETOM BCEX
JPYTUX NEPEMEHHBIX

JlokabHOE CBOMCTBO: IEPEMEHHAsl YCJIOBHO HE3aBUCHMMa OT BCEX IPYI'MX BEJIMYHH, C
Y4E€TOM CBOUX COcellen

I'noGanbHoe cBo¥icTBO: JIt0OBIE JBa MMOJMHOKECTBA NEPEMEHHBIX YCIOBHO HE3aBUCHMBI C
Y4ETOM Pa3JEeisaIoIEro ogMHOKECTBA

B GaiiecoBCKHX CeTsIX UTpaeT BaxkHOE MoHsATHE 0-pazaeneHHocTH. CyTh TaHHOTO MOHSTHS —
MOMBITATHCS BBIIETUTH N3 0alleCOBCKON CETH HEKOTOPYIO MOJICETh, PACUETHl B KOTOPO HE 3aBUCAT
OT BEpIIMH, HE JIeKAUIMX B JaHHOW MOJCETH. DTO MO3BOJMUT CYIIECTBEHHO CHHU3UTH OOBEMBI
pacdeToB Bo Bceit cetu. Huke npuBeneHo onpeneneHue d-pa3aeaIeHHOCTH.

I[lyrb S  wMexay  BepumHamMd a ¥ D HaswBaror d-pa3nenéHHBIM W
0JIOKHPOBAHHBIM MHOXECTBOM BEpILUH Z TOTJIa ¥ TOJIBKO TOT1a, KOTJa:

S colepKUT 1eMnb [ — Z —> j WU Pa3BEeTBICHUE [ < Z —> j TaKHe, YTO Z IPUHAUIEKUT Z UITH

S conmepKUT MHBEPTUPOBAHHOE pPa3BETBICHHE (KOJUIaiinep) [ — zZ « j TakuWe, 4yTo Z He
NPUHAISKUT Z ¥ Y BEPIIMHBI Z HET TOTOMKOB MTPUHAAIEKAINX Z.

[MousiTe  d-pa3fgeneHHOCTH  MOYKHO PaclpoOCTPaHUTh M HA  HENepeceKaroluecs
noamHoxectBa A u B. JIBa mogmuoxectBa A u B HaspiBaroTes d-pa3ei€éHHBIM, eCid JIo0bIe 1Ba
3JIEMEHTA U3 3TUX IOJAMHOXKECTB (-pa3/ieneHsl.

PaccmoTpum u3BecTHBI B utepatype mo bC yaeonsrit mpumep ASIA. B nanrOM npumepe
paccMaTpUBAIOTCS HECKOJIBKO BapUaHTOB 3aJaHMs CBHETENbCTB. [IpoBoauM aHaAIN3 pelIeHUH.
PaccmaTtpuBaem croco0 pemeHuss Opu ycloBUM MapkoBocTu. CpaBHMBaeM jBa croco0a
IIOCTPOEHHUS aJITOPUTMOB.

Onwucanue yue6HOro npumepa (pucyHok 1).
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*23 Class: asia_1 E‘E@
FSEE hoow o@CcOB ¥ +—- BE& L 9

Visitto Asia? ()

Lung cancer? (L}
Tuberculosis ar cancer? (E)
Positive X-ray? )

Pucynok 1 - YueOnas GaiiecoBckas cetb ASIA

Uccnenyercs 3n0poBre uenoBeka. Bepmimna A o603HayaeT ObUT MIIM HET UCCIEIYyEMbIN B
Aszun. B Tabnuie 1 onpezaeneHa BEposSTHOCTh TaHHOTO (pakTa. OT 3TOro B 3HAYUTEIIHLHON CTETICHU
3aBUCHUT BEpOSITHOCTH 3a0onieBanus TyOepkyne3oM (T). B Tabmune 2 ompeneneHa BEpOsSTHOCTh
3a0oneBanus. Bepmmaa S u Tabnuia 3 onpenensioT KypuT WM HET YenoBeK. Kypenne moxer
crocobcTBoBaTh 3aboneBanuio pakoMm (L), 3aboneBanuto 6ponxutom (B) wnu u tem u apyrum
onHoBpeMmeHHO (E) (Tabnuna 4, Tabimma 5 u tabmuna 6). Pesynbrar peatrena (X) rpyIHO#N KIETKA
MOXXET TMOKa3aTb C OMNpPEIENIEHHON BEpOSITHOCTHhIO (Tabnmuia 7) 3a0o0jieBaHHE pPaKOM WU
TyOepKyne3oM, HO pa3iuuuTh O3TH Ooyie3HH He MoXeT. Pak, TyOepkyne3 U OpOHXHT ¢
OTIpe/IeIEHHON BEPOSITHOCTHIO BBI3BIBAIOT OBINIKY (Tabauna &).

Visit to Asia? (A) .
Edit Functions View

yes 0.01
no 0.99

Tabmuna 1

Tuberculosis? (T) [ =3

Edit Functions Wiew

no

0.01
0.99
I
Tabmuma 2
Smoker? (5) o
Edit Functions View
YES 0.5
no 0.5
Tabmuma 3
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Lung cancer? (L) [ ==
Edit Functions View

Smoker? (3) yes no
yes 0.1 0.01
o 0.9 0.99

Tabnuua 4

Bronchitis? (B) o
Edit Functions WView
Smoker? (S) VES no
VES 0.6 0.3
ro 0.4 0.7

TabGmuna 5

Tuberculosis or cancer? (E) [ =

Edit Functions View

Tuberculosi. .. yes no

Lung cance... yes no yes no
V= 1 1 1 0
no ] o] ] 1

TaOmuna 6

Positive X-ray? (X) | =

Edit Functions View

Tuberculosis or cancer? (E) yes no
YES 0,95 0,05

Ta0Omuna 7

Dysprnoea? (D) ]
Edit Functions View
Bronchitis? (B) yes no

Tuberculosis or cancer? (E) yes no YES no
YES 0.9 0.8 0.7 0.1

Tabmuia 8

Meroas! uccie10BaHUA

Paccmotpum cTanmapTHble pacueTsl JaHHOTO mpuMepa (pucyHok 2). [Ipeamonaraem, uro
CBUJIETENILCTBA OTCYTCTBYIOT. BEpPOATHOCTH NMEPEMEHHBIX PAaCCUUTHIBAIOTCS IOCIEAOBATENBHO,
HauMHasg C MapruHajbHBIX (HE3aBHCHUMBIX) MEPEMEHHbIX. MapruHajabHBIMU B HallleM MpUMepe
ABIISIOTCS epeMeHHble A u S. MapruHaibHble IEpeMEHHbIE OTHECEM K HYJIEBOMY YpoBHIO. B
NEPBYI0O OYEpEIb pPACCUUTHIBAIOTCS IEPEMEHHbIE, 3aBUCAIINE JIUIIb OT MAaprUHAJIbHBIX
HEepeMEHHbIX. DTO NepeMeHHast T, 3aBUCSIIas OT MapTUHAIBHON NIepeMeHHOM A 1 mepemMeHHbIe L
u B, 3aBucsmme ot mepemennoii S. [lepemennsie S, L, B otHecem k mepBomy ypoBHIo. Jlanee Mbl
paccuMThIBAEM NIEPEMEHHBIE BTOPOI'O YPOBHS. DTH IEPEMEHHBIE MOT'YT 3aBUCETh OT IIEPEMEHHBIX
HYJIEBOTO U MEpBOro ypoBHS. E eAuHCTBEHHAs mepeMeHHash BTOPOrO YPOBHS, 3aBHUCSIIAs OT
NEepEeMEHHBIX MepBoro ypoBHs T u L. 3aTtem paccunuThiBaeM nepeMeHHbIE TPETHEro YpOBHA. DTH
NEPEeMEHHbIE MOTYT 3aBUCETb OT II€PEMEHHBIX HYJEBOTO, IEPBOrO U BTOPOr0 YpPOBHS.
[lepemennast X 3aBUCUT OT mepeMeHHOM Broporo ypoBHa E. Ilepemennas D 3aBucut ot
NepeMeHHOI BTOpOro ypoBHsl E u nepemenHoi nepeoro ypoBHs B.
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%) Class: asia_1 EIEIE
&8 BT R |Tm|ad @ v/ 8ee 7B

Wisitto Asia® (&)
Tuberculosis? (T)

s
35

[ 45.00 yes
[ | 55,00 no
E—J--OI:I Dryspnoea? (0

EE ] 43,60 yes
] 56,40 no
0 Lung cancer? (L)

-~ 5.50 ves
e | 94.50 no

Lung cancer? (L) Bronchitis? (B)

R0 Pasitive %-ray? (%)
] 11.03 yes Tuberculosis or cancer? (E)
- [ 83.97 nio

[—}-OD Smoker? (53

[ | 50.00 yes
SEE 50,00 no
[ Tuberculosis or cancer? (E)
—/ 6.4 yes
g I— 93.52 no
[ Tuberculosis? (T3
[ — 104 yes
g | 98,96 no
=IO isit ta Asia? ()
[ 1.00 yes
| 99.00 no

=8

Positive ¥-ray? (0 Dyspnoea? (D)

B

Pucynoxk 2 - [Ipumep ctanaapTHoro pacuera

Pemenue Haxoaurcs cineBa. M3 perienus BUIHO, HATPUMED, YTO BEPOATHOCTH 3a00J1€BaHUS
TyOepkyne3om win pakoMm (E) mpu 3agaHHBIX MapruHAJIBHBIX TIEPEMEHHBIX paBHa 6.4%. A
BEpOATHOCTh UMeTh OJbIKY (D) paBHa 43.6%. 3amerum, 4TO B pacdyerax Mbl HCIIOIb30BAIN
TOJIbKO COCEJHHME IepEMEHHbIE, T.€. PEaJbHO M CYLIECTBEHHO HCMOIb30BAIM MapKOBCKOE
CBOMCTBO.

Curyanus ¢ pacuéTamMu CyIIECTBEHHO MEHSETCSI IPU MOJTyYeHUH CBUIETENbCTB. JlomycTum
MBI CIIeNIaId PEHTTeH, AaBIINM MOJ0XKUTENbHBIN pe3ynbTaT. Pemenne Mbl BUJIUM Ha PUCYHKe 3.
HaunbGonee mnomynsipHbIii anroput™M pacueToB B 0all€COBCKHX CETSIX COCTOUT B CIEIYIOIIMX
MOCTPOCHHUSIX:

[TocTpoenne nomennoro rpada.
[Toctpoenne mopanbHOTO Tpada.
[TocTpoenue TpuanryasipHoro rpaga.
ITocTpoeHue nepeBa CMEKHOCTH.
ITocTpoeHune nepeBa COUICHEHUN.

PazpaGoTka u peanmuzanust MoJOOHBIX AITOPUTMOB JOCTATOYHO CIIOXKHA. XOTEIOCh OBl
HalTH BO3MO>XHOCTH ONpPEAEIUTh U B JaHHOM Cllydae MapKOBCKOE CBOMCTBO M HaWTH CIIOCOO
pa3enuTh MepeMeHHbIE Ha TPYIIbI U MPOBOAUTH PACUETHI TEM ke CIIOCOOO0M, KaK M B Cilydae
OTCYTCTBHS CBUJIETEIBCTB.

[Ipy HamMuuU CBUJAETENBCTB, CBUJETEIbCTBA CTAHOBATCA B KAaKOM-TO CMBICTE
OTIpeNeNAIOIUMH B pacueTax. B Hamem ciaydae OyneM cuuTaTh MepeMeHHyro X MepeMeHHOU
HyneBoro ypoBHs. [lepemennas E Oyzner mepeMeHHOI mepBOro ypoBHS, 3aBUCHT TOJBKO OT
nepeMeHHoil HyneBoro ypoBHs. Ilepemennsie T, L, D 6yayr mepeMeHHBIMH BTOPOTO YpOBHSI.
[lepemennsie A, S OyayT nmepeMeHHBIMH TpeThero ypoBHs. [lepemenHas S OyneT nmepemMeHHOM
YEeTBEPTOTO YPOBHSI, 3aBHCUT OT IIEPEMEHHBIX BTOPOTO M TPETHETO YPOBHSI.
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'33 Class: asia_1

B o &

S —
- -

50,63 yes
49,37 no

E—J--OI:I Dyspnioea? (D)

64.08 yes

35,92 no

E—}-OD Lung cancer? (L)
I —

458,87 yes
51.13 no

[ Pasitive %-ray? (%)

100,00 yes
- no

658,75 yes
31,22 no

57.60 yes
42,40 no

9.24 yes
90,76 no

o |5 @
- E  max EpU Uk M2

||

X

(o [E =

Yisitto Asia? (&)
Tuberculosis? Ty

Fositive X-ray? {0
[e]

Lung cancer? (L)

Tuberculosis or cancer? (E)

Dyspnoea? (O}

Bronchitis? (B}

=0 visit ta Asia? (A)
1,32 yes
: 958,68 no

Pucynox 3 - Pemienue npu noiay4eHun CBUJETENBCTB

PacueTsl, B cHiTy CTpYKTYp TaOJIUI] YCIOBHBIX BEPOSITHOCTEH, MOYKHO IPOBOAUTH UCIOIIb3YS
teopemy baiieca.

Pe3yabTaThl U UX 00Cy:KAeHUS

B crarbe paccMaTpuBarOTCs BO3MOKHOCTH HCIOJIb30BAHUS CBOWCTBA MAapKOBOCTH IS
YIIPOIICHHUS PacueToB B 0aileCOBCKUX ceTsiX. Pemas ogHM mpoOiIeMbl, MBI MOJy4aeM HOBBIC
npoOIeMbl:

O60cHOBaHME UCIIOJIB30BAHUS CBOMCTBA MapKkoBa.

Kak ucnonb3oBaTh CyLIECTBYIOIIME TAOJIUIBI BEPOSITHOCTEH C HEIOCTATOYHO YAOOHBIMU
CTPYKTYpaMH.

Kak koppekTHO 000CHOBATh UCIOJIb30BaHNE TeopeMbl baiieca.

Heo6xomnMo moka3aTh, YTO TpPU HECKOJIBKUX CBUICTENHCTBAX M CMEHE HAIPaBIICHHUH
HEKOTOPBIX pedep He BO3HUKAET I[HKJIOB.

HccnenoBanre BOSHUKHOBEHUS MIPOTUBOPEUN B 0al€COBCKUX CETAX NMPH HEKOPPEKTHOM,
HECOBMECTHMOM TIOJYYEHHU HECKOJIbKUX CBHUAETENbCTB. IlyTM pemieHus BO3MOXKHBIX
IIPOTUBOPEYUI.

Tem He MeHee paccMaTpUBAaEMBIN MOJIXO MPEACTABIAETCS JOCTATOUYHO MEPCIIEKTUBHBIM U
TpeOyeT NanbHEeHIIero ucciae10BaHus.

3akiaro4enue

B crarbe paccmaTpuBaroTCs BO3MOYKHOCTH MCHOJIB30BaHUS MapKOBOCTH IIPU pacyeTax B
0alileCOBCKMX CETSIX CO CBHUAETENbCTBaMHU. Llenb — ympocTHTh anroputmsl pacueroB. PabGorta
BBIMIOJIHEHA B paMKax rpaHtoBoro mpoekra AP19679142 «llouck onTUMalbHBIX pELICHUI B
0alileCOBCKHX CETSAX B MOJENAX C JIMHEHHBIMU OTPAaHUYECHUSMH U JTUHEHHBIMU (YHKIIMOHATIAMHU.
Pa3pabotka anroputmoB u nporpamm» (2023-2025rr.) MOHB PK.
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AHHoTanus. ['naykoma — 3T0 mporpeccupyoliiee 3a00eBaHue Ia3, KOTOpoe NMpU OTCYTCTBUU
JICYCHUS] MOXKET TIPUBECTH K HEOOpAaTHMOH MOTepe 3peHHs WIN MOJTHOW ciernote. PaHHee BhIsBICHHE 1
JieueHWEe TJIayKOMBbl MMEIOT pellamllee 3HaueHWe Uil MpeNoTBpalleHus moTtepu 3peHus. OmHako
JAUAarHoCTuKa U JICUCHUE ITIayKOMbI Tpe6yeT THIATCJIBHOT'O TECTUPOBAHUSA U PETYJISIPHOTO MOHUTOPHHIA,
YTO MOJKET 3aHMMaTb MHOTO BPEMEHHM M CpeACTB. JIMarHOCTHKA TJIAyKOMBI - CJIOXKHBIH IIpoIiecc,
TpeOYIOMIHA BRICOKOH TOYHOCTH 1 3()()eKTUBHOCTH B BBIIBIICHIH CHMITTOMOB 3a00iieBanusl. B moceaame
roAbl TPUMEHEHHE TEXHOJOTMH MAIIMHHOTO OOydYeHHs CTajo Bce OoJjee MOMyJIspHBIM B 00JacTu
JMarHOCTHKH TJAyKOMbl. B 3Toif craThe mperncraBieH 0030p HEZAaBHHX HCCIEIOBaHMM, KOTOpPHIE
NPUMEHSUTH aITOPUTMBI MAITHHHOTO O0YYEHUs ISl TUarHOCTUKH TJIayKOMBI, BKITFOUasi KJIacCHU(PUKAIHIO
TJIAyKOMBI M TPOTHO3UpOBaHHE ee mporpeccupoBanus. CTaTes NOAYEPKUBACT MPEUMYILECTBA
MMPUMCHECHUA COBPEMCHHLIX TEXHOJIOTHHA MAaIIMHHOTO O6y‘IeHI/I$I, TaKUC€ KaK YJIydlI€HUC TOYHOCTH,
3¢ dexTHBHOCTH U OOBEKTUBHOCTH B JUArHOCTHKE TJIayKOMbl. KpoMe TOro, ONMCHIBAIOTCS HEKOTOpPHIE
HpO6J’IeMLI U OrpaHHUYCHUA O3TUX TeXHOJ’IOFHﬁ, a TaKK€ MNpeIararoTCAa NMOTCHUHUAJIIBHBIC PCUICHUA. B
CJIOM, CTaThA MOJYCPKUBACT IMTOTCHIIN A TEXHOJIOTHI FHYGOKOI‘O O6yT-IeHI/I$I B INMAarHOCTHUKE I'NIaYKOMBI 1
UX POJIb B YIyUYIICHUH PE3yJIbTAaTOB JUIS MAIEHTOB.

KaioueBble cioBa: MammHHOE o0OydeHWe, TIJlaykoMa, 3a0oJeBaHMsl TJa3, JHarHOCTHKA,
MPOTHO3UPOBAHHUE MTPOTrPECCHPOBAHUSL.

Beenenne

['maykoma sIBisieTCSl OJIHUM M3 CaMbIX PacHpOCTPAaHEHHBIX 3a00ieBaHMM TIJa3, KOTOpOe
MOJKET IPUBECTH K YXYIUICHUIO 3pDEHUS U B HEKOTOPBIX CIy4asX K €ro MOJIHOM NoTepe. ITO O/1HA
U3 OCHOBHBIX MPUYMH CIENOTHI BO BCEM MHPE, OT KOTOPOH cTpajatoT npumepHo 80 MUIUTMOHOB
4eJI0BEK BO BCEM MHUpE, U oxkuaaercs, 4ro kK 2040 roay ux uucio Bo3zpactet 10 111,8 mmimnonos
[1]. Ona BbI3bIBaETCS TMOBBIIIEHUEM BHYTPUIJIA3HOTO JABIIEHUS, KOTOPOE MPHUBOJIUT K
MOBPEXICHUIO 3pUTENLHOIO HEPBA M CHIDKEHUIO 3puTenbHOM pyHkimu. I1o nanasiM BeemupHoit
OpraHM3aly 3PaBOOXPAHEHHUS, TJIAyKOMa SBJISETCS BTOPOM MO 4acTOTE€ MPUYMHON CIIENOTHI B
mupe. [1aykoMa yacTo mporekaeT 0eCCUMITOMHO Ha PaHHHUX CTAIHMSIX M MOXKET OCTAaBaThCS HE
JMarHOCTUPOBAHHOM 10 T€X IOp, MTOKAa HE MPOM30MAET 3HAUYMUTENbHAas NoTeps 3peHus. PaHHee
BBISIBJICHHE U JICUEHHE UMEIOT PEIIAIOLIEEe 3HAUEHUE JJIs IPEAOTBpAIleHUs JalbHENIIEH TOTepu
3peHUs U COXPAaHEHHS KaueCTBa )KU3HU MAIlMEHTOB C IIayKOMOM.

JIMarHocTHKa U JeYeHHEe TJIayKOMBI BKIIIOYAaeT B ceOs BCeCTOpoHHee 00cieJoBaHuE II1a3,
KOTOpPO€ BKJIIOYAET MPOBEPKY MO 3pEHUsI, U3MEPEHHE BHYTPUIJTIA3HOTO JaBJIEHUS U OLEHKY
3puTenbHOro Hepsa [2]. PeryisipHblii MOHUTOPHHT M TECTHPOBAHHWE HEOOXOIUMBI JJIS JIEUCHUS
3a00JieBaHuUs U MIPeOTBpaleHus oTepu 3peHus. OIHaKO Mpoliecc AMarHOCTUKU 1 MOHUTOPHHTA
[JIAYKOMBI MOXKET OBITh TPYAOEMKUM U JTOPOTOCTOSAIINM, YTO MOXKET IIPUBECTH K OTCHIIUATbHBIM
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MPETSITCTBUSIM TS TOCTYTIA U IPUBEPIKEHHOCTH TAI[UCHTOB.

Jl51s oOHapyKEeHUsI U TUAarHOCTUKH II1ayKOMbI UCTIOJB3YIOTCS pa3IM4HbIe METO/IbI, BKJIIOUast
0 TATTLMOCKOTIHMIO, TOHUOCKOIIHIO, MMAXUMETPHUI0, IEPUMETPHUI0 B TOHOMeTpHuio. OqHAKO, KOoTaa
riiaykomMa oOHapy»XKUBAaeTCsl B paHHEH cTajuu, ee JieueHue oObluHO Oonee ycmemHo. [loaTomy
MOCTOSTHHO BO3HUKAET MOTPEOHOCTh B pa3paboTke Oosee 3 (HEKTHBHBIX METOJIOB TUATHOCTUKH,
0COOCHHO B paHHEH CTa/uu 3a00JIeBaHUSI.

B mocnennue roapl, MpUMEHEHHE TEXHOJOTWH MammHHOTO 00ydeHus (MO) B obmactu
MEIUIIMHBI cTajgo Bce Oosiee momyssipHbiM. MO mo3BoJisseT o0pabareiBaTh OOJBIIHNE 00BEMBI
JaHHBIX M CO3/JaBaTh AJITOPUTMBI, KOTOPBIE MOTYT OBICTPO M TOYHO JUArHOCTUPOBATH
3a0oneBanus. B oOmactu auarHocTHku riaaykoMbl, MO T1OKa3bIBaeT BBICOKYIO TOYHOCTh
JTUATHOCTHKHU M MOXET IMOMOYb B OOHApYKCHHUH 3a00JICBaHUS B PAaHHEH CTaHH.

Ilens 3TON 0030pHOM CTaThbU - OMHCAaTh, KaK MPUMEHEHHE TexHoJornd MO H3MEHUII0
MOJIXOJ] K JIMarHOCTUKE TJIAyKOMBI M OOCYIUTH TEKYIIEE€ COCTOSIHHE HCCIEAOBAHUU, a TaKkKe
nepcrnekTuBbl Oynymero npumeneHus MO B srToit oOnactu. Mbl mpenacraBisieM 0030p
CYILIECTBYIOIIMX TOJXO0J0B K JMArHOCTHKE TIAYKOMBI C HCMOJb30BaHHMeM MO U omuchiBaeM
pa3jnyHble alTOPUTMbBI, HUCIOJB3yeMble B O3THUX UCCIENOBaHMSIX. MBI Takke o00CyxkaaeMm
MIPEUMYIIECTBa U HeloCTaTKu puMeHeHUst MO B IMarHOCTUKE TI1ayKOMBbI, a TAK)KE BO3MOKHOCTH
JATBHEHIIIETO Pa3BUTHSI TON 00JIaCTH MCCIICIOBAHUM.

JlutepaTypHbliii 0630p

Song et al. (2021) [3] B cBoeii 0030pHOI CTaThe PACCMOTPEIH PA3INYHBIE UCCICIOBAHMS,
MOCBSIIICHHBIC MPUMEHCHHIO TIYOOKOro OOyYeHHs JUIsi JUArHOCTHKH TJIayKOMbL. JlaHHBIC
MCCJIEIOBATENU OMUCAIN MPEUMYILECTBA U OTPAHUYEHUSI UCIOIB30BAaHUS METOJIOB MAIIMHHOTO
OoOydeHUs JUIsl JHArHOCTUKH TJAyKOMBI, a TaKKe OO0O03HAUMIM TEPCIEKTUBBI JalTbHEHIIINX
KUCCIIEIOBAHUI B JAaHHOU 00JIaCTH.

Bolme et al. (2021) [4] Takke mpoOBeNM CHUCTEMATHUYECKHiI 0030p HCCIICIOBAHUM,
MOCBSIIEHHBIX MPUMEHEHHUIO TIIyOOKOro OOydeHHus IJs JUarHOCTHKHU TJIayKoMmbl. B pabote
ABTOPHI OTMETHJIM, YTO OOJIBITUHCTBO WCCIICJIOBAHWI TIOKA3bIBAIOT BBICOKYIO TOYHOCTH U
YyBCTBUTEIHHOCTh METOJIOB MAIIMHHOTO OOYUYEHUS MPHU JTUATHOCTHKE TJIAYKOMBI, HO MPH 3TOM
OTMETHJIM HEOOXOIMMOCTh IPOBEICHUS JTOTIOJTHUTETHHBIX HCCIICIOBAHUN B IAaHHOM 00JIacTH.

Yaqoob et al. (2020) [5] npoBenau 0030p JUTEPATYPHI MO MPUMEHEHHIO MCKYCCTBEHHOTO
WHTEIUICKTa B O(TaIbMOJIOTHM B II€JIOM, BKJIIOYAs W JHATHOCTUKY TJIAYKOMBI. ABTOPBI
MOMYEPKHYIIH, YTO HCIOIh30BAaHUE METOJIOB MAIIMHHOTO OOY4YeHHS B OPTATIbMOJIIOTHMH MOKET
VIYYIIUT TOYHOCTh JWATHOCTHKH W OOJIErduTh pabOTy Bpayed, HO TaKXKe OTMETHIIH
HEOOXOJUMOCTh TPOBEACHUS OONBIIOTO KOJIUYECTBA UCCIEJOBAHHM, YTOOBI OMpEeAenuTh
3¢ (HEKTHBHOCTH M MIEPCIICKTUBBI MPUMEHEHHS 3THX METOJIOB.

Medeiros et al. (2021) [6] B cBoeii cTaTbe paccMOTPEIH TMEPCHEKTUBBI M OTPAHUYCHUS
MPUMEHECHHST WMCKYCCTBEHHOTO HHTEJUICKTa B JIMATHOCTHKE TJIAYKOMBI. BBUTO BBISABICHO, YTO
CYLIECTBYIOT pAa3M4YHbIe TOAXOJAbl K TMPUMEHEHHIO METOJO0B MAIIMHHOTO OOydeHus B
JTUAarHOCTHKE TJIAYKOMBI, HO OTMETHJIA, YTO HEOOXOJMMO IMPOBOJHUTH OOJBINE HCCIIECIOBAHHM,
9TOOBl TIOHATH, KakUM OOpa3oM ST METOABl MOTYT OBITh HCIOJNH30BAHBI B KIMHHUYECKON
MIPAKTHKE.

Thakur et al. (2021) [7] npoBenu cucTeMaTudecKkuii 0030p UCCICIOBAHUMN, TOCBSIIECHHBIX
MPUMEHEHHIO METOJIOB MAIIMHHOTO OOYYeHHs JUIsl AMArHOCTHKH TJIayKOMBI. B paboTe aBTOpHI
OTMETHUJIM, YTO METOJIbl MAITUHHOTO OOYYEeHHsI MOTYT ObITh dP(PEKTUBHBIM HHCTPYMEHTOM IS
pPaHHETO BBIABIICHUS TJIAYKOMBI M ONPEICIICHHUS CTENICHU ee pa3BUTHsA. KpoMe Toro, OHM MOTYT
MOMOYb B OlleHKe A((HEKTUBHOCTH JICYCHUSI U TPOTHO3HUPOBAHUH PE3YIILTATOB.

Christopher et al. (2021) [8] paccMoTpenu NpUMEHEHHE HCKYCCTBEHHOTO HWHTEIIEKTA B
CKPUHUHTE TJayKOMBI. ABTOPBI OTMETHJIH, YTO METOJIbI MAIIMHHOTO O0y4YeHHs, OCHOBAaHHBIE Ha
aHaJIM3€e 3PUTEITBHBIX MOJICH U ONITHYECKOH KoXeoorpaduu, MOTYT IOMOYb B paHHEH THAarHOCTHKE
TJIAYKOMBI ¥ BBISIBJICHUHW TIAITUCHTOB C BBICOKUM PHCKOM Pa3BUTHS OOJIC3HHU.

Hu et al. (2021) [9] paccmoTpenu NpPUMEHEHHE METOJOB TJyOOKOrO OOYYCHHUsS st
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NETeKTUPOBAHUS TJIAYKOMbl Ha M300paKEHUSAX ONTHUYECKOH KorepeHTHoi Tomorpaduu. Ha
OCHOBE IMOJTYYEHHBIX PE3YJIbTATOB OBLIO OOHAPYKEHO, YTO TIYOOKOE 00YUEHNE MOXKET yIYUIIUTh
TOYHOCTH TMATHOCTUKHU U IIOMOYb B OOHAPYKECHUHN HAYAIBHBIX CTAUIN II1ayKOMBI.

Li et al. (2020) [10] mpoBenu cucTeMaTHUECKUii 0030p M MeTa-aHAIM3 HCCIIEIO0BaHHUM,
MOCBALICHHBIX aBTOMAaTHU3WPOBAHHON IMAarHOCTHKE TJIAyKOMbBI C HCIIOJIb30BAaHUEM METOJIOB
riryookoro o0yuenus u pouaycHon ¢potorpaduun. UccnenopaTtenu 1aHHOM paOOTHI OTMETHIIN, UTO
METO/BI ITyOOKOro 00y4eHHs MOTYT ObITh OoJiee FPPEKTUBHBIME, Y€M TPaIUIIMOHHBIC METO/IbI
JTUArHOCTHKY, B TOM YHCJIE B CIy4asX ¢ HU3KOW KBanu(uKaluen Bpadei.

Morales-Fernandez et al. (2020) [11] paccmoTpenw NOpUMEHEHHE HCKYCCTBEHHOIO
UHTEJJICKTA JJIsi JACTEKTHUPOBAHUS TJAyKOMbI. ABTOPBI BBISBHJIM, YTO METOJbl MAaIIMHHOIO
00y4YeHHsI MOTYT TIOMOYb YJAYYIIUTh TOYHOCTH JUATHOCTUKU U MPOTHO3UPOBAHHS PE3yJIbTaTOB
JICUYCHUS.

Wu et al. (2020) [12] paccMoTpeniu MPpUMEHEHUE HCKYCCTBEHHOTO HHTEJUICKTA U TITyOOKOTO
obOyueHust aas quarHoctuku riaykomel. A Fathi et al. (2020) [13] paccMoTpenu mprMeHEHHE
UCKYCCTBEHHOTO MHTEJUIEKTA JJIsl IMAarHOCTUKH U YIPaBJICHUS TIIayKOMOH. ABTOPHI OTMETHIIH,
YTO METOJIbl MAIIMHHOTO O0YYEeHHUsI, TaKue Kak r1yO0okoe 00ydueHre, UMEIOT BBICOKYIO TOUHOCTh
JUATHOCTHKHA W MOTYT IIOMOYb B Pa3BUTHH WHIUBUIYATH3UPOBAHHBIX METOJOB JICUCHUS
riaykombl. OHM OOCYIMIIM TaK)Ke HEOOXOAMMOCTh MCMOJIb30BAaHUS KPYIMHBIX U Pa3HOOOpa3HBIX
Ha0OPOB NaHHBIX TSI 0OYUEHUS MOEINeH MATMHHOTO O0YYEeHHUS U yIPAaBICHHS KA4eCTBOM ITHX
JaHHBIX. A TaKKe BBIABWJIM, YTO METOJbI IIYOOKOro OOy4YeHHS MOTYT YJIy4IIUTh TOYHOCTH
JMAarHOCTUKHU M IOMOYb B OIIPECIICHUH PUCKA Pa3BUTHSI TJIayKOMBI

Asaoka et al. (2020) [14] obcyauiu MpUMEHEHHE pa3IMYHBIX METOJOB MAIIHHHOTO
oOy4yeHHs, BKJItOUYasi TIyOOKoe oOydeHue, JJIsi AMArHOCTHKH M YIpaBJeHHs TiaykoMoi. OHu
OTMETHUJIM, YTO MHOTHE HCCJIEOBAHMS MOKA3bIBAIOT BBICOKYI0 TOYHOCTh M UYBCTBUTEIBHOCTH
METOJ0OB MAIIMHHOTO OOy4YeHHs] B JWAarHOCTUKE Tiaykombl. OHAKO aBTOPHI OTMETHIIN
HEO0OXOUMOCTh 00Jiee HIMPOKOTO HCIOIb30BAHUS STUX METOJIOB B KIMHUYECKOHW MPaKTUKE U
HEOO0XOIMMOCTh JTATbHEHIIIEr0 COBEPIICHCTBOBAHMS AJITOPUTMOB, YTOOBI YIIYUIIUTh UX TOYHOCTD
U HaJIe)KHOCTh. B 11€70M, aBTOPHI CUUTAIOT, YTO HCIOJIH30BAaHUE HCKYCCTBEHHOTO MHTEIJICKTA
MOYKET 3HAYHMTENBHO YIY4YIINTh JUArHOCTUKY W YIpPaBJICHHE TIAYKOMOH M CTaTh IEHHBIM
WHCTPYMEHTOM JIJIsl Bpaue U MalueHTOoB.

MeToasl 1 MaTepHAJIBI

B nocneanue roasl MalMHHOE O0YYEHHE CTAJIO BaKHBIM MHCTPYMEHTOM JUIS YIYUIICHHS
JTUATHOCTHKHU TJAyKOMBI. B 3TOM pasjene Mbl pacCMOTPHM OCHOBHBIE METOJBI MAITHHHOTO
o0y4deHus1, IpUMEHsEeMbIE B TAaHHOW 00JIaCTH, a TaKXKe UX MPEUMYIIECTBA U OTPaHUYCHHUS.

Obpabomka uzobpasxcenuil e1azHoeo OHa

OpHMM U3 KIFOYEBBIX METOJIOB MAIIMHHOTO OOY4YE€HUS B AMATHOCTUKE TJIaYKOMBI SIBIISIETCS
00paboTKka n300paxKeHHi I1a3HOro JHA. DTOT METO[ MO3BOJISET aHAIM3UPOBATh U300paKeHUs,
MOJTyYEHHBIE C MOMOIIBIO TTa3HBIX KaMmep, U BBIABIATH MPU3HAKH, CBSI3aHHBIE C TIaykoMmoi. B
YaCTHOCTH, HCITOJIB3YIOTCS METOJIbI BBIZICIICHUS TPAHUI] IUCKA 3PUTEIIBHOTO HEPBa, KBAaJIPAHTOB
3PUTENILHOTO MOJISl U IPYTUX 30H Tia3Horo aHa (puc. 1) [17].
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[IpumeHeHHe TEXHOJIOT Uil MAIIMHHOTO O0YUYESHHUSI IPH AUATHOCTHUKE TIIayKOMBI
ITaBmos C.B., MamsipbaeB O.XK., Opanbexona J[.0., MombirmkanoBa K.

(b)

(e) (f (g)
Pucynok 1 - 300paxkeHus riiaykombl: (8) SMUpeTHHAIbHAS MeMOpaHa MakyJisl, (D)
HOpMaJIbHOE TJIa3HOE JIHO, (C) sierkas HenponudeparuBHas petuHonarus, () maTonornyeckast
Muonus, (€) runepronuueckas perunonarus, (f) mazepHoe maTHO, yMepeHHas
HenpoiudepaTuBHas peTuHonatus, (§) ymMepeHHas HernpoudepaTuBHAsT PETHHOIIATHS,
nazepHoe mATHO, (h) nerkast HenmposrdepaTHBHBIA PETHHOATHSI

Jis  o0paboTku H300paKEHUN THNA3HOTO JHA MPUMEHSIOTCS pPAa3IUYHble METOIbI
MAIIMHHOTO 00yUeHHMs, BKIIIOUasi cBeprouHbie HelipoHHblie cetu (Convolutional Neural Networks,
CNN), ciyuaiinsie neca (Random Forests), metox omopHbIx BekTopoB (Support Vector Machines,
SVM) u np. Kaxnplii U3 3TUX METOJIOB MMEET CBOM MPEUMYIIECTBA U OTPAHUYCHHS, U BHIOOD
METO/Ia 3aBUCUT OT KOHKPETHOM 3a7]aui U JOCTYIHBIX JaHHBIX.

J171st OLIEHKH MOJIeJIel MallTMHHOTO 00YyUeHHSI MCTIONB3YIOTCS 00IIe TTOKa3aTelH, TaKhe KakK
TOYHOCTb, UYBCTBHUTENHHOCTh H creuupuyHocts (1-3). UyBCTBUTEIHHOCTH OIICHMBAET
CIIOCOOHOCTH MOJICITH HICHTH(HUIIMPOBATH CITyJan ¢ 3a00JIeBaHUEM, a CTIEIH(PHUIHOCTD OIIEHUBACT
CIIOCOOHOCTh MOJIETM MACHTU(UIIMPOBATh ciay4yan Oe3 3aboneBanus. Crenyromye ypaBHEHHS
WCIIOJIB3YIOTCS JIJISl pacdyeTa 4YyBCTBUTEIIBHOCTH, CIIEU(PUIHOCTA U TOUYHOCTH, T1ie TP - HCTHHHO
NoNOKUTENbHBIA, TN - UCTHHHO oTpunareiabHbid, FP - noxnonmonmoxxurtenpubiit u FN -
JI0KHOOTPHULIATETBHBIN.

TP

Sensitivity= TPTEN 1)

Specificity= —— )
_ TP+TN

Acclracy= TP+FN+TN+FP (3)

AHanuz OaHHBIX O 3PUMENbHBIX QYHKYUAX

Kpome 00paboTku n300paskeHui TIa3HOTO JHA, MAIIMHHOE O0yYeHUE TaKKe MPUMEHSIETCS
JUTSL aHAJIA3a JTAHHBIX O 3PUTEIBHBIX (DYHKIMSIX MAIMeHTOB. [ 5TOr0 HCMOMB3YIOTCS TaHHBIE O
3pUTETBHOM TI0JIe, onThdeckoil korepeHTHOi ToMorpaduu (OKT) u apyrux (pyHKIHOHATBEHBIX
METO/IaX OICHKH 3pUTEeIbHBIX pyHKIwiA [18-19].

JlaHHBIE O 3pUTENHHBIX (PYHKIHSIX MAIUEHTOB AHATH3UPYIOTCS C MOMOIIBIO Pa3IUYHBIX
METOJIOB MAIIMHHOTO OOyYeHWs, TaKUX Kak HehpoHHbIe cetH, SVM, ciydvaitaeie neca u np. B
pe3ynbTaTe aHalku3a MOXHO IMOJYYUTh HH(DOPMALUIO O COCTOSHUU 3PUTEIBHBIX (PYHKIIHIA
MaIMeHTa U 0 BO3MOYKHBIX PHCKaX Pa3BHUTHUS TIAyKOMEI.

Hcnonvzoeanue MHO2OMEPHLIX OAHHBIX
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MHoroMepHble JaHHBIE SIBJISIOTCS KIIOUEBBIM HJIIEMEHTOM JUAarHOCTHKU TJIAYKOMBI,
MOCKOJIPKY OHA XapaKTEePU3YETCsl HECKOJIBKMMH TPpU3HAKaMH, BKJIFOYas JaBJICHUE BHYTPH IJ1a3a,
MEpBI TOJIIIMHBI POTOBUIIBI, aHAIM3 TJIA3HOTO JHA M 3pUTEILHOTO Moiisi. MammHaHOe oOyueHue
MOXeT dS(PQPEKTHBHO HCIOIL30BAThCS I  aHAIW3a ATUX MHOTOMEPHBIX JaHHBIX U
MPEIOCTaBIICHUS 00JIEe TOUHBIX PE3yIbTaTOB.

OnHUM U3 METOJ0B MallTMHHOTO O00y4YEHHsI, KOTOPBIC IIMPOKO UCIIOIL3YIOTCS JJIS aHaIu3a
MHOTOMEPHBIX JIaHHBIX, SIBJISCTCS METOJ IIaBHBIX KoMIoHEeHT (PCA). DToT mMeToa mo3BoJsieT
COKpaTUTh Pa3MEpPHOCTh JAHHBIX, YA IIyM M HECYIIECTBEHHBIC IMPU3HAKHU, W BBIICIATH
TJIABHBIE KOMIIOHEHTHI JJAaHHBIX, KOTOPHIE OOBSICHIIOT OONBINYIO YacTh WX m3MeHUnBOCTH. PCA
MOXXET TPHUMEHATHCSA Il aHajdu3a JIaHHBIX O JIABJICHWHM BHYTPHU IJjla3a, 3PUTEIbHBIX TOJAX U
JIPYTUX MapaMeTpax, CBI3aHHbBIX C II1ayKOMOM.

JpyrumM MeTOJ0M MaIIMHHOTO OOYYEHHS, KOTOPBIH MOXET MCIOJIb30BATHCS IS aHan3a
MHOTOMEPHBIX JIaHHBIX, SIBJIIETCSI METOJl KJIACTEPU3ALMHU. DTOT METOJ IMO3BOJSET BBIICIUTH
TPYIIIBI JAHHBIX, KOTOPHIE HMEIOT CXOJIHBIE XapaKTEPUCTHUKH, U UCTIOIB30BaTh 3Ty HH(POPMAITHIO
JUTSI KiTaccu(UKAIMK HOBBIX JaHHBIX. KilacTepu3amuss MOXET MPUMEHSTHCS IS aHAIM3a TaHHBIX
O 3pUTENbHBIX MOJIAX U APYTUX MapaMmeTpax IIIayKOMbl, YTOOBI BBLACTUTh TPYIIBI MAIMEHTOB C
Pa3JIMYHBIMU CTaAUSIMU 3200JIEBAHMUS.

B menom, ucnonp3oBaHUE METOJIOB MAIIMHHOTO OOYYEeHHs Ji1 aHallu3a MHOTOMEPHBIX
JAHHBIX SIBJISIETCS MOIIHBIM HHCTPYMEHTOM JUJISl TMarHOCTHKU M MPOTHO3WPOBAHUS TIAYKOMBI.
OpnHako, P UCTIONB30BAHUH STUX METO/I0B HEOOXOIUMO YUUTHIBATH OCOOCHHOCTH KOHKPETHBIX
JAHHBIX, 9TOOBI OOCCIICYUTh WX TOYHOCTh M HAJCKHOCTh. Takke HEO0OXOIUMO YYUTHIBATH
STUYECKHE BOMPOCHI, CBI3aHHBIC C HCIOJIH30BAHUEM MAIIMHHOTO O0YYEHHsI B MEUIIMHE, YTOOBI
3aIUTUTh KOH(UICHINATLHOCTD TAIIMEHTOB U 00CCIICYUTh CIIPABEIIIMBOCTh M PABHOINPABUE B
JOCTYTE K METUIIUHCKOMN MTOMOIIIH.

JKCNEePUMEHTHI U Pe3yJabTaThl

B 3TOM pasgene OMMCHIBAIOTCA DKCIIEPUMEHTBHI U PE3YJIBTAThl, IOJYYEHHBIE B Pslc
WCCJIEOBAHMM 110 ITOU TEME.

Bolme u coastopsr (2021) [4] mpoBenu cUCTEMAaTHYECKUI 0030p aBTOMATH3MPOBAHHOTO
OOHapyXeHHs] TJIayKOMbl C TIOMOIIBIO TEXHOJOTMH MaIIMHHOIO OOy4YeHUs U MOIY4UIIU
cienyromme pesyiabTatel. M3 55 wuccnenoBaHuil, BKIIOYEHHBIX B 0030p, OOJBIIMHCTBO
MCIIOJIb30BAJIM aHAJIN3 N300pakeHN CeTYaTKH JJIsl TUarHOCTHKY Ii1aykoMbl. B 36 uccnenoBanusx
ObUIM UCTOJIb30BaHBI ATOPUTMBI INTYOOKOr0 00yueHUs, TaKUe KaK CBEPTOYHbIE HEHPOHHBIE CETH
(CNN), pexyppentnbie Heiponnbie cetrt (RNN) u koMOuMHaMK 3THX alropuTMoB. M3 Hux 28
MCCJIEJOBAHUM MTOJIYYHIIM TOYHOCTh AUArHOCTUKHU Bbliie 90%.

Yaqoob wu coaBTOpBI TPOBENH 0030p JHMTEPATyphl O TPUMEHEHHH HMCKYCCTBEHHOTO
UHTEJUIEKTa B OQTAIbMOJOIMM M MOJYYWIN CIEeAyIOIue pe3yiabTaTtbl. B OosbliMHCTBE
MCCJIEJOBAaHUM MCIIONb30BAJIUCH JaHHbIE, MOIYyYEHHbIE IPU MOMOIM ONTHUYECKON KOTepeHTHOMN
tomorpapuu (OKT) u ananuz mzoOpakeHHi ceTyaTKH. AJNTOPUTMBI MAIIMHHOTO OOYy4YeHHS,
UcoJib3yronuecs B 3Tux uccienopanmsx, Bkaodarn CNN, RNN u HelipoHHBIE ceTH ¢ 00paTHOMH
cBs3bt0 (FBNN). BonbmMHCTBO M3 HUX MOKA3ai0 BEICOKYIO TOUHOCTh AMArHOCTHUKH TJIAyKOMBI.

Medeiros 1 coaBTOpbI OMKCAITU PESUMYIIECTBA K OTPAHUYEHHSI KCIIOIb30BaHUS TEXHOJIOTHIt
MAaIIMHHOTO 00y4YeHUs B JMArHOCTHKE IIIayKOMbl. B pe3ynbTare OHM MPUILIH K BBIBOJLY, YTO 3TH
TEXHOJIOTMM MOTYT TIOMOYb B OIpENEJIeHUH pPHUCKAa DPAa3BUTUS TJAyKOMbI, MOHUTOPHHIE
nporpeccupoBaHust 3a0ojeBaHus M oOueHKe 3(dekTuBHOCTH JieueHus. OIHAKO, OHM TaKXKe
OTMETHUJIM, YTO CYIIECTBYIOT OTPaHUUYEHUSI B MPUMEHEHUN MAIIUHHOTO OOy4YeHUs, OJUH U3 HUX
ABJIIETCS OTPAaHUYEHHAs] OCTYNHOCTh AaHHbIX. CyIIECTBYIOT TakXe Jpyrue OrpaHUYEHUS,
KOTOpbIC He ObUTH YHNOMSHYTHI B ctathe Medeiros u coaBTopoB. Hekoropsie W3 HUX MOTYT
BKJIIOYAaTh HEOOXOJUMOCTh BBICOKOKBATU(DUIIMPOBAHHBIX CHELIUAIUCTOB, KOTOPhIE MOTYT
AQHAJIM3UPOBATh U UHTEPIIPETUPOBATH JaHHBIE, TOTy4YE€HHbIE TP MOMOIIY MAITUHHOTO 00Yy4EHUS.
3T0 MOKET MOTPeOOBATH TOMOTHUTENBHBIX 3aTpaT Ha 00yueHue U MOATr0TOBKY nepconana. Kpome
TOTO, CYIIECTBYET BO3MOXKHOCTb, YTO QJTOPUTMBI MALUIMHHOTO OOy4YeHHS MOTYT HPUBECTH K
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JIOKHBIM pe3yJbTaTaM, YTO MOXKET OKa3aTh HETaTHBHOE BJIMSHUE HA JUATHOCTUKY W JICUCHUE
IJIAYKOMBL. DTO MOXET IPOU30HTH, €CIIM JTaHHBIC, MCIIOJIb3yeMbIe I OOydeHHUS aJITOPUTMOB,
COJIepKaT OIMMOKHA MU HEJIOCTATOYHO TOYHBI. HecMOTps Ha 3TH OrpaHWYCHUs, MPUMCHECHUE
TEXHOJIOTHI MAIMHHOTO OOy4YeHHUS B JUArHOCTHKE TJIAYyKOMBI UMECT OOJIBIION MOTEHIHAT U
MOKET TIPUBECTH K YIyUYIICHHIO KA4eCcTBa JMATHOCTUKH M JICUCHUS MAIMEHTOB C JITUM
3abosieBanreM. [103TOMy HEOOXOMMO MPOIOIDKATH HCCIICIOBAHUS B 3TOH OOJIACTH U YIIYYIIATh
QITOPUTMBI MAIIMHHOTO OOYYEHUS, YTOOBI TOBBICUTh TOYHOCTh AUATHOCTUKH U 3((HEKTUBHOCTH
JICYEHUS.

Oo6cy:xnennst

B nanHoM 0030pe MBI paccMOTpENIH NMPUMEHEHHE TEXHOJOTHH MaIlMHHOrO O0y4YeHHs B
JIMarHOCTUKE TJIAYKOMbI M ONHCAINA OCHOBHBIC aJTOPUTMBI M METOJIbI, MCIIOJIb3YEMbIE B JTOU
obOmactu. CyliecTByeT MHOXECTBO HCCIEAOBaHUM, mNoATBepkAaOIMX 3()(EeKTHBHOCT
UCIIOJIB30BaHUSI METOJIOB MAIIMHHOTO OOYy4YEHHS B OIPENEICHUN PUCKa Pa3BUTHs 3a00JeBaHUA,
MOHUTOPHHIE €r0 IPOrpeccupoBaHus U oLeHke 3¢ dekTuBHOCTH JieueHus. OJHaKO, HECMOTPs Ha
BCE IPEUMYIIECTBA, CYIIECTBYIOT H HEKOTOPBIE OTPAHUYCHUS, U TIPOOIEMbl B IPUMEHEHUN ITHX
TEXHOJIOTUH, KOTOpble HEOOXOAUMO Y4uThIBaTh. OJHMM M3 OCHOBHBIX IPEUMYIIECTB
UCTIOJIB30BaHUSI MAIIMHHOTO OOYYEHHUS B JIMAarHOCTHKE TJAyKOMBI SIBISIETCS BO3MOXKHOCTB
aBTOMATHUYECKOT'0 aHAJIN3a MHOTOMEPHBIX NaHHbIX, Takux kak ODTI, OCT, donn rnaza u apyrue.
DTO MO3BOJIIET TONydYaTh Ooyiee TOYHYIO M OOBEKTHBHYIO HH(OPMAIUIO, Ye€M TpPU OLEHKE
BpyuHyto. Kpome TOro, aaropurMpl MalIMHHOTO OOYYEHHS MOI'YT YUUTBIBaTh MHOXKECTBO
pa3nuyHbIX (HaKTOPOB, TAKMX KaK BO3PACT, MOJ, HAIMYHE APYrHX 3a00JIeBaHUN W T.O., 4TO
HO3BOJISIET 60JIee TOYHO ONPEEIATh PUCK PA3BUTHUS TI1AyKOMBI.

OnHUM W3 OrpaHWYEHHU MPUMEHEHHsS MAIIMHHOTO OOYYeHHS SIBISETCS HEOOXOAUMOCTH
0O0JIBIIOr0 KOJMYECTBA JIAHHBIX U1 OOY4YEHHUs aJrOpUTMOB. B HEKOTOPBIX Cilydasx JOCTYI K
0obmMM 00BeMaM JTaHHBIX MOYKET OBITh OTPAHWUYEH, YTO 3aTPYIHSET HCIIOJIL30BAaHHE METO/I0B
MAaIIMHHOTO O0Yy4eHHus B INpakTHueckod menuiuHe. Kpome Toro, cymecTtByloT npoGiieMbl ¢
Ka4eCTBOM JAaHHBIX, TAKHAE KaK HEJOCTATOYHASI pa3MeTKa, OIMOKH MpH cOope JaHHBIX U T.1. Emte
OJTHOM IPOOJIEeMOil SBIISETCS CI0KHOCTh MHTEPIPETALUN PE3YJIbTATOB, MOJTYYEHHBIX C TOMOIIBIO
METO/IOB MAIIMHHOTO 00y4YeHHs. B oTiHume OT TpaJWIMOHHBIX METOMOB, I/Ie SKCHEPTHl MOTYT
OOBSICHUTH CBOU PEILLEHHs], AITOPUTMbI MAITMHHOTO O0yYEeHHs MOTYT JaBaTh PEIICHUs, KOTOpbIE
HE BCerJia JIETKO HHTEPIIPETUPOBaTh. ITO MOXKET OBbITH 0OCOOEHHO MPOOIEMATUYHO B Cllydae, €Cliu
MallMHHOE 00yYeHHEe MCIIONIb3YeTCs [T MPUHATHS BaKHBIX MEIUIMHCKUX PELICHUH, TAKUX Kak
BBIOOp METO/1a JIeUEHUSI.

Kpome Toro, Bo3HMKaeT 3ajjaya MOCTOSSHHOTO OOHOBJIEHUS U MOAM(UKAIUN aJITOPUTMOB
MAIIMHHOTO O0YYeHHUs. DTO CBSI3aHO C TEM, YTO JIAHHBIE MOTYT MU3MEHSTHCS CO BPEMEHEM, U
JITOPUTMBI JOJKHBI ObITh 00yYEeHbI HAa HOBBIX JJAHHBIX, YTOOBI OCTaBaThCS aKTyalbHBIMU. Kpome
TOTO, CYIIECTBYET PUCK IEepPeoOydeHus, KOTJa JITOPUTMbI MAITMHHOTO OOy4YeHHs] HAYMHAIOT
"3arOMUHATh" JaHHBIE, BMECTO TOTO YTOOBI BBISBIATH MATTEPHBI M 3aKOHOMEPHOCTH. ITO MOKET
MIPUBECTH K HEMPABMIIBHBIM ITPOTHO3aM U HETIPABWIIBHOM THarHoCcTHKe. Takke cieayeT OTMETHTb,
YTO MHOTHE alTOPUTMbl MAIIMHHOTO OOYYEHHs HCIOJB3YIOTCS TOJNBKO JUISL JAMArHOCTUKH
TJIAYKOMBI, & HE JIJISl OTIPE/ICITICHHUS IPHYMH U MEXaHW3MOB 3a00JI€BaHUs. DTO 03HAYAET, YTO BPAUH
BCE e€lle JOJDKHBI MPOBOJMUTH JONOJHHUTENbHBIE HCCIENOBaHUSA, UYTOOBI TOHATH MPUYUHBI
3a0oneBaHuss U BbIOpaTh Hambonee s>¢¢dekTuBHOE JedeHue. bosiee TOro cymecTByeT pHCK
HEI0CTaTOYHON HA/JIEeKHOCTH aJrOPUTMOB MAaIIMHHOTO o0y4eHus. C pa3BUTHEM TEXHOJIOTUH U
JOCTYITHOCTH OOJBIINX 00BEMOB JAHHBIX, BO3MOKHOCTH MAIIMHHOTO OOYYEHHS B MEIUITMHE
Oyayr Tonbko pacTH. Kpome TOro, COBpeMEHHbIE METOJbl MAIIMHHOIO OOyYeHHs MOTYT
UCTIONIB30BAThCS U pelIeHnsl Ooiee IMMPOKOrO CHEKTpa 3ajad, BKIIOYas MPOTHO3UPOBAHHUE
nporpeccupoBaHus 3a00J€BaHUS U OIIpeIesIEHHE ONTUMAIbHOM TEparuH.

Takum 00pa3oM, TEXHOJOTHH MAIIMHHOTO OOYYeHHUS WMEIOT MOTCHIHAI  JUIs
PEBOIONIMOHM3AIMYA JUATHOCTUKA W JieUeHHWs] TyaykoMmbl. OmHAKo, UIs TOrO dYTOOBI 3Ta
TEXHOJIOTUSI Obuta (P (EeKTUBHON, HEOOXOIUMO YUYUTHIBATh €€ OTPaHMYCHHMS M HEJOCTATKH, a
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TaK)Ke MIPOBOANTH TOTOTHUTEILHBIC HCCIIEAOBAHUS ISl IPOBEPKU HACIKHOCTU U 3P PEKTUBHOCTH
HOBBIX METOJIOB. B 9acTHOCTH, HEOOXOJMMO YYUTHIBATh HE TOJIBKO TOYHOCTH W HAJICKHOCTH
ITOPUTMOB MAIIIMHHOTO 00YYEHUS, HO ¥ UX IIPUMEHUMOCTD B peabHBIX yCcIoBUsAX. HeoOxoaumo
YUUTBIBATh STHUECKUE ACTICKTHI HCIIOJIb30BAHMSI TEXHOJIOTHIA MAITUHHOTO OOYYEHUS B MEIUITUHE.
Hampumep, BakHO yOEIUTBHCS, HYTO JTH TEXHOJOTUH HE TPUBOAAT K JAUCKPUMHUHAIINH
OIPENIEICHHBIX TPYII TAIMEeHTOB, a TaKKe COOII0AaTh KOHPHICHIIMATHLHOCTh U 0€301MacCHOCTh
naHHBIX. Ho, HECMOTps Ha OrpaHUYEHUS M HEJJOCTATKH, UCTIOJIh30BAHUE TEXHOJIOTHI MAITMHHOTO
00y4YeHHs B IMATHOCTUKE IIIaYKOMBI SIBJISIETCSI MHOTOOOCIIAIOIIIMM HAIIPABJICHUEM UCCIICTOBAHHIA.
Takxe CTOMT OTMETHUTh, YTO UCIOIB30BAHUE TEXHOJOTHUI MAITMHHOTO OOyYeHUsS B MEIUIIMHE
SIBIISICTCS JIOCTATOYHO HOBBIM HAIPAaBICHUEM HCCICIOBaHUU, M Oyaylee 3TOro HalpaBiICHUs
MOJKET OBITh CBSI3aHO C PA3BUTHEM HOBBIX aJTOPUTMOB MAIIMHHOTO OOYYCHWS, YBEIHUYCHUEM
JIOCTYITHOCTH M 00beMa JIaHHBIX, a TaKkKe pa3BUTHEM Oosiee 2 (HEKTUBHBIX METOJOB 00pabOTKH
JAHHBIX.

B menoM, ucnosip30BaHUE TEXHOJOTHH MAIIUHHOTO OOYUYEHHsSI B JTUATHOCTHKE TJIAYKOMBI
MPEJICTaBIsIET CO00M MEePCIeKTUBHOE HANPABICHUE HUCCIICIOBAHUMN, KOTOPOE MOXKET MPUBECTH K
YIYUIIEHUIO IUArHOCTUKM M Jie4eHUs dSToro 3aboneBanus. OJHaKo, Ui TOTO 4YTOOBI 3Ta
TEXHOJIOTHSl CTaJila IOJIC3HBIM HMHCTPYMEHTOM B TPAKTHKE Bpadeld, HEOOXOIUMO TPOBOIUTH
JIOTIOJTHUTEIILHBIC UCCIICIOBAHUS M YYUTHIBATH €€ OTPAHUYCHUS M HEIOCTATKU.

3akaouyeHue

TexHonmorMM MamIMHHOIO OOYYEHHMS MOTYT CYLIECTBEHHO YIYYLIMTh JUArHOCTHKY,
MOHMTOPHUHT U JIEYEHHE TIJIayKOMbl. BOJBIIMHCTBO MCCIEAOBaHUN B ATOW 00JIaCTH IOKa3alu
BBICOKYIO TOYHOCTh W HAaJEKHOCTh aJrOPUTMOB MAIIMHHOIO OOyuYeHHs] B JMArHOCTUKE U
MOHMTOPHMHIE MporpeccupoBaHus 3adoseBaHus. OJHAKO, TAKK€ ObLIO BBISBIECHO HECKOJIBKO
OTPaHUYEHUH M HEIOCTAaTKOB, KOTOpbIE HEOOXOJMMO YYMUTBHIBATH IPU NPUMEHEHUH STHX
TEXHOJOrMil. BaXHBIM HEZOCTATKOM TEXHOJOTUH MAIIMHHOIO OOYYEHHs SBISIETCd HX
3aBUCUMOCTh OT IPaBUJIBHOW HACTPOMKHM IapaMeTpOB M KadecTBa JaHHbIX. HempaBuibHas
HACTpOIiKka MmapaMeTpoB WM MCIOJIb30BaHHE HU3KOKAUECTBEHHBIX NAHHBIX MOXKET MPUBECTU K
HE/I0CTaTOYHON TOYHOCTH U HAJEKHOCTH aJTOPUTMOB MalIMHHOro oOydeHus. Tem He MeHee,
HECMOTpPSI Ha OTPAaHUYEHHUS W HEIOCTATKH, TEXHOJOIMH MAIIMHHOTO OOYYEHHs IMpPeICTaBISIOT
co0OM MOITHBIN MHCTPYMEHT AJISl AMATHOCTUKH, MOHUTOPHHTA U JIeYeHHUs IIaykombl. OHU MOTYT
NOMOYb  OIpPENETUTh PUCKU pa3BUTUs 3a00JIeBaHUS, MOHUTOPUTH MPOrPECCUPOBAHUE
3a00J1eBaHNs U OLEHUBATH Y3PPEKTUBHOCTD JICUCHHUS.

B uenom, mpuMmeHeHHME TEXHOJOTHMI MAIIMHHOTO OOy4YeHHUS B JUArHOCTHKE TIJIayKOMBI
SBJISIETCA OJIHUM M3 HauOoJjiee MepClEeKTUBHBIX HalpaBlIEHUH McCIeJoOBaHUN B 3TOH obiactu
MeauIMHbl. HecMOTpsi Ha HEKOTOpble OTrpaHMYEHUs U HEAOCTaTKH, 3Ta TEXHOJIOTHS MOKET
IIPUBECTH K YJIYYIIEHUIO TOYHOCTH JUArHOCTUKH, MOHUTOPHHIA U JIEYEHUS [JIAYKOMBI.
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Angarna. ['maykoma - OyJ1 eMaenMereH jkaraaiaa Kepy KaOijeTiHiH TYpaKThl JKOFaIyblHa HEMece
TOJIBIK COKBIPJIBIKKA OKEIyl MYMKiH MPOrPECCUBTI K03 aypybl. [ TayKoMaHbl epTe aHbIKTay JKOHE eMIey
Kepy KaOlJIeTiHiH JKOFalyblH OOJIbIpMay YIIiH ©T€¢ MaHbI3IbL. JlereHMeH, riayKoMaHbl JUarHOCTHKaay
JKOHE eM/Iey KOTI YaKBITTHI KoHE KhIMOATKa TYCETiH ayKbIMIbI TECTLICY/ 11 )KOHE TYPAKThI OaKbUTAY TbI KAXKET
ereni. [ maykoMaHbl TMarHOCTHKamay - aypyablH OeNTiiepiH aHbIKTaya KOFapbl AJAIK TeH THIMAIIKTI
Tayan eTeTiH Kypaeni npouecc. COHFBI KbUIIAPhl TIIayKOMaHbl AMarHOCTUKANAY CalachblHa MaIlHHAIBIK
OKBITY TEXHOJIOTHSIIAPBIH KOJIIaHy TaHbIMa Ooia Gactaasl. by Makanazia riiaykoMaHbl THarHOCTHKAJIAY
YIIH MaIIMHAIBIK OKBITY QJITOPUTMAEPIH KOJIAHATHIH COHFBI 3ePTTEyJIepre, COHBIH IIiH/IE TIIayKOMaHbI
JKIKTEY JKOHE OHBIH JaMyblHa OOJpKayFa HIONy JKacairaH. Makanazia riayKoMaHbl IHarHOCTHKaNaydarbl
TONJIIKTI, THIMAUTIKTI >KOHE OOBEKTHUBTUIIKTI apTTBIPy CHSKTHI 3aMaHayd MAIIWHAIBIK OKBITY
TEXHOJIOTHSIIAPBIH KOJIAHYIbIH apTHIKIIBUIBIKTAPE! KepceTinreH. O coHmai-aK 0Chl TEXHOJIOTUSUIApABIH
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IJIAyKOMaHbl JHAarHOCTHUKANAYaFbl TePEH OKBITY TEXHOJOTHSUIAPBIHBIH MOTEHIHAIBIH KOHE OJap.IbIH
MAIMEHTTED YIIiH HOTIKENEPiH )KaKCapTyAarbl POTIH KOPCETE/Ii.
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Abstract. Glaucoma is a progressive eye disease that, if left untreated, can lead to permanent vision
loss or total blindness. Early detection and treatment of glaucoma is critical to preventing vision loss.
However, diagnosing and treating glaucoma requires extensive testing and regular monitoring, which can
be time consuming and costly. Diagnosis of glaucoma is a complex process that requires high accuracy and
efficiency in identifying the symptoms of the disease. In recent years, the application of machine learning
technologies has become increasingly popular in the field of glaucoma diagnostics. This article provides an
overview of recent research that has applied machine learning algorithms to diagnose glaucoma, including
classifying glaucoma and predicting its progression. The article highlights the benefits of applying modern
machine learning technologies, such as improving accuracy, efficiency and objectivity in the diagnosis of
glaucoma. It also describes some of the problems and limitations of these technologies and suggests
potential solutions. Overall, the article highlights the potential of deep learning technologies in diagnosing
glaucoma and their role in improving patient outcomes.

Key words: machine learning, glaucoma, eye diseases, diagnostics, progression prediction.
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Abstract. In this continued series of work, we present the theoretical and practical results towards
reasoning with modern methods of Artificial Intelligence (Al). We justify our methodology with help of
illustrative examples from Computer Science relying on the regular expression matching algorithm and
application of the proposed solution for the task of identifying files consistency according to the unknown
format. We will also give several notable proofs to the classical theorems which in some sense are
coherent to the terms like Al and algorithmic complexity, however, or at least, nowadays they’re solved
involving the huge amount of hardware resources and together constitute the new formation in the modern
age with help of specifically crafter hardware modules — we’re still about to represent the model in more
classical understanding from the point of view of computational complexity, concise reasoning and
computer logic within the classical models, theorems and proofs as the base approach of estimating the
costs needed to build Artificial Neural Networks (ANN) or Machine Learning (ML) data.

Keywords: artificial intelligence, parsing, algorithm.

Introduction

We are giving clear statement that the prevalence of artificial intelligence technologies like ML has
gained final success in applied sciences like medicine or Computer Vision (CV) [1].

Since these times, it continues to grow up in the field of application and extension to the real-life
circumstances.

However, we define the question of if artificial intelligence has a consciousness and how it’d change
the state of the matter if this would be completely proved and researched. On this occasion still it’s
necessary to estimate that network of neural nodes cannot produce the clear conscious mind as human being
can be. We address this question for further investigation from psychological point of view with the main
focus on cognitive abilities of the artificial intelligence which cannot be achieved by simply simulating the
neural network.

Artificial Intelligence, or simply Al, and its consciousness is a general question of the modern
Computer Science, which is highlighted in the press by many researchers [2, 3]. We are to answer the
question whether it’s important and whether it’s possible. Of course, we give our argument towards the fact
that psychology and self “I” of any mind cannot be followed from the chaos produced by the neural network,
thus, all the arguments made towards the fact that Al can be conscious based upon latest knowledge and
technology cannot be addressed to the main point of view as per analogy of the human “I” and his modus
operandi.

The data volume as a starting point of view are estimated as very big in gigabytes of pure textual
data in order to train the neural network. This is a very challenging task as gaining such big amount of data
and successful storage of the trained neural network means the decision to take care of Big-Data hardware.
Thus, Big Data for Al could be a good trend nowadays leaving the hope of free services around the globe
in order to be cheap and safe and generally free of charge.

Artificial Intelligence and its consciousness don’t adhere to the economic stability and grow as in the
modern time the computer programmer profession will be replaced by clever Al. This is tied not only to
programmers but also to other list of professions which will simply vanish due to the process of
globalization of Al.

There’s another point of view which is meant to be the artificial intelligence for the not good
intentions. Of course, there’s a way to train the neural network against the prohibited type of data. Thus, if
we, for example, would train the network against the binary codes of executables and their source codes,
this will lead to the reverse engineering which is a prohibited method of obtaining source codes of programs
from their packaged content. The same malicious method can be applied to password guess and other tasks
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which involve the example to be seeded from the large amount of sample data.

ChatGPT and other modern trends of artificial intelligence are already gone to practice due to the
need of automated assistant in business processes. This could be a question addressed to economics,
however, still due to the prevalence of the automated solutions there’s no need of human interaction, thus,
the proficiency and artificial intelligence remains an open question in labor market.

The clear consciousness of the artificial intelligence, we, thus, address to the psychological, psychical
and physiological processes of the brain, when human neurons transfer the signal from one point on the
brain to another. As this is already done in artificial networks, we still cannot conclude that artificial neural
network can replace the human brain functionality due to the presence of the term psychiatry — we call it a
Freud conjecture, when still trained data model cannot acquire the self-“T” — thus, it can be modelled as a
separate kind of entity available on the control environment like hardware and programming languages to
be operated.

We also give the notion to the rapidly growing interest of variety of communities for Machine
Learning. We give the definition of algorithm of Explainable Machine Learning in order to define the
extensible role of the ML in the field of algorithmic approach rather than resorting to the classical approach
of neural networks.

O-notation and equivalence of complexity classes

Starting from this point we define the complexity from big-O notation which can be relative as to the
fact which is outlined to be a definitive argument towards Al operability and algorithms’ complexity. In
fact, they’re linear, however, the big amount of data and slow performance make their choice towards
choosing more effective solutions.

In this section we define the relation between complexity classes like equivalence, less or greater as
for the two compared algorithms:

0(f(m)~?70(gm)). (1)

This can be achieved during the maximal load of both algorithms measured by functions in (1). This
maximum value can be achieved only by the limit in the following form:

0,0(f(n)) < 0(g()
rlfm), g = lim £8 = lim Z8 = J¢,¢ > 0,0(£(m) = 0(9(m). )
,0(f() > 0(g(n))

Here in (2), C is a constant value and is valid if only both complexity classes are equal, which can
be derived by derivative rule of any degree.
Thus, we simplify our relation to the following form:

0
r(f,g) ={C,C > 0. 3

(0]

The derivative rule is also in common can be evaluated as follows:

L f) i) dR ()]
S = A G r;i% dF[g(m)] “)

Algorithms and definition of their complexity can be found in [4]. Further in this article we will show
the strict proof of the complexity classes P and NP using non-trivial occasion which is defined in
comparative work [5].

NP-completeness and hash functions

Here we give the proof of the existence of hash function which can be defined by a hash of the fixed
length, for example, as it’s defined in MDS5 to be 128 bits.

28



Artificial intelligence for complexity theory
Syzdykov M.

Since for the input, there’re only fixed number of possible ways of giving the collision to the one-
way function, we define the probability of collision as follows:

2128 128-n
p(n) = —-=2 : (5)

As the one-way function is defined on all the input space the probability (5) will be measured towards
common input as follows:

lim p(n) = 0= 3/ (). ©)

Where in (6) f(x) is a one-way function which exists since the probability of collision is defined on
the whole set of the input and randomly defined function will never collide. The latter is true for non-
random functions if they’re relevant to the common case of dependence from the input size given by the
parameter n in (5) and (6).

On account for “P versus NP” theorem we get the following from (4):

o(n!) = 0(n*). (7
The (7) holds true as we can see further:
oonk o dkmkdy o
M = A Ry = Ay = L ®)
k—o k=n

Thus, from (8) it follows that P equals NP.
Smart parsing and position automata

The position automata are deterministic finite automata with the definition of the position as an
additional parameter in follow function for the state, position and label of the outgoing edge.

The parsing within the Al is defined as a way of complementing of any of the trained models to the
input data which can be formatted with help of position automata.

We can also conclude that position automata are reminiscent to the state explosion effect. The smart
parsing, thus, gives the possibility of the trained data to be applied for the identification of the common
format.

The task above can be also defined by the alternating regular expression with the definition of all the
combinations of subgroups given by brackets in the final pattern string. Thus, at each step of the algorithm
we collect the matched input file towards the pre-defined pattern with help of neural network which records
each generation of learning for each of the input files.

The brackets can be formed as a full combination of valid patterns which together give the entire
template of the input in the pre-defined file format, while the other input strings can be matched against
sparse tree with the assumption that ending leaves of this tree are closed under &-operator artificial state.

The construction above gives the possibility of recognizing the common format of files grouped by
their extension.

Conclusion

The questions of artificial intelligence and its consciousness as well as the global impact of it on
the natural processes like economics and labor market are also given followed by the research practice
and knowledge.

Thus, we devise more concept from the term Artificial General Intelligence (AGI) on the very
urgent question of the human labor which will be replaced in the near future by AGI according to the
predictions from opinions raised in press and which wasn’t raised in science. The ethical question beyond
this fact is to provide the AGI with the consciousness model so that it could be addressed to the worker’s
burden. This ethical question isn’t limited to the loss in labor market and the underlying conditions where
AGI can be used for malicious intentions — that’s still the question of advocacy and policy as well.

We have also given the answer to the P and NP in limit spaces as it follows that they are equal in
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general.
We have also proposed the algorithm based upon artificial states in automata to identify the input
file format based upon the trained amount of data.
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Anparna. OCBI KalFacThl XYMBIC cepuschiHAa 0i3 skacaHasl uuTeutekTTiH (JKU) 3amanayn
smicTepiMeH OWayIblH TEOPHUSUIBIK YKOHE MPaKTUKAJBIK HOTIKENEPiH YChIHaMbI3. bi3 o3 omictremeMismi
WHPOPMATHKAIAH KOPHEKI MbICAIIAp KOMETIMEH TYPAKThl OPHEKTEP/Ii COMKECTEHIIPY AITOPUTMIHE KOHE
Oenrici3 mimimMre colikec QalnmapablH CONKECTIriH aHBIKTay TalCBHIPMAchl VIIiH YCHIHBUIFAH HICHIIM/I
KOJIlaHyFa Herizaeimis. bi3 conmaii-ak Oenrini 0ip marsiHaza YK sxoHe alnropuTMIIiK KYPACTUTIK CHSIKTHI
TEPMHHJIEPTE CONKEC KEIETiH KIIACCUKAIBIK TeopeMaapra OipHeIe MaHbI3/IbI I Aep KenTipeMis, Oipaxk,
Hemece, KeM JIeTeH/Ie, Ka3ipri yakpITTa ojiap anmnapaTThlK peCypCTapAblH YIKSH KOJIEMiH eCKepe OTHIPHIT
nrenrisieii xxoue oipre xaHa popMaIsIHBI Kypaupl. Ka3ipri 3aMaH/ia apHaiibl KypacThIPBUIFaH anmapaTThIK
MOJYIBJEP/iH KoMeriMeH — 0i3 alli Jle KIAaCCHKAIBIK MOJIENbJIEp, TeopeMallap MEeH JIoJeliep HeTisiHae
ecenTey KYpJACNUIri, KhICKalla MalbIMAay MOHE KOMITBIOTEPIIIK JIOTHKA TYPFBICBIHAH MOJEIbI
KJIACCHKANBIK TyciHyae kepceremis. JKacanapl neiiponabik sxeniep (JKHXK) nemece Machine Learning
(ML) nepekTtepin KypyFa KaXKeTTi IIBIFBIHIAP/IBI OaFaiay TOCiI.

Kinrrik ce3aep: xacanapl HHTEIUIEKT, TAAAY, AT OPUTM.
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AnHoTamusi. B »Toi mpomospKaromiecs cepum padOT MBI TPEICTaBISIEM TEOPETHUECKHE U
MPaKTUYECKUE PE3YJIbTAThl PACCYXKJICHUM C HCIOJIb30BAaHUEM COBPEMEHHBIX METOJOB MCKYCCTBEHHOIO
unteiviekta (M), Mbpl 00OCHOBBIBaeM Hally METOJOJIOTHIO HArJSIIHBIMA TpPUMEpPaMH W3 001acTh
KOMITBIOTEPHBIX HAayK, ONMUPAsCh HA aJTOPUTM COMOCTABJICHUS PETYJAPHBIX BHIPAXKEHUM U IMPUMEHEHHE
MIPEVIOKCHHOTO PEIICHUST 3aJadd  OMpPENeIeHUs HEMPOTUBOPEYMBOCTA (AilIoOB MO HEW3BECTHOMY
¢dopMmaty. MBI Takke MpHUBENEM HECKOIBKO MPHUMEYATEIBHBIX JOKA3aTeIbCTB KIACCHUECKUX TEOPEM,
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KOTOpble B HEKOTOPOM CMBICIIE COTJIACYIOTCSI C TakMMH TepMUHaMu, kak UM u anropurmuueckas
CJI0’KHOCTB, OJTHAKO, TI0 KpaifHel Mepe, B HACTOsIIee BPeMsl OHH PEIIAIOTCS C UCTIOIB30BaHHEM OTPOMHOTO
KOJIYECTBA ANIapaTHBIX PECYPCOB W BMECTE COCTABIIIOT HOBYIO (DOPMAIIMIO. B COBPEMEHHYIO SIIOXY C
MOMOIIIBIO CTIEIHATBHO CO3JaHHBIX AIapaTHBIX MOAYJIEH — MBI BCE €1l COOMpaeMcs MPEACTaBUTh MOJIEIb
B Oojiee KJIaCCMUYECKOM MOHUMAaHUU C TOYKH 3PEHUS BBIUYUCIUTEIHHON CIIOKHOCTH, JAKOHUYHBIX
pacCyKIeHUH W KOMIBIOTEPHOH JIOTHKM B PaMKaxX KJIACCHYECKHX MOJICNICH, TEOPEM U JI0Ka3aTeIbCTB B
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Abstract. The existing approaches to the construction of formal models of information attacks are
considered and analyzed. The basic requirements for information attack models are formulated. A method
is proposed for constructing models of information attacks based on control E-network transitions and
multi-agent management, taking into account the formulated requirements. The considered approaches to
modeling allow describing the process of an information attack with varying degrees of detail. The models
use different mathematical bases, but most of them are based on finite automata and represent the attack
as a sequence of automaton states. None of the models makes it possible to take into account the
vulnerability activated by such a complex, the method of its implementation and possible consequences.
The models allow us to more accurately determine the effectiveness of existing and developed means of
protection against simulated information attacks.

Keywords: attack, modeling, information attack model, managing E-network, agent, multi-agent
management.

Introduction

Currently, one of the most relevant areas of scientific research in the field of information
security is the development of methods and tools for detecting attacks and protecting against
attacks on computer systems and networks. In the process of such development, it is necessary to
constantly conduct research, including preliminary study and detailed study of possible options for
implementing information attacks. As a rule, these works are carried out using models that allow
reproducing the necessary properties and characteristics information attack, as well as to assess
the level of its danger to the computer system (CS). The models allow us to more accurately
determine the effectiveness of existing
The currently created models of information attacks can be classified according to the following
basic criteria [1]:

— the possibility of expanding the model (models with a fixed number of parameters and their
values, extensible models with the possibility of adding new parameters and their values);

— the possibility of taking into account the sequence of actions performed in an information attack
in the model;

— the level of detail of the model (models of low, medium and high level of detail). and developed
means of protection against simulated information attacks.

A formalized information attack model based on attack trees developed by B. Schneier has become
widespread [2]. Attack trees are conceptual diagrams that describe threats to the system and
possible

attacks aimed at their implementation. The underlying construction here is a hierarchical tree G
=(L,E), where

{ }i L =l is the set of tree vertices,

{}sE=e,
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2 E c L —the set of tree arcs
Each vertex of the tree G is associated with a certain action of the violator, while the root of the
tree denotes the ultimate goal of an information attack, the implementation of which can cause
significant damage to A C. Thus, it is possible to make up a set of possible paths on the graph G
{ }i Gp = gp, where each path i gp is a sequence of arcs ) (,, ..., 1 2 n e e e of the form ei = (..
Ii,1j), Ii,] j € L Inthis case, the final vertex of the arc i | is simultaneously the initial vertex of the
arc iy .

The leaves of the tree G can act as the initial vertex of the path, and the root of the tree can act
as the final vertex. The Schneier attack tree model has several important advantages and
disadvantages

Advantages

Disadvantages

— the model can be used to
describe  attacks on  any
informationor physical systems;

— due to the presence of numerical
values at the vertices and edges,
the model provides

an opportunity to introduce
estimates of each step according to
certain criteria, for example, by
execution time, number of
operations, estimated cost, etc.
The sequence of steps can be
evaluated based on the criteria of
each step;

— the expansion of the attack
model is carried out by adding
new elements to the

sets of vertices and arcs of trees
describing the attack;

This model has a number of
disadvantages, which  should
include:

— a tree is used as a fundamental
structure for modeling an attack,
which imposes some restrictions
on the structure of the graphical
representation

of the model. The presence of
cycles also creates certain
difficulties when working with
this model;

— the attack model does not
include the parameters of the AU
environment, under which the
implementation of the simulated
attack is possible;

— there are no tools in the model
that provide dynamic modeling.

— it is possible to simulate
complex information  attacks
involving several implementation
options.

In [3], a formal method of attack modeling is proposed, which is an extension and refinement of
the model based on the attack tree. Two attributes are introduced: the lifetime (reflects the time
dependencies between the stages of the attack) and the degree of confidence (characterizes the
probability of reaching the target of the attack with the achieved sub-targets). However, this model
has the same disadvantages as those based on the attack tree. The attack graph model [4] is also
based on an extension of the attack tree model. Attack graphs are a specialized tool for describing
an attack. Graph nodes do not represent conceptual actions, but network nodes, program processes,
configuration files, code sections, etc. The model is widely used because it is based on a simple
and well-researched mathematical base - finite automata, itself is quite simple and obvious.
Transitions between nodes are carried out on based on deterministic rules, the current value of
some system parameters, variables, etc. may be taken into account. Existing graph models are
wellsuited for describing the sequence of actions of an attacker and are often used to assess the
complexity of an information system security breach, rather than formodeling and investigating
attacks. The disadvantages of these models can also be attributed to the fact that they do not contain
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mechanisms for organizing controlled branching and modeling the dynamic component of the
attack.

Information attack models are also built on the basis of formal languages and ontologies [5].
Formally, the ontology is a tree, and the threat is represented by a sequence of symbols. Sequences
are considered as words of a formal language specified by means of some formal grammar. The
description of the generalized attack scenario by means of stochastic grammar has the following
form

GA=(Vn,VT,SP) 1)

where VN is a set of non—terminal symbols that denote micro—level attack steps, VT is a set of
terminal symbols that correspond to the upper and intermediate levels of representation of the
attack scenario steps, S is the initial symbol of the attack scenario, P is a set of output rules
describing the operations of detailing the attack scenario by replacing characters. Each replacement
is carried out with a given probability:

ai —Bij,=1,...,,=1,.,, 2

where aj is a nonterminal character, Bijis a string of terminal and nonterminal characters

It is characteristic that the conceptual model of information attack based on formal languages
and ontologies is in many ways similar to the model discussed above, developed by B. Schneier.
The model is also represented as a graph structure and can be expanded by adding new elements
to the sets of terminal and non-terminal symbols, as well as by expanding the output rules. The
model can be presented both in text and graphical form. The main disadvantage of such an
information attack model is the absence of a parameter that characterizes the vulnerability of the
CS, on the basis of which the violator's action is performed.

Requirements for information attack models
For effective use in order to study the likely actions of the violator

in relation to the CS, the information attack model being developed must meet the following
minimum set of requirements:

Versatility [ Extensibility [ Formalizability ] Simplicity [ Multifactoriality
provides the ability to D?lallllslsf?tcgz,r;:il];té to
allows the model to add new attack simplicity — allows take into account
be used to represent characteristics to the formalizability is a the expert to easily three main
various model based on the property that perceive the structure parameters of the
types of attacks, i.e. model parameters. indicates the and methods of simulated
the model must be This property allows possibility of using implementing the information attack:
constructed in such a the researcher to a mathematical simulated attack. the vulnerability
way that it can be change the apparatus when How effective it is activated by the
used in the process of characteristics of the describing the depends directly on attack. the method of
modeling both simulated attack parameters of the this property im,plementing
network and local depending on the CS model; you can use the built the attack and its
attacks; environment in which model; possible
it is being considered.; consequences.

Figure 1 - Requirements for information attack models
Information attack as a modeling object
An attack on an information system is an action or sequence of related actions of an intruder

that lead to the realization of a threat by exploiting system vulnerabilities. Vulnerability is
34



Method of constructing models of information attacks
Barakova A.Sh., Ussatova O.A.

commonly understood as the weak point of the CS, on the basis of which the successful
implementation of the threat is possible. In turn, a threat is a potentially possible event, action,
phenomenon or process that can cause
damage to the system resource [6]. Thus, in order to implement the attack, the attacker simulates
some action that leads to the desired result with the help of some means that exploits the
vulnerabilities of the system.

In general, an information attack can consist of three stages:

Collecting information is

. implementation of the development of the
the main stage

attack attack

N4

1. Collecting information is the main stage. At this stage, the target of the attack

is selected, information about it is collected (OS, configuration, services), the
mostvulnerable places of the attacked system are identified, the impact on which leads to the
desired result, the type of attack being implemented is selected.

2. The stage of implementation of the attack. At this stage, the violator gets unauthorized
access (ND) to the resources of those CS nodes in relation to which the attack is carried out. If, by
the nature of the impact, the attack is active [7], then this stage is also accompanied by the
realization of the goals for which the attack was undertaken. The resultof such actions may be a
violation of confidentiality, integrity and availability of information. In addition, at this stage, the
source andthe fact of the attack may be hidden, the so-called "covering up traces".

3. The stage of further development of the attack — actions are performed that are aimedat
continuing the attack on the resources of other CS nodes. In the case of passive attacks [7], this
stage is the stage of completing the attack.

The stage of 1 The stage of further W

— Stage implementation of the attack

Getting unauthorized access mglementation of goals

){ Computer system Q

Information collection stage [«——| Development stage/completion stages [«—

Figure 2 - schematically shows the stages of the life cycle of a typical information attack.

When modeling an information attack, it is necessary to determine its parameters and
characteristics. The main parameters of the attack are:

— duration of action;

— multiplicity;

—a list of vulnerabilities used by the attack.

Note that modeling some types of attacks, for example, "distributed denial of service” — DDoS
requires
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the definition of additional attack parameters, such as [8]:

— type of attack (semantic attack (TCP SYN, Incorrect packets, Hard request, etc.)

or "brute force" type attack — such as UDP/ICMP flood, smurf/fraggle, etc.);

— rate of attack (can be constant or variable. In the latter case, the intensity of the attack varies over
time. The change in tempo can be increasing or fluctuating);

— influence on the target of the attack (you can choose a "disruptive" attack, when a distributed
attack will be carried out from all attacking nodes at once, or a worsening one — the number

of attacking nodes is included in the attack gradually. The first attack option is easier to detect);
— the constancy of the set of attacking nodes (the set can be constant (the same nodes attack) or
variable);

— the degree of automation (automatic or automated).

The proposed method of modeling attacks

Taking into account the disadvantages of existing analogues, we will use Control E-Nets
(Control E-Nets — CEN) as an information attack model [9, 10], which are a modification of E-
networks and meet all the requirements for the attack models described above. Issues of the
complexity of the attack model (taking into account the vulnerability search stage in attack models,
methods of implementation and development of the attack) will be solved using a multi-agent
control system, the modules of which work on the principles of intelligent agents. We will describe
each agent using the implementation model presented in viRis. 1. The life cycle of a typical
information attack on CS resources de managing E-network. We will simulate attacks in a specially
designed environment, which is based on the principles of invariance to the subject area, the level
of modeling, the experiment being conducted and the level of user readiness. Let's consider in
more detail the mechanisms of operation of the control E-networks, systems multi-agent
management and information attack simulation environment.

Conclusions

A method of constructing information attacks based on control E-networks and multi-
agent management is proposed. Using this method allows you to create models based on simple,
easily perceived constructions to represent various types of attacks. Thanks to the use of the
mechanism of control E-networks, the method allows you to take into account the current state of
the CS and the object of attack during modeling — dynamic modeling is provided.

In addition, the control E-networks allow the use of mathematical apparatus when
describing the parameters of the model — the property is provided formalizability of the model.
The use of a multi-agent approach makes it possible to solve the problem of multifactorial
(complexity) attacks, highlighting the stage of finding vulnerabilities of attack objects (planning
level), the stages of implementing the attack and determining its possible consequences (reactive
level); there is a cooperative level for the exchange of information between agents of different
levels. The obtained simulation models of information attacks can be used to build a synthetic
environment of information security systems in order to clarify their features and characteristics
using the method of semi-natural modeling.
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Anparna. AKnapatTeiK maOybuIIapaAbiH (GopMalibbl MOACTBACPIH KYPYIBIH KOJIAHBICTAFbI
TACIIIEPl KapaCThIPBLIBII, TANAaH bl AKIIAPATTHIK MIa0YBUT MOJICIIbCPiHE KOHBIIATHIH HETI3TI TananTtap
TY)KBIPbIMJIAIFaH. DJIEKTPOHIBIK JKETiHIH OaKblUlay aybICyJapblHa JKOHE TY)KBIPBIMIAJIFaH TaJarTap/ibl
€CKepe OTHIPHIIN, MYJIBTHATEHTTI OacKapyFa HETi3JIeNreH aKMapaTThIK Madybul MOJENBIEPIH KYPY oici
YCBIHBUTIBL. KapacThIppUiFaH MOJIENBACY TOCUIAEpl aKMaparThiK MIa0ybUT MPOLECIH SPTYPIi JdpEeKee
erMKEH-TeMKEWIl cumarrayra MyMKIHAIK Oepexi. Mopenbaep opTypii MaTeMaTHUKAJIBbIK Heri3aepii
KOJIJIaHa/Ibl, OipaK OJapAbIH KOIIIUTri aKbIPFl MallliHAIApFa HeTi3/IeNreH JKoHe MalybuIasl A peTiHae
YCBIHAPIAaBTOMAT KYHIEpiHiH perTimiri. MoaenbaepaiH emKaichIchl MYHJaldl KemleH apKbUIbl iCKe
aCBIPBUIATBIH OCAJJIBIKTBI, OHBI )Y3€re achlpy TOCUIIH OHE BIKTUMAJl CalJlapblH €CKepyre MYMKIHJIK
OepMmeiini. Mogenbaep KOJAHBICTaFbl THIMAUIIKTI JQJIPEK aHBIKTayFa MYMKIHZIIK Oepeli >KoHe
UMUTAIMSIIBIK aKapaTThIK Ma0ybUIIapaaH KOpray Kypaiaapbl

KinrTik ce3nep: madysu1, MOJIENb/ICY, aKIaPaTTHIK MA0ybLT MOJIEINI, 3JICKTPOHIBIK JKeJliHI 0acKapy,
arcHT, MyJIbTHAareHTTI 0acKapy.
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AHHoTanus. PaccMOTpeHBI M NMPOaHANM3UPOBAHBI CYIIECTBYIOIINE IMOAXOJBI K IOCTPOCHUIO
dopmanbHbIX Monenedl nHPpopManoHHbIX aTtak. ChopMynupoBaHbl OCHOBHBIE TPeOOBAaHUS K MOACISIM
uHPOpMaIMoHHbBIX aTak. [IpeioskeH MeTo ] mocTpoeHus Mojienel HHQOPMAIIMOHHBIX aTak, OCHOBaHHBIN
Ha KOHTPOJBHBIX TEpexo/ax »JJEKTPOHHOH CETH U MYJIbTHAareHTHOM YIPaBIEHUH, C Y4YETOM
chopMynupoBaHHBIX TpeOoBaHMN. PaccMOTpeHHBIE MOAXOABI K MOJECIUPOBAHUIO MO3BOJISIIOT OMHMCATh
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porecc MHPOPMAIMOHHON aTaku C Pa3HOW CTENCHBIO JeTanu3anud. MoJenu UCIOMB3YIOT Pa3IndHbIe
MaTEeMaTHYECKUE OCHOBBI, HO OOJIBIIIMHCTBO M3 HUX OCHOBAaHBI HA KOHEYHBIX aBTOMATaX M MPEACTABISIOT
aTaKy Kak ITOCIIEOBAaTEIbHOCTh COCTOSHUI aBTOMaTa. Hu omHa W3 Mozeneil He MO3BOJSIET YYecTh
YSI3BHUMOCTD, aKTUBUPYEMYIO TaKUM KOMIUIEKCOM, CIOCO0 ee peaan3aliiil U BO3MOXKHBIE MOCIIEICTBUS.
Mopuenu o3BoJIAIOT HaM 00Jiee TOYHO ONPENenaTh 3 GEKTUBHOCTh CYIIECTBYIONINX U pa3padaThIBACMbIX
CPEJICTB 3aIIUTH OT IMUTHPYEMBIX HH(OPMAITMOHHBIX aTakK.
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3JIEKTPOHHASI CE€Th,are€HT, MyJIbTHAT€HTHOE YIIpaBJICHHE.
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